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Abstract

This paper presents a Functional Ontology of
Reputation that could be used as a common shared
reputation knowledge by agents. Although there is a
huge work on agent reputation, each research defines
its own basic concepts. Sometimes different meaningsare
associated to the same term and in other occasions the
same meaning is related to different terms. We claim that
the reputation knowledge structured as an ontology
could be used to enable the semantic integration level
involved in the interoperation of software agents using
different reputation models. We have illustrated this idea
by showing a semantic mapping for the reputation
concepts used in three distinct reputation models. That
mapping shows how this ontology could act asa common
global ontology that supports the semantic integration
among these models.

Keywords: Reputation, Ontology, Interoperability,
Multi-Agent Systems.

1. INTRODUCTION

A great number of multi-agent systems(MAS) have
been constructed in the last 10 years, with different aims
and architectures. In particul ar, regarding the homogeneity
of the agents, in some systems all the agents have the

same architecture (homogeneous) and in others agents
have different internal models (heterogeneous). In both
of them, however, agents share acommon communication
infrastructure (middleware), like KQML [19, 13].

The advantage of the second approach is enabling
the dynamic formation of bottom-up, non-centralized open
MAS. We mean by open a MAS where agents may enter
and leave dynamically the agent society, without a pre-
established central control.

One of the crucia aspects that have enabled the
interoperability of such heterogeneous agents systemsis
a common shared knowledge about key concepts of the
field. Forinstance, evenif two or moreBDI (Belief, Desire,
Intention) agents [24] may have been constructed using
different internal architectures, asASIC (Architecture for
Saocial and Individual Control) [2] and Jason[3], al of them
share the same meaning to concepts such as belief and
intention.

Although thereisahugework on agent reputation,
each research defines its own basic concepts. Sometimes
different meanings are associated to the sameterm and in
other occasions the same meaning is related to different
terms. For instance, direct reputation [21] and image [10]
areexamplesof thelatter, while Direct Trust [27] and Trust
[9] are examples of the former. If one wants to build an
open multi-agent system, wheretwo different agents, based
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on each of these models, could change their beliefs about
reputation, it must be provided a semantic interoperation
level that could translate these concepts.

The idea of this work is precisely to cover this
gap, i.e., to build a common reputation ontology to
represent the key concepts of reputation. This ontology,
called the Functional Ontology of Reputation, could be
used as a common shared reputation knowledge by
agents operating with different reputation models. The
goal of this ontology is to put together the broad
knowledge about reputation produced in some areas of
interest such as psychology and Al, and to represent
that knowledge in astructured form. Inthisway such an
ontology could be used to support the semantic
interoperation level for agentsinaMASthat use different
reputation mechanisms.

In order to do so, we must at first compare the
several reputation models developed so far, and then
extract their main concepts and associated terms. A second
step would consist of proposing an architecture for the
middleware layer responsible for the semantic
interoperation of different models.

Thiswork isorganized asfollows. In section 2, we
briefly present three reputation models as an example of
theresearchin thisfield. In section 3, we present the main
concepts that we believe an ontology of reputation should
cover. Based on these concepts, Section 4 outlines a
Functional Ontology of Reputation. In section 5, we present
the possible approaches to the semantic interoperation
level using an ontology for reputative agents. In section
6, we show apreliminary example of the use of our work as
akind of common global ontology for reputation concepts.
Finally, in section 7 we present the current results and
futurework.

2. AGENT REPUTATION M ODELS

After the Oxford Dictionary, reputation is the
opinion that peoplein general have about what somebody
or something is. For example, a school may have an
excellent reputation whereas a person could have a
reputation of being lazy.

Reputation is an indispensable condition for the
social conviviality in human societies. The emergence of
Internet based virtual societies has caused the migration
of reputation related concepts from the world of human
interactionsto theworld of virtual interactions. Reputation
and trust systems are key factors for successful electronic
commerce environment. They are used as mechanism in
order to search trustful partners aswell as an incentive to
avoid cheaters and frauds [26].
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Reputation is a social product as well as a social
process. It is a product, or property, in the sense that it
consists of opinion agreement in some level; on the other
hand, it may be seen as aprocessin the sense that thereis
aflow of information and influencein the social network.
While reputation as a product may be seen as a cognitive
representation (or a belief), reputation as a process
consists of a set of beliefs’ transmission in the social
network 6, 10].

In the last years several computational models of
reputation have been proposed [21, 26, 31, 32 among
others]. However an analysis of these models indicates
that sometimes the notion of reputation is used in an
intuitive way. In most cases they use neither a precise
definition of reputation nor thetheoretical or empiric bases
from disciplinesthat have worked with reputation concepts
much longer than Artificial Intelligence (Al), such as
Economy, Saciology and Psychology [6, 12].

As an example of research produced in the MAS
field we describe three of these modelsin this section: a
cognitive reputation model , a typology of reputation
and the reputation model used in the Regret system.
The specifications of these models are in different
degrees of computational formalism. The cognitive
reputation model [10] consists of ahigh level conceptual
model, described in natural language. The typology of
reputation [21] is a taxonomy regarding reputation
sources of information, while the ReGret system [27, 25]
isacomputational mechanism that involves areputation
model initskernel.

These models, together with the Functional
Ontology of Reputation ontology proposed in section 4,
have been used in the example of integration among
software agents using different reputation models, as
shown in section 6. However, before presenting this
integration, we need to give abrief description of each of
these models.

2.1 CoGNITIVE REPUTATION M ODEL

The Cognitive Reputation Model proposed by
Conte and Paolucci [10] treats the several aspects
associated with the reputation transmission in the social
sphere. Image and reputation are two central conceptsin
this model. Image is an evauative belief, as “good” or
“bad”, formed using information acquired by agent
experience and reflects the target agent behavior.

Reputation isabelief about others' minds, ameta-
belief that resultsfrom beliefstransmission. It represents
the process as well as the effect of transmission of a
target image.

Besides, the model describes the concepts related
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to the set of agents involved in image and reputation
formation and transmission. Target agents are
individuals, groups, or even artifacts that play the role
of the evaluation object. Evaluator agents are those
entities able to develop an evaluative belief about others
as an effect of their social interactions and perceptions.
Propagators, or third parties, are those entities able to
transmit reputation information about atarget to another
entity beneficiary agents. Beneficiaries are individuals,
groups, or organizations for which the evaluation of the
target brings some benefit. As the authors emphasize,
thereisanon-empty intersection between these four sets
of agents. Therefore, an agent can be at the sametime a
member of the evaluators set as well asamember of the
propagator and the beneficiaries’ sets.

Figure 1 showstheimage formation based on agent
experience, the reputation diffusion and the contagion
provoked by reputation presence, that may reinforce the

initial experience.
: l , 4. Contagion
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Figure 1: Image and Reputation in the cognitive model of
reputation [10]

2.2 TypoLoGY OF REPUTATION

The Typology of Reputation proposed by Mui et
al. [21] is based on the reputation research done by
several areas of interest, such as Economy, Computer
Science and Biology. This typology distinguishes
reputation notions in three classification levels, as we
canseeinfigure 2. Thefirst level distinguishesreputation
according to the target entity nature, while the second
and third levels distinguish individual reputation
according to the information source.

In thefirst level there are two concepts:

e Individual reputation is the reputation that can
be used to describe an individual;

« Group reputation is reputation that can be used
to describe a group of individuals.

Figure 2 shows a representation of this typology
using Unified Model Language (UML) class diagram.
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Figure 2: Reputation typology proposed by Mui et al. [21]
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The second and third level contains the following
concepts:

« Direct reputation is the reputation derived from
direct encounter or observation. It has two sub
concepts: interaction derived reputation, the one
based on actual encounters between a target
agent and its evaluating agent; observed
reputation, that one resulting from observations
made about another agent’s encounters,

Indirect Reputation is the reputation based on
second-hand evidence. It has three sub concepts:
group derived reputation that isestimatesfor agents
in social groups, prior derived reputation, based on
prior beliefsabout strangers; propagated reputation,
based on information gathered from others.

2.3 REGRET SYsTEM

The ReGret system [25, 27] isatrust and reputation
system developed for complex e-commerce environments
where social relationshipsplay animportant role. Theidea
isto consider the social aspects involved in the reputation
and trust notions, taking into account the social structures
among the members of a society in the evaluation of these
notions. This model deals with four kinds of reputation
evaluation: Direct Trust, Witness Reputation,
Neighbourhood Reputation, System Reputation.

« Direct Trust refers to the evaluation that is built
from direct interaction, including both direct
experience and direct observation;

e Witness Reputation is calculated using the
information gathered from other agents of the
community that had direct experience with the
target agent;

* Neighbourhood Reputation is the reputation
based on socia prejudice;

e System Reputation is the reputation based on
agent membership to a certain group.
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Additionally, the Regret system proposes the
Credibility notion, a kind of rating associated to the
received information about reputation that evaluates the
truthfulness of information received from a witness. The
trust evaluation istheresult of these reputation evaluation,

asshown in figure 3.
e > Witness eighbourhood
ity Reputation Reputation
Reputation Model

System
\ Reputation

Figure 3: Reputation Concepts in Regret System [27]

Once described these agent reputation models, we
areready to present the main conceptswe believethat are
essential for an ontology of reputation that should be used
by autonomous agents, as presented next.

3. ReputaTiON NOTION

This section defines the concepts used to identify
the several aspects of a reputation, both as a product and
as a process, as we can see in figure 4: reputation nature,
roles involved in reputation formation and propagation,
information sourcesfor reputation, eval uation of reputation,
and reputation maintenance. Those aspects constitute a
set of ontological terms used in a Functional Ontology of
Reputation, presented in section 4. For more detailssee[7].

Source of
Information

Nature |

~—

Propagation

Reputational
Entities

Individuals,
Groups,
Products

Evaluation

Roles

Maintenance

Figure 4: Several aspects of a reputation inspired by
Bromley[6]
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3.1 ReputaTiON NATURE AND ROLES

The nature of the reputation distinguishes a
reputation according to the kind of entity it is associated
to. According to Bromley [6] there are different sorts of
reputational entities, given that persons, groups of people
and corporations can have a reputation, as well as
products, services, geographical areas, and events in a
general way, including activities.

Reputation formation and propagation involves
several roles, played by the entities or agents that
participate in those processes, such as target role and
evaluator role.

3.2 INFORMATION SOURCE OF REPUTATION

Reputation, as part of collective systems of beliefs
and opinions about people and things [6] can be classified
accordingto theorigin of these beliefsand opinions. Beliefs
can derivefrom several sources, such asdirect experiences,
received information, and social group prejudices.

3.3 REPUTATION EVALUATION AND M EASUREMENT

A reputation can be summarized inaword or inan
expression, such as “good” or “very good”, or it can be
detailed through examples and justifications. In general, a
reputation can be evaluated through several types of
measurements and different factors[6].

The measurement types that can be employed in
the evaluation of a reputation allow different levels of
detail, asin alevel of esteem such as “bad”, “good” and
“great”, or a more specific evaluation that considers the
content of a reputation. That content evaluation allows
identifying which are the aspectsinvolved in areputation
aswell as the relevance given to each one of them.

3.4 REPUTATION M AINTENANCE

The reputation maintenance process dealswith the
modifications that occur in the content and structure of a
reputation over time. Temporal aspects play an important
role in the process of maintenance of a reputation. Some
authors [12, 32] consider that the most recent behavior
should weight more in a reputation maintenance process
than the oldest ones, since a reputation should reflect the
agent’s current behavior in spite of older ones.

3.5 REPUTATION PROPAGATION

A reputation propagation process deals with
various aspects involved in transmission of reputation.
Information related to reputation is not just transmitted
by the propagator entity, which, instead, selects, invents
and manipulates the original information according to the
restrictions and opportunities presented by the
circumstances[6, 10, 27].
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4. FuncTiONAL ONTOLOGY OF REPUTATION

This section outlines a Functional Ontology of
Reputation. The goal of this ontology is to put together
the broad knowledge about reputation produced in some
areas of interest such as Psychology and Artificial
Intelligence, and to represent that knowledge in a
structured form.

The term Ontology originally designates a
philosophy branch dealing with the a priori nature of the
reality [16]. Although there are many definitions of
ontology, the more popular is that proposed by Gruber
[15]: an ontology consists of an explicit specification of a
conceptualization, where a conceptualization is an
abstract view of the world that one desires to represent,
consisting of objects, concepts and the relations among
them. The specification of aconceptualization comprises
both the description of these world entities in natural
language and the creation of the axiomsthat refine objects,
concepts and relation definitions.

Ushold and Gruniger [28] proposes asimpleanswer
to the question “What is an ontology”: it designates the
shared understanding of some domain of interest and
entails aworld view of that domain. Thisworld view is
often represented as a set of concepts, such as entities
and attributes, their definitions and their relationship,
which constitutes a conceptualization.

4.1 FuncTioNAL ONTOLOGIES

The Functional Ontology of Reputation
proposed in this paper employs the knowledge
categories proposed by Valente [4, 29] as part of his
work on Legal Knowledge Engineering, called the
Functional Ontology of Law.

As its name indicates, this ontology adopts a
functional perspective, that means, the law is interpreted
and analyzed through a functional point of view. This
perspective can be described as follows [4]:

* Thelegal system as awhole, and also each of its
components, exits to execute determined
functions in order to achieve a social goals;

* Given that the main function of the legal system
isto react to social behavior, it can be viewed as
a kind of social device operating within / on
society to regulate social behavior;

 The functions that distinguish different types of
legal knowledge can be described in two ways.
First, they point out the legal system sub-
functions. Second, they divide legal knowledge
into a set of basic categories which provide
support for legal functions.
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4.1.1 FuncTioNnAL ONTOLOGY OF LAw

This ontology is basically a set of interconnected
primitive categoriesand sub-categories of legal knowledge,
distinguished through a functional perspective. These
categoriesare: Normative Knowledge, World Knowledge,
Responsibility Knowledge, Reactive Knowledge, Creative
Knowledge, Meta-legal Knowledge.

The Normative Knowledge is the most
characteristic category of legal knowledge and has two
functions: prescribing behavior and defining a standard
of comparison for the social reality.

The World Knowledge is a kind of interface
between the real world and the legal one. Its role is to
defineamodel of thereal world whichisused asabasisto
express the other categories of the legal system.

The Responsibility Knowledge has asfunction the
assignment or limitation of the responsibility of an agent
in agiven situation. In that way it is possible to establish
alink between theviolation of anorm and the agent that is
considered responsible for this violation.

The Reactive Knowledge is responsible for the
reaction towards the agent assigned responsible for an
illegal situation, specifying which legal sanction should
be taken against that agent.

The Creative Knowledgeisresponsiblefor creating
legal entitiesthat did not exist before aspart of legal world,
like the creation of a department within the government.

Finally, the Meta-legal knowledge comprises two
main functions: (i) to implement the dynamics of thelegal
systemusing what iscalled validity knowledge, and (ii) to
institute mechanisms to solve conflicts between instances
of all categories of legal knowledge.

4.1.2 FrRom LEGAL TO SociAL WORLD

Whileinthelega world aruleviolation generatesa
legal punishment for the infringing agent, in the social
world the penalty associated to an agent that violates a
social normisabad reputation [8].

Given that we claim that the concepts of the legal
world can be used to mode! the social world, through (i)
the extension of the concept of legal rule to social norm,
(it) theinternalization of social control mechanismsinthe
agent’s mind, so far externalized in legal institutions, and
(i) the replacement of the legal sanction to asocial one,
i.e., areputation.

As in the Functional Ontology of Law [29], the
distinction among the categories of the Functional
Ontology of Reputation will be accomplished according
to afunctiona perspective, in which each component of
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the reputation system, embedded in the social system,
existsto perform aspecific function inthe effort to achieve
social objectives, such as trust, reciprocity and social
cooperation.

4.2 MAIN CATEGORIES OF FuncTioNnAL ONTOLOGY OF

REPUTATION

The Functional Ontology of Reputation includes,
asakernel, the reputation concepts presented in section
3. That kernel is embedded in a broad framework,
composed by the knowledge categories inspired by the
Functional Ontology of Law. In that way we have
outlined the whole mechanism related to reputation
notion in the agent’s mind.

Thisontology has been implemented in Ontology
Web Language — Description Logic (OWL DL) [11]
using Protégé [18] as an ontology-modeling
environment. OWL language was designed to meet the
requirements of a Web Ontology Language and is part
of the W3C (World Wide Web Consortium)
recommendation related to the Semantic Web. The
Semantic Web [1] is afuture vision of the Web, where
information will have explicit meaning, making it easier
for computers automatically integrate and process
information available on the Web.

An OWL DL ontology consists of class,
properties and individuals. Classes, interpreted as sets
of individuals, are defined using formal description that
states the requirements for membership of a class.
Classes can be organized into superclass — subclass
hierarchy. Subclasses specialize (or is subsumed by)
their superclasses. Individuals represent objects in the
domain we are interested in, while properties are
relations that link two individuals. Two types of
properties can be distinguished: (i) object properties,
that are relations between instances of two classes; (ii)
datatype properties, that are relations between
instances of classes and RDF literals or XML Schemas
datatype. One of the key features of an ontology
described using OWL DL isthat we can reason over it,
using areasoner programssuch asRACER [17] toinfer
over the ontology.

The Functional Ontology of Reputation contains
four main categories: Reputative Knowledge,
Responsibility Knowledge, Normative Knowledge and
World Knowledge. Besides we have defined Common
Knowledge category in order to represent concepts
related to the common sensethat in someway arerelated
to Reputative Knowledge. This ontology contains 85
classes and 40 properties. As we can see in figure 7,
these classes are divided into two main knowledge
categories: 67 in Reputation Knowledge category and

18 in Common Knowledge category.

Each of these five main categoriesis detailed in
the next sections.

4.2.1 CommoN KNOWLEDGE

Common Knowledge category represents the
conceptsrelated to the common sense that in some way
arerelated to Reputative Knowledge. It isworthy noting
that common sense ontologies is a research field in its
own [5]. However the goal of this category isto define
common sense concepts that are directly involved with
reputation notion.

This category was borrowed from the Functional
Ontology of Law and extended in order to include
information sources of reputation aswell as reputational
entities. Additionally, it includes the time concept.
Information sour ce represents those facts that act asa
source of information for a reputation definition, such
asdirect experience, group characteristics, propagated
information, observation of behavior and prejudice.

Reputational Entities represent all things that
are able to play at least one reputative role and then
take part in areputation process, such as individuals
(agents or human being), gr oup of individuals, objects
and services.

4.2.2 RepuTATIVE KNOWLEDGE

Reputative Knowledgeisthe most characteristic
category in the Functional Ontology of Reputation,
involving 45 classes. It was inspired by the Reactive
Knowledge from the Functional Ontology of Law [29].
Its main function is to deal with the reputational entity
reward (good reputation) or penalty (bad reputation),
according to its behavior. This category models the
products as well as the processes involved in the
reputation notion, described in section 3.

Reputation Roles

Reputation Role concept represents those roles
played by entities involved in reputative processes,
such as reputation evaluation and reputation
propagation. Putting together the target notion
proposed by Conte and Paolucci [10] and the
reputational entity notion proposed by Bromley [6], we
defined thetarget role, played by all of the entitiesthat
act as reputation object, such as people (individuals or
groups), things, products and service, places, events
and activities.

Based on the evaluator, propagator and
beneficiary sets of agents[10] we defined the evaluator
role, the propagator role and the recipient role,
respectively. The recipient role extends the notion of



Sara Casare and Jaime Simao Sichman

Using a Functional Ontology of Reputation to
Interoperate Different Agent Reputation Models

beneficiary set of agent inthe sensethat it makes explicit
the action of receiving information about reputation
related to the action of transmitting it. These four roles
can be played by persons or groups of people, as in
daily life, or by software agents, as in online systems,
such as e-commerce systems and el ectronic chat systems.

Reputation Property

Reputation Property concept representstwo main
reputation dimensions: reputation nature and reputation
type, as shown in figure 5.

Reputation Nature concept distinguishes
reputation according to the nature of a reputational
entity: individual reputation, related to persons or
individual agents; group reputation, related to the
individuals or agent groups; product reputation,
associated to products and services; location
reputation, associated to geographical places; event
reputation, associated to eventsin a general way; and
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Figure 5: Reputation Property representation

Reputation Evaluation Components

Reputation Evaluation Component represents
those aspects taken into account during the establishment
of areputation value.

Evaluation Factor concept represents the four
factors that somehow have influence on a reputation
evaluation. We adopted the following terms in order to
identify these factors: Target Behavior, Evaluator
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Reputation, Propagator Reputation and Tar get Evaluator
Sacial Relationship.

Reputation Evaluation Value representstheworth
of a reputation after an evaluation process. It can be
expressed as a qualitative measure (“good”, “bad”), or as
aquantitativemeasure (0, 1, 2, 10). Reputation Final Value
represents the worth of a reputation after a maintenance
process. Such as Reputation Evaluation Value it can be
expressed as a qualitative or a quantitative measure.
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Evaluation Attribute represents the detailed
aspects of areputation evaluation. For instance, one can
consider price, quality and durability when evaluates a
product reputation. Evaluation Attribute Weight
represents the importance an evaluator entity associates
to each one of reputation attributes. For example, price
attribute is more important than quality attribute.

Reputation Process

Reputation Process concept represents the four
processes involved in reputation notion: Reputation
Reception, Reputation Transmission, Reputation
Evaluation and Reputation Maintenance.

Reputation Transmission Processrepresentsthe
process that deals with passing reputation information
from one agent to another in a social network, while
Reputation Reception Process represents the process
that deals with getting or accepting reputation
information from one agent.

Reputation Evaluation Process represents the
process of measuring a reputation. The two
measurement types that can be employed in such
process are represented as Reputation Evaluation
Process subclasses. Reputation Content Evaluation
Process represents a reputation measurement process
that deals with the attributes that contribute in its
composition as well as the relevance (or weight)
associated to them. It permits to describe a reputation
value in terms of attributes and their respectively
weights. Reputation Esteem L evel Evaluation represents
a reputation measurement process that produces a
reputation value that cannot be described in details.
Both processes can produce qualitative or quantitative
reputation value.

Reputation M aintenance Process representsthe
process that deal with reputation alterations over time.
That concept involves two subclasses, aggregation
process and historical process. We called Aggregation
Process the one that deals with impact on reputation
value caused by evaluation of agent’s current behavior:
apositive impact improves reputation; a neutral impact
maintains the same reputation; a negative impact
decreases reputation. We called Historical Processthat
onein charge of historical dimension of reputation. That
process specifies the historical extension of previous
evaluations considered as well as the relevance
associated to the most recent evaluations in spite of
oldest ones.

4.2.3 RESPONSIBILITY KNOWLEDGE
Responsibility Knowledge category was
borrowed from the Functional Ontology of Law [29] and
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extended to deal with behavior causes. Its main function
isto associate a cause to a specific behavior, in order to
define whether the reputational entity must be
considered responsible for this behavior or, instead,
there are circumstances that attenuate and restrict its
responsibility. Responsibility Knowledge represents
two main notions, namely, the attribution notion and
the actor-observer effect notion, and involves six
classes.

Attribution and related classes

There are five classes related to attribution
notion: Attribution, Internal Cause, External Cause,
Responsibility Assignment and Responsibility
Restriction.

Attribution isaterm used in social cognition to
refer to the causes for which the actions are interpreted
in terms of personal characteristics (internal cause) or
external circumstances (external cause), in order to
provide a causal explanation for the associated
behaviors [6]. Attribution processes are part of our
inclination to impose a pattern of meaning to observed
facts. Concerning reputation, one of major attribution
effects is to give consistence and coherence to agent
behaviors.

A behavior has|nternal Causewhen interpreted
as depending exclusively on the agent, for instance,
agent’s motivation or agent’s capacity. A behavior has
External Cause when considered as depending
exclusively on external circumstances, such as
opportunities or threats [6].

Responsibility Assignment defines that a
reputational entity should be held responsible for its
behavior, given that it occurred under a condition
interpreted as depending on internal causes.
Responsibility Restriction defines that a reputational
entity cannot be held responsible for its behavior, given
that it occurred under certain condition interpreted as
depending exclusively on external cause instead of
internal cause.

Actor-Observer Effect

Attribution process can be affected by the so-
called Actor-Observer Effect. That term is used to
designate the tendency to attribute internal causes to
other people’'s behavior and to attribute external causes
to one’s own behavior. Therefore, that effect can
provoke afundamental attribution mistake. Bromley [6]
points out that the actor-observer effect is most likely
to affect our perception of people we know least well
than of people we know better well. The Actor-Observer
Effect class represents this notion.
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4.2.4 NorRMATIVE KNOWLEDGE

Normative Knowledge category was borrowed
from the Functional Ontology of Law and extended to
deal with social norms instead of legal rules. Its main
function is to prescribe the agent behavior, through the
description of the social norms. Theideaisto compare
the agent actual behavior with theideal one, prescribed
by the norms, and then conclude whether the behavior
is adequate or inadequate. That category contains 7
classes, where Social Norm and Normative Status are
the main ones.

Social Nor m represents normsthat arevalidina
society and corresponds to an extension of legal norm
concept from Functional Ontology of Law. Social norms
can be specified as Positive Nor m, when describing an
adequate behavior, or as Negative Norm, when
describing an inadequate behavior. For example,
“Allowed to smoke in open places’ is an instance of
positive norm, while “Forbidden to smoke in closed
places’ is an instance of negative norms while.

Normative Status represents a normative
classification of the actual behavior of an agent, after
being compared to the social norms. This concept has
three subclasses: Adequate Status, | nadequate Status
and Neutral Status. Adequate Statusis associated to a
positive norm and classifies an actual behavior as
adequate, while Inadequate Status is linked to a
negative norm and classifies the agent behavior as
inadequate. Finally, the Neutral Status classifies actual
behaviors that are not described through social norms.

4.25 WorLD KNOWLEDGE

World Knowledge category was borrowed from
the Functional Ontology of Law and adapted to
represent the world knowledge that are relevant to
Reputative Knowledge. Its main function isto provide
a model of social world which is used by the other
categories in order to encapsulate common sense
notions.

That category involves the following classes,
Reputation Concept, Reputation Relation, and Case,
that correspond respectively to the concepts Legal
Concept, Legal Relation and Case of the Functional
Ontology of Law. Reputation Concept represents the
class of things in the world, while Reputation Relation
depicts the relations that exist between reputation
concepts. Case represents a reputative entity behavior
inagiven circumstance. Cases can be compared to social
normsin order to define the normative status associated
to them.

87

4.3 FuncTioNAL ONToLoGY oF REPUTATION OVERALL VIEW

A big picture of the relation among the
Reputation knowledge categories of the Functional
Ontology of Reputation is shown in figure 6, inspired
by Valente[29].

The agent society as well as agents' behavior is
represented by theinferior rectangle, while the superior
rectangle represents the reputative system within an
agent’s mind.

A cycle startswith the interpretation of the agent
social behavior by the World Knowledge category. This
category describes the agent behavior in terms of social
norms as well as identifies the agent associated to the
behavior.

After this first step, Normative Knowledge
category receivesthisbehavior description and matches
it with an positive social norm or a negative one,
generating the correspondent normative status,
Adequate or Inadequate, respectively.

Responsibility Knowledge category then defines
whether the agent must be held responsible for its
behavior (responsibility assignment) or not

(responsibility restriction).
Normative Status ° 0
(adequate / inadequate) ~_
_

ehavior
dESC”PUM _’l Normative Knowledge |_>

Ality

Assignment /
Restriction

Reputative
Knowledge

Agent
assoclated to
the behavior

Responsability
Knowlegde

Reputation
World Knowledge

Reputative System in Agent Mind

B

Lataned

Agent Social Behavior

Society

Figure 6: Categories of a Functional Ontology of Reputation

Finally, using the normative status and the
responsibility information Reputative Knowledge
category is able to define the agent reputation, as a
reward (good reputation) or a penalty (bad reputation).

Figure 7 shows a class diagram that depicts the
first five layers of the Functional Ontology of Reputation.
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Figure 7: First five layers of Functional Ontology of Reputation

Figure 7 is an almost complete picture of the
ontology, since just two classes have their subclasses
hidden: Primary Reputation and Secondary Reputation.
See figure 5 for more details about these classes.

Once defined the classes and relations of the
Functional Ontology of Reputation, we describe in the
next two sections how such an ontology could be used to
enabl e heterogeneous agents (that use different reputation
models) tointeroperate and change their impressions about
the other agents in the system.
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5. PossiBLE APPROACHES FOR THE | NTEROPERATION

oF REPUTATION M ODELS
According to Uschold and Gruninger [28] thespace
of use for ontologies can be divided in three categories:

e communication between people, organization and
software systems, enabling shared understanding;

* inter-operability in environment such as multi-
agent system, where there are distinct languages
and knowledge representation, allowing the
exchange of information asakind of inter lingua;
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* systems engineering, providing support to the
design and development of the software systems.

Visser et al [30] suggest that interoperation among
different system involves three levels of information
source integration: syntactic integration, structural
integration and semantic integration.

Syntacticintegration can beachieved using standards
like HTML and XML, while structural integration, that
involvesre-formatting datastructuresto anew homogeneous
one, can be solved by amiddiewarelike CORBA.

Semantic integration is more complex than the
formers, given the heterogeneity of concepts meaning. It
can be achieved applying ontologies to construct a
semantic mapping involving shared vocabulary and
explicit conceptualizations.

Visser et a [30] propose that ontologies can be
used to support semantic integration of heterogeneous
sources of information. According to these authors, this
integration may beimplemented in three different ways:

* A centralized approach, where each source of
information is related to one common domain
ontology. This approach has a low scalability,
given that the global ontology containsall domain
terms, and each information sourceisrelated to it;

A decentralized approach, where every source of
informationisrelated to itsown ontology. In such
approach it is assumed that a pre-defined
ontology existsfor each source. The pros consist
in the ease way that new sources can be added or
removed. The cons are related to the comparison
of heterogeneous ontologies that use their own
vocabulary, rising lots of synonyms, homonyms
and loss of information. This approach requires
the use of ontology alignment tools like
OBSERVER[20] and PROMPT [22];

An Hybrid approach, where every source of
information has its own ontology and the vocabulary of these
ontologies are related to a common ontology. That ontology
organizes the common global vocabulary in order to support
the source ontologies comparison. This approach offers
flexibility, given that new sources can beeasily integrated and
comparableto the others. In contrast with to the decentralized
approach, the source ontologies remain comparable.

Figures 8, 9 and 10 show examples of how these
approaches can be applied in the context of MAS, where
agents use the three different reputation models presented
in section 2: (A) the cognitive reputation model proposed
by Conte and Paolucci [10], (B) thetypology of reputation
proposed by Mui et al. [21], (C) the reputation model
proposed in the ReGret system [27].
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Agent Model B

Direct Reputation

Agent Model A

Agent Model C

Direct Trust

Common
Reputation Ontologyi

Figure 8: Centralized approach applied in MAS
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C Reputation
Ontology
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Figure 9: Decentralized approach applied in MAS
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Direct Reputation
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Ontolog

~

S

Common
eputation Ontology

Agent Model C -
— §

C Reputat
Ontalon

Direct Trust

Figure 10: Hybrid approach applied in MAS

Applying these three approaches for semantic
integrationin order to solveour problem, i.e., theinteroperation
of different reputation models, we have the following issues:

(i) the adoption of the centralized approach is not an
adequate choice, sinceit would limit the current diversity of
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different agentsreputation modelsand themainideaisnot to
creste asinglereputation model. Moreover, whenever anew
agent enters the society, the globa ontology would have to
be expanded and the other agents would have to take these
new concepts into account, leading to scalability issues;

(ii) onthe other hand, apure decentralized approach
would lead to a different problem. Since a global more
abstract ontology is not created, one should provide for
each of n different reputation models (n-1) alignment
processes in order to enable interoperation. Moreover, as
these different models may use concepts that are not
considered in other models, the quantity of loss of
information due to alignment procedure would be possibly
very high, compromising the very goal of interoperation.

(iii) the hybrid approach offers agood tradeoff asa
solution to the semantic integration of reputation models.
Inonehand, it doesnot limit reputation modelsdiversity in
an heterogeneous MA S environment, given that each model
can operates with it own ontology. In the other hand, it
does not involves complex ontology alignment procedure
because the vocabulary of these different ontologies are
related to a common global reputation ontology.

Giventhat, ontologies can beapplied in multi-agent
systems based on distinct architectures, where different
agent must communicate in order to achieve their goals.
The Functional Ontology of Reputation presented in
section 4 can be used for such purpose, as we can seein
the example described in the next section. In thisexample
we have applied the hybrid approach for the semantic
integration of reputation models, where the Functiona
Ontology of Reputation playstherole of acommon global
ontol ogy.

Additionally, we suppose that every agent isableto
communicatewith the othersusing KQML [19] or FIPA [13]
standards, i.e., there is a common and shared standard for
agents communication. Moreover, we suppose that each
agent’s internal architecture can deal with reputation
knowledge. It is out of scope of this paper to detail more
deeply these architectural options. Our interest is to show
that the Functional Ontology of Reputation contains
sufficient knowledge to act as a common global ontology
sinceit represents concepts used in other reputation models,
as shown next.

6. EXxAMPLE OF INTEROPERATION OF REPUTATION

MoODELS
Aswehave seenin section 4 the Functiona Ontology
of Reputation has been implemented in OWL DL language
using Protégé [18] as ontology modeling environment. We
haveused RACER [17] asreasoner toinfer over the ontology
inorder to producetheexampleshowninthissection. RACER

can execute the subsumption test that determines whether a
class is a subclass of another class. Such functionality
generates an inferred ontology class hierarchy. In Protegé
the ‘manually defined’ classhierarchy iscalled the‘ asserted
hierarchy’, whilethe classhierarchy automatically computed
by the reasoner is called the ‘inferred hierarchy’, aswe can
see in figure 11. The task of computing the inferred class
hierarchy is aso known as classifying the ontology.

The idea is to use the Functional Ontology of
Reputation as a common ontology in order to support
semantic integration among software agents using different
reputation models. As example we have selected the main
concepts involved with reputation notion of the three
reputation models described in section 2 and aligned themin
termsof Functional Ontology of Reputation concepts. These
models are the Cognitive Reputation Model proposed by
Conte and Paolucci [10], the Typology of Reputation
proposed by Mui et al. [21] and the reputation model defined
inthe ReGret system proposed by Sabater [27].

The following three steps enable the semantic
mapping of reputation conceptsin terms of the Functional
Ontology of Reputation:

1 Gathering information about the reputation model
to be integrated, in order to identify the main
concepts related to reputation.

Taking the ReGret system as working example, we
have identified the following reputation related
concept:

* Direct Trus,

» Witness Reputation,

» Neighbourhood Reputation,
e System Reputation,

e Credibility.

2.Defining these concepts in OWL DL in order to
form an ontology, and relating the vocabulary of
these ontologies to the common ontology, the
Functional Ontology of Reputation.

This step consists indeed in creating an ontology
for each model, since these reputation models are not
described in ontological terms. Thistask can be supported
by ontology alignment toolslike PROMPT [22] in order to
accelerate the process of relating the vocabulary. However
it should involve a human operator who makes the final
decision about whether to accept, edit or reject thealignment
produced by the tool [30].

Inthisexamplewe have not used such atool. Instead,
we have done manually the definition of reputation model
concept interms of the Functional Ontology of Reputation.
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It isworthy noting that the goal of this example isto show Regrat con- | Regret concept dascription using

that thisontology can be used asacommon global ontology S SR CHESLERY TOEHEERT

for reputation concepts and not to demonstrate how we Credibility | The instances of this class have
at least one association through

can apply alignment toolsin order to accelerate this task. property islnputOf to instances of

In our Working example, thiS Step produces the isInputOf ReputationEvaluationProcess

ReputationEvaluationProcess class: 3

description of Regret system concepts using the vocabulary of
the Functiona Ontology of Reputation. Table 1 showsthisresult. 1 Reasoning over the ontology in order to execute

Table 1: Regret concepts using common vocabulary

the subsumption test. The subsumption test determines
whether thereisaclassin theontology that subsumesanother

Regret Con-
cept

Regret concept description using
common ontology vocabulary

one, i.e, thereisaclassthat is asuperclass of the other. The
superclass represents the semantic mapping of the original

Direct Trust

The instances of Direct Trust class
have at least one association
(existential quantifier) through
property hasinformationSource to
instances of Direct Experience class
or Observation class: 3 haslnforma-
tionSource (DirectExperience

u Observation)

concept into the Functional Ontology of Reputation concept.

In our working example this step generates the
classification of Regret system conceptsintermsof theontology
classes Table 2 shows these classfications. See dso figure 11.

Table 2: Classification of ReGret Concepts

Witness Repu-
tation

The instances of Witness Reputation
class have at least one associa-
tion through property hasinforma-

tionSource to instances of Propagat-
edInformation class: 3 haslnformation-
Source Propagated Information

Neighbourhood
Reputation

The instances of this class have
at least one association through
property hasinformationSource to
instances of Prejudice class: 3
hasInformationSource Prejudice

Regret Concept Concept classification
Direct Trust Primary Reputation
Witness Reputation Propagated Reputation
Neighbourhood Repu- Stereotyped Reputation
tation

System Reputation Collective Reputation
Credibility Evaluation Factor

System Repu-
tation

The instances of this class have
at least one association through
property hasinformationSource to
instances of Group Characteristic
class: = hasInformationSource Group-
Characteristic

Figure 11 shows part of the asserted hierarchy as
well as the inferred hierarchy generated in Protégé after
the reasoning step.

( LCIJ) OWVLClasses “E]] Praperties r [l Forms r I Individuals r@ Metadata r e OWLyiz |

Subclass Relationship <] [ [ 4|Subclass Relationship 4 B @: |
Asserted Hierarchy W s o|Inferred Hierarchy :
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@Agent\mageEyCUme :
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(1 ThirdParty
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@ (2 MuiTipology
@ DirectReputatioByhiui
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o @ IndividualReputationByhui

@ InteractionDerivedReputationBxt
@ ObservedReputationByhui
\C) PriorDerivedReputationByMui
(C) Propagated Reputation Bybui

@ (C) RegretSystem
@AgentByREgret
(23 Cradibility
\C) DirectTrustByRegret

C) MeighbourhoodReputationByRe
@ SystermReputationByRegret
@W\tnesBHEputatiDnByRegret
P @RepulationKnow\edge
- (C) Mormativeknowledge

[4]

4]

[ D]

@ [C) Reputatinnknawledge -l
@ @ Marmativelknowledge :
@ (C) Reputativeknowledge
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Figure 11: Protégé scream showing both asserted hierarchy and inferred hierarchy for classes involved in the semantic integration of
reputation models.

91



Sara Casare and Jaime Simao Sichman

Using a Functional Ontology of Reputation to
Interoperate Different Agent Reputation Models

Table 3 highlights part of the semantic mapping
results for the three reputation models. As we can see the
classes related to reputation type in the Functional
Ontology of Reputation act as a mapping between the
threemodel concepts. For example, Direct Trust in ReGret
system correspondsto Imageinthe Cognitive Reputation
Model and to Direct Reputation in the Reputation

Typology.

Functional | Cognitive Reputa- ReGret System
Ontology Model tion Concept
Concept Concept Typology

Concept
Primary Image Direct Direct Trust
Reputation Reputa-
tion
Secondary Indirect | Reputation
reputation Reputa-
tion
Propagated | Reputa- Propa- Witness Repu-
Reputation | tion gated tation
Reputa-
tion
Collective Group System Repu-
Reputation Derived tation
Reputa-
tion

Stereo- Prior Neighbourhood

typed Derived Reputation

Reputation Reputa-

tion

Table 3: Summary of semantic mapping results

7. DiscussioN AND FURTHER WORK

In this paper we have presented some concepts used
to identify reputation dimensions: reputation nature, roles
involved in reputation formation and propagation,
information sourcesfor reputation, eval uation of reputation
and reputation maintenance. Those concepts congtitute a
set of ontological terms that we have used to develop a
Functional Ontology of Reputation. That ontology contains
four main categories, distinguished by their function:
Reputative Knowledge, Responsibility Knowledge,
Normative Knowledge and World Knowledge. Besides, it
includes the Common Knowledge category. These
categories have been borrowed from or inspired by the
Functional Ontology of Law proposed by Vaente[29, 4].

The goa of this ontology is twofold. Firgt, to put
together, in aclear and coherent way, the broad knowledge
about reputation disseminated in the literature. Second, to
represent that knowledgein astructured form. That ontology
has been implemented in a description logic language, the
OWL- DL [11]. One of the key features of an ontology
described in OWL DL isthat we can reason over it, using a
reasoner such as RACER [17] to process the ontol ogy.
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We claim that reputation knowledge structured as
an ontology could be used to enable the semantic
integration of agents using different reputation models.
Wehaveillustrated thisideausing the Functional Ontology
of Reputation as acommon global ontology that supports
the semantic integration among three reputation models,
namely, the Cognitive Reputation Model [10], the Typology
of Reputation [21] and the ReGret system [27].

Asfurther work, weintend to extend the Functional
Ontology of Reputation to be able to represent other
notions closely related to reputation, liketrust [9]. It could
be a possible step toward the development of the trust
layer in the context of the Semantic Web, as defined by
Berners-Lee et al [1]. Additionally, the reasoning
mechanism carried on by RACER [17] should beintegrated
inthe semantic interoperation level inamiddleware server
and ontology alignment like PROMPT [22] and
OBSERVER [20] should beincorporated inthesolutionin
order to support the semantic integration level. Finaly,
we are evaluating the use of this ontology in the
development of the Agent Reputation and Trust (ART)
Testbed [14], an environment that aim to establish a
testbed for agent trust and reputation-rel ated technol ogies.
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