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WARNING*
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The increasing worldwide popularization of telemedicine activities has demanded a new approach to the
professional practice by physicians and other health professionals. As far as teleradiology is concerned, a
remarkable trend has been observed toward the transformation of clinical documents — like radiological studies
results, that so far existed as printed films and paper-based reports — into electronic documents available in
internal networks of medical clinics and hospitals or through the internet. As a result of this trend, it is nec-
essary to divulge and explain concepts such as digital certification, internet data encryption, sites’ reliability,
reliability of electronic documents, and digital signature. Even though the baseline principles of these con-
cepts may seem complex for health professionals, they can be effectively understood with no need to wan-
der through labyrinths like the mathematics of asymmetric keys cryptography, or digital data communica-
tion protocols. Security and reliability aspects related to internet-based electronic clinical documents are
described in the present study, in a straight and practical way, aiming at an informed, safe and soundly
grounded interaction between medical users and telemedicine services.
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Certificacdo digital de exames em telerradiologia: um alerta necessario.

A crescente popularizacdo das atividades de telemedicina em todo o mundo tem exigido de médicos e de-
mais profissionais da saiide novas abordagens em sua pratica profissional. No que se refere a telerradiologia,
observamos forte tendéncia a transformacdo de documentos clinicos — como resultados de exames, que
até hoje existiam na forma de filmes impressos e laudos em papel — em documentos eletronicos, disponibi-
lizados em redes internas de clinicas e hospitais, ou pela internet. Esta tendéncia torna necessaria a divulga-
céo e o esclarecimento de conceitos como a certificacdo digital, a criptografia de dados na internet, a con-
fiabilidade de sites, o documento eletrénico confiavel e a assinatura digital. Os principios basicos desses
conceitos, embora por vezes complexos para os profissionais da saiide, podem ser compreendidos de forma
efetiva sem que o leitor tenha de mergulhar de cabeca em labirintos como a matematica da criptografia de
chaves assimétricas ou os protocolos de comunicacéo digital de dados. Neste artigo abordaremos de forma
direta e com exemplos praticos os aspectos de seguranca e confiabilidade de documentos clinicos eletréni-
cos baseados na internet, com o objetivo de que os usuarios médicos possam interagir de forma informada,
segura e bem fundamentada com servicos de telerradiologia.

Unitermos: Telerradiologia; Seguranca em computacéao.

INTRODUCTION

An effective information exchange
among health professionals may savetime
and money, provide higher clinical effec-
tiveness, improve the continuity and qual-
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ity of assistance, aswell asfacilitatethe ac-
tivities of management in both public and
private health systems. New technologies
providean easier accessto information that
istransformed into the raw materials over
which the contemporary society develop-
ment isbased. Inthis context, telemedicine
has been utilized as a relevant tool.
Radiology isone of themedical special-
ties with highest potential to benefit from
telemedicine applications. Activities like
distance diagnosis and second medical
opinion (respectively telediagnosis and
teleconsulting), or even the availability of
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images and studiesreportsover theinternet
has become an increasingly frequent prac-
ticeinthis new redlity. Technological plat-
forms allowing these activities have been
progressively implemented in the routine
of radiological clinics as apart of their in-
formation technology infrastructure.

In Brazil, as well as in the rest of the
world, an increasing number of radiologi-
cal clinics and centers have implemented
picturearchiving and communications sys-
tems (PACS) or radiology information sys-
tems (RIS). Besides images storage and
transmission supported by PACS, RIS also
provides storage, manipulation and re-
trieval of clinical data associated with im-
ages. Theutilization of these systems offers
innumerable advantages for radiologists,
assisting physicians and patients. At the
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midterm, a costs reduction is expected,
considering the lesser utilization of films
and chemicals, and the lower number of
studies repetitions either because of tech-
nical aspects or for allowing an easier ac-
cess to previous studies of a determined
patient. Theintegration between these sys-
temsover theinternet also impliesthe pos-
sibility of an easier exchange of imagesand
tests results, allowing an immediate avail-
ability of the option for exchanging clini-
cal reporting services between medical
centers, and the creation of telediagnosis
centers. Notwithstanding, in the radiologi-
cal environment, there hasbeen few discus-
sion about acritical question related to this
new model: the necessary security for elec-
tronic transmission and access to digital
images and radiological reports.

We will discussthe relevance of digital
certification of electronic documents and
files, including digital images and clinical
studies reports over the internet, in a brief
approach of the most significant techno-
logical aspects associated with this matter.

DISCUSSION

Likewise the worldwide developments
inthefield of radiology inthe last few de-
cades, asoin Brazil aprogressivetransfor-
mation has been observed, still limited by
financial restrictions characteristic of the
economic reality in our country. Besides
thetraditional utilization of originally digi-
tal equipment by medical clinics and hos-
pitals, such as sonographs, tomographsand
magnetic resonance imaging apparatuses,
conventional radiology equipment has
been replaced by new models of radio-
graphic equipment which allow the direct
or indirect digital images acquisition re-
spectively known as DR and CR. In many
cases, radiological images and reports are
made available over the internet both for
requesting physiciansand patients®. From
the information security and confidential-
ity point of view, it is essentia that these
imaging studies and clinical reports meet
the technical and legal requirements to be
considered asreliableelectronic documents.

Inthelast few years, theincreasein the
traffic of sensitivedataover theinternet has
given room for an increase in the number
of electronic frauds, from 2004 to 2005, of
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something like 579%®. The techniques
utilized in some types of frauds aso may
be utilized to threaten the traffic of sensi-
tive data regarding patients and medical
activities over the internet. For the ease of
current and future tel eradiol ogy users, there
isaset of technologiesavailableto prevent
the falsification of images and studies re-
sults, offering security and guaranteeing
the legal validity of electronic medical
documents. Figure 1 demonstrates the di-
vision of these security tools into three
groups with different actions and charac-
teristics as follows: safe access, electronic
signature, and timestamping, constituting
what could be called “security tripod of
teleradiology” (STT).

What isareliable electronic document?

Likewise traditional documents that, to
be considered as valid, must be complete
and with no erasure, be duly dated and
signed, so should be electronic documents.
Each of the groups of technologies shown
on Figure 1 operates with a set of charac-
teristics or attributes required for the pro-
duction of an electronically reliable docu-
ment, with legal value according to the
Brazilian regulations. In the digital world,
besides confidentiality and secrecy pro-
vided by a safe access to the internet by
means of data encryption, there are some
aspects that must be guaranteed to assure
that a determined electronic document is

reliable, timely generated by a safe source,
and that has not been changed. These se-
curity requirements, legally accepted asun-
questionable, are described as follows:

— Authenticity: From the Portuguese
languagedictionary (Aurélio), “authentic—
something known to be genuine”. Inacon-
ventional document, the authentication is
provided by arecognized signature. Onthe
other hand, an electronic document is con-
sidered as authentic, provided it has been
digitally signed, by means of avalid digi-
tal certificate.

— Integrity: “Integral, intact, com-
plete’. This is the evidence that a deter-
mined document has by no means been
changed. A conventional document cannot
present any amendment or adulteration.

— Irrefutability (or nonrepudiation):
“something that cannot be denied or shown
to beincorrect; evident, irrefutable, incon-
testable”.

— Tempestivity (or non-retroactive-
ness): Possibility of proving that an elec-
tronic event has occurred at a specific mo-
ment in time.

Thediscussion about currently available
tools guaranteeing the security of internet-
based el ectronic documents exchange will
beinitiated by the question of secret medi-
cal data transmission using cryptography,
allowing astraightforward devel opment of
the concept of digital certification whichis
essential in the application of the STT.

--> Assinatura
eletronica com
chave certificada

--> Criptografia com
chave certificada

Estrutura da Seguranca
na Internet

Documento
Eletrénico 4

—> Protocolacao
digital certificada

Figure 1. Security technologies for the provision and exchange of electronic documents over the internet,
based on the tripod: safe access, digital timestamping and electronic signature.
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Digital certification in teleradiology: a necessary warning

What is cryptography?

From the Greek krypt6s “hidden” and
the verb graphein “write” — cryptography
isthe practice and study of rewriting atext
hiding information. Also, in information
technology, cryptography is related to the
utilization of techniques allowing writing
in ciphers and codes making the message
incomprehensible. When words in a mes-
sage are transposed or replaced according
to a predetermined code, this process is
caled encoding. When a mathematical
method is utilized to change the message,
this process is known as ciphering. The
ciphering processis based on amathemati-
cal rule for replacement of letters by num-
bers in away that in a message ciphered
with different numbers, different results
will be obtained. Thisnumber iscalled key,
and the higher the number, the higher isthe
ciphering security. Thisprocessisaimed at
ensuring that only the addressee can read
an electronic message, by means of anin-
verse process, the deciphering. When both
ciphering and deciphering are performed
with asole password or key, the processis
called symmetrical cryptography (Figure
2). The disadvantage of this processisthat
it is necessary to stipulate a key to be uti-
lized in agreement with the person who wil
send us a ciphered message, and, in this
process, this key may be intercepted. The
asymmetrical cryptography, or public key
cryptography, is based on a different con-
cept, withamathematically rel ated key pair
caled private key and public key. These
keysare constituted of very large numbers.
Documents or messages encrypted with
onekey may only bedecrypted by using the
other half of the key pair. The private key

isheld and known only by the sender of the
electronic document. On the other hand,
the public key, as the term already indi-
cates, is widely known and normally is
available in the internet.

How does one make information
available on internet while
guar anteeing its confidentiality?

Asymmetrical cryptography alows a
safe and flexible exchange of confidentia
data on the internet. A cryptographic pro-
tocol called SSL/TL S (secure socket layer/
transport layer security) provides a secure
access, guaranteeing the confidentiaity and
secret in the transference of data, whether
regarding a banking transaction or a pa-
tient. When a confidential webpage is ac-
cessed, this type of secure encapsulating
process is established between the com-
puter and the server of the bank or teleme-
dicine service. For this purpose, the com-
puter browser utilizes aspecific public/pri-
vate key pair different from those utilized
by other browsersin other computers. Once
the internet connection is established, the
computer and the remote server will ex-
change their public keys, allowing a per-
sonalized encryption of the messages or
data that they send to each other. As an
additional security measure to ensure the
public key sender identity, avoiding inter-
ception by hackers pretending to be a
telemedicine provider, the server must send
not only its public key, but an identifiable
digital certificate.

What isadigital certificate?

A digital certificateis an electronicfile
containing personal information about its

ownership. Also it isthe proof of acrypto-
graphic key ownership. In this certificate,
a trusted third party called certification
authority testifies the authenticity of the
attached public or private key, confirming
theidentity of the certificateissuer. Besides
thepublic key, adigita certificateincludes
datafrom the subject such asname, e-mail,
CPF, and the name of the digital certificate
issuer, as well as the public key hash digi-
tally signed by the certification authority.
In practice, it works like a virtual identity
card authenticated by atrusted entity guar-
anteeing asafe counterpart identificationin
atransaction over acomputer network (Fig-
ure 3). Several companies and government
agencies issue digital certificates in the
Brazilian market. ICP Brasil® is the sole
certification authority for this country,
linked to Instituto Nacional de Tecnologia
da Informagao, attached to the Presidency
of the Republic. The Brazilian PKI (pub-
lickey infrastructure) or ICP Brasil iscom-
prised of achain of certification authorities
including aroot certification authority, cer-
tification authorities and register authori-
ties, and also a policy management author-
ity (management committee). Thiscommit-
tee comprised of government and civil so-
ciety representatives, is responsible for
defining a set of regulations and standards
for digital certification based on interna-
tional public standards.

How can one know if a siteisreliable?

A safe website offers encrypted access
by means of a digital certificate authenti-
cated by atrusted certification authority.
Thefollowing sequence of examples dem-
onstrates how to differentiate between re-
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Figure 2. Symmetric-key cryptography: the ciphertext of a clinical report is transmitted over the internet. A same digital “key” is utilized both by the sender and
the recipient for encryption and decryption of the document content.

Radiol Bras 2007;40(6):415-421

417



liable and invalid digital certificates: Fig-
ures4, 5 and 6 show examples based on the
Portuguese version of a free internet
browser, Mozilla Firefox®, running in
Microsoft Windows®, Linux®, and many
other operational systems. Other quite
popular browsers such as Microsoft
Internet Explorer® or Netscape®, aso
present very similar digital certificates.

A safeconnectionisawaysrepresented
by a padlock icon on the bottom of the
browser page (Figure 4). All of the brows-
ers allow accessing information of this
connection. By clicking on the padliock
icon, onemay accessthe connection certifi-
cate. Another option is through the menu
“Tools> Internet options” at the top of the
browser window. Independently from the
option utilized, awindow showing the data
of the encrypted connection will be opened,
specifying, among other information, if the
browser could check the digital certificate
authenticity, confirming the reliability of
the site. Details about both this certificate
and theissuer certification authority can be
accessed by clicking on the appropriate
menu. On Figure 5, MozillaFi refox® win-
dows showing information about the cer-
tificate (a) and about the certificate authen-
tication chain up to the root certification
authority (b). This authentication chain is
the key issue concerning the digital certifi-
cate validity. All the entities involved are
certificated by their immediately superior

Nobre LF et al.

authority constituting a trust network. The
digital certificate will not be valid if any
entity inthischainisnot reliable. Asfar as
telemedicine projects are concerned, the
Conselho Federal de Medicina — CFM
(Federal Council of Medicine) determi-
nates that ICP Brasil is in the root of the
confidence chain, and accounts for medi-
cal websites security.

For evaluating the reliability of a certi-
fication authority, the browser refersto an
internal, regularly updated list. Thislist is
shown on Figure 6(a), and may be accessed
through the browser’s “Internet options”
menu. If abrowser cannot find areference
for any certification authority in a confi-
dence chain, a window is opened [Figure
6(b)] asking a manual acceptance, or not,
of the encrypted connection, and asking
whether theissuer certification authority is
reliable or not. If this certificate is perma-
nently accepted, the issuer certification
authority will be included in the list of re-
liable certification authorities, and the
browser will automatically accept the digi-
tal certificate next time this site is visited.
Sometimes, thelist of certification authori-
ties may be out-of-date, and this manual
acceptance may berequired. Notwithstand-
ing, care should be taken in these cases.

What is electronic signature?

The electronic signature utilizes the
same cryptography mechanismwith adigi-

tally certificated key. When a document is
electronically signed, a summary of this
document is generated by a predefined
method called unidirectional hash. This
document also will be immediately en-
crypted with a duly certified private key.
Thishash functionis called unidirectional,
considering the impossibility of reversion
of this processto retrievethe original mes-
sage, that is, a hash code can be generated
from this message, but this message can-
not be retrieved with the hash code.

A digitally signed document may be de-
crypted with apublic key. Also one can see
that this document has been signed with a
reliable key certified by a certification au-
thority that, in this case plays therole of a
“digital notary” in the process of signature
authentication. This represents an addi-
tional advantage: the technique allows not
only checking the document authenticity,
but also establishing a“logical immutabil-
ity” of these data, since any alteration
would invalidate the digital signature.

However, itisnecessary to differentiate
the electronic or digital signature from the
digitized signature. A digitized signatureis
a handwritten signature reproduced by a
scanner, generating an image file that can
be easily attached to a document. It does
not guarantee the electronic document au-
thorship and integrity, considering thelack
of an unequivocal association between the
subscriber and the digitized text, since it

.
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Figure 5. Lay-out of a digital certificate of Palacio do Planalto (Brazilian government headquarters), showing (a) data and purposes of the certificate, and, on

top, (b) the certification chain.
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Figure 6. (a) List of trusted certification authorities know in the browser and (b) window for inclusion or rejection of a digjtal certificate issued by an unknown
certification authority that could not be checked.

can be easily copied and inserted into an-
other document.

As previously discussed, non-certified
and digitally-signed electronic documents
present a potentia risk for alteration and
easy falsification. However, it isimportant
to note that a digital signature does not
make the electronic document secret, be-
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cause it is not ciphered. The confidential-
ity of an electronic document only can be
safeguarded by the encryption of the mes-
sagewiththereceiver’spublic key, because
only thereceiver’s private key can decrypt
its contents. The signature on a digital
document is made with a personal code
included in the private key. With this code,

a document can be ciphered to be deci-
phered only with the respective public key,
so identifying its subscriber. When the
owner of adigital key producesadocument
digitally signing it, this document is en-
crypted and sent with his’her public key,
and only can accessed by means of this
public key. Security and reliability can be
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added to any electronic document (con-
tracts, clinical reports, power of attorneys,
projects, etc.) by this process. Signing an
electronic document with adigital identity
corresponds to attribute authenticity and
logical integrity to this document. How-
ever, it is important to note that, with the
techniques already described does not
cover the timelines of adocument. Thisis
the next topic to be discussed.

The private key for digital signature
may be stored in its owner’s computer or
in handheld hardware such as smart cards
or tokens. The accessto the information is
made by means of a personal password
defined by the owner determining asecond
level of security. The smart card issimilar
to amagnetic card, requiring areading de-
vicefor datatransfer. Onthe other hand, the
tokenissimilar to asmall key and requires
a USB input device, usually available on
computers CPU (Figure 7). Unfortunately,
even with the utilization of adigital signa
ture system, theft or loss of the device
where the private key is stored still may
occur, affecting the data security aswell as
the theft of a physical key may affect the
security of a home or business.

Besides these ciphering, or cryptogra-
phy, digital certification and signaturetech-
nologies, timing information on electronic
documents must be required for several
reasons, for example, to prove that adocu-
ment was signed beforeadigital certificate
revocation, compromising of aprivate key,
or even before a correlated procedure. An
example applicable to teleradiology is the
relevance of guaranteeing that adetermined
clinical report was issued before asurgery
whose planning was based on information
included in this report.

A way to safely guarantee tempestivity
of an electronic document is utilizing a
time stamping authority (TSA). ATSAisa
server involved in the process of securely
keeping track of the creation and modifi-
cation time in electronic transactions, pro-
viding means to check the integrity of an
electronic document, from the moment it
was timestamped. TSA includes a compu-
tational platform, adigital identity (a pub-
lic/private key pair, for example), a hard-
ware safe module (HSM) — inviolable
memory wherethesekeysare stored— and
a software for the necessary interaction.
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The TSA synchronizes local clocks with
the national time standards (Observatrio
Nacional) by means of a network time pro-
tocol (NTP). Based onthisinformation, the
electronic document is signed with the pri-
vatekey of the TSA. Thissigned hash with
thetime stamp is sent back to the requester
asareceipt. However, acopy of thisreceipt
is stored in the TSA data bank guarantee-
ing:

— Privacy: access to a summary of the
document, not to the original document.

— Integrity: the TSA digital signature
and dataintegrity can be checkedinthere-
ceipt.

— Non-repudiation: the receipt proves
the existence of the document and respec-
tive timestamp. Not even the owner isable
to repudiate its existence, nor the time
stamping authority can deny the time
stamping act.

— Reliability: sealed time stamping
equipment, in compliancewith physical se-
curity standards and auditable logic.

— Easy communication and storage:
Only the document summary is utilized.

Which are the consequences of these
technologies for teleradiology?

In practice, specifically approaching
teleradiology, these several tools become
essential for guaranteeing the security and
reliability of clinical reports electronically
available on the internet. Images, whether
separately or in conjunction, aswell asthe
respective clinical report, may be digitally
signed and timestamped, so assuring the
origin of these documents in a certain pe-
riod of time, besidestheir integrity between
the moments of their sending and receipt.
The digital timestamping by means of a

Figure 7. Token, or handheld memory device (USB)
utilized for cryptographic key storage.

TSA isthe sole way to guarantee this type
of security for electronic documents .
However, asfar as specifically teleradi-
ology isconcerned, only aCFM resolution
(n° 1643/2002), defines the requirements
for safe storage, access and transmission of
medical data®. In a careful review of this
resolution, one can found that the article 2
requires a safe cryptography channel be-
tween the internet provider and the user’s
browser for medical data transfer in
telemedicine. This safe transference must
be performed through this cryptographic
channel, utilizing the SSL (secure sockets
layer) protocol and a cryptographic key
provided and authenticated by the state
certification authority. In truth, thereis no
requirement regarding any type of elec-
tronic documents certification, timestamp-
ing, or even digital signature. However, it
is important to note that the same resolu-
tion, at its article 4, establishes that “the
assistance to patients is a professiona re-
sponsibility of their assisting physicians.
The other professionals involved are
solidarily and proportionaly liable for any
eventual damage to the patients’. A ques-
tion still remains as to whether the assist-
ing physicianinvolved in non-timestamped
tel ediagnosisand second-opinion activities
will be confident in taking over integra
responsibility for aclinical report provided
at distance by a radiologist, knowing that
thereisno guaranteethat thisreport has not
been digitally corrupted. In the State of S&o
Paulo, the Cremesp resolution n° 97/2001
also deals with telemedicine-related sub-
jects and, in some sections, more specifi-
cally with teleradiology activities®. The
item 5 regarding transmission of diagnos-
tictestsresultsover theinternet establishes:
“...anincreasingly frequent procedureisthe
transmission of diagnosticimagesand tests
results (radiographs, blood tests, urine
tests, etc.) over the internet. Aiming at
avoiding unintended datadisclosure or pri-
vacy invasion, those who are involved in
data transmission must adopt additional
technical precautionary measures such as
utilization of cryptography and special
servers invulnerable to unauthorized ac-
cess’. Also this resolution is limited to a
restricted and confidential access to diag-
nostic results by means of passwords and
encrypted transmission by email, leaving
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an “open door” for digital fraud involving
non-timestamped documents.

CONCLUSION

Telediagnosis and second-opinion ac-
tivities are becoming more and more fre-
quent practicesin teleradiology as aresult
of new technologies associated with the
scarcity of specialized professionals both
inremoteregionsof the country and world-
wide. Likewise, the electronic availability
of radiological studies results represents a
viable and interesting alternative for add-
ing value to the medical assistance for re-
questing physicians and patients, and for
costs reduction purposes. However, as a
function of the vulnerability observed in
thecirculation of information and dataover
the internet, a series of data security con-
cepts must be taken into consideration in
the implementation of telemedicine
projects, particularly regarding privacy,
probity and temporality of electronically
available information.

Radiol Bras 2007;40(6):415-421

A guarantee must be given to ensure
medical information integrity, the probity
of itssource, aswell asthetimelinessof its
generation, transmission, manipulation and
storage. Digital signature and certification,
as well as certification authorities are part
of this context. All medical image or pro-
cedure records involved in telemedicine
activities must be digitally signed and cer-
tified. With these procedures, the source
probity, content security and tempestivity
will be guaranteed for electronic storage,
transmission and availability of medical
images and reports over internal and exter-
nal computer networks. All and every ac-
cess to amedical document only should be
possible through the identification of its
source by means of the public/private keys
mechanism, so any attempt of violation
would be detected because of the disagree-
ment with the respective digital certificate.

It is essential that the mentioned con-
ceptsregarding electronic security are dis-
cussed by an increasing number of peer
radiologists who must be aware of the po-

tential difficulties resulting from an inap-
propriate utilization of non-certificated
systems of teleradiology.
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