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Nanopore has developed into an indispensable tool for single molecules experiments, where useful information about the 
characteristics of DNA/RNA can be obtained from the flowing of ionic current elicited by individual molecules as they traverse a 
single nanometer-scale aperture. However, due to the relatively high background current noise and low measurement bandwidth, it is 
difficult to distinguish the molecule-specific signals from the intrinsic noises of the nanopore recording systems, which impeded its 
application in DNA sequencing. In this paper, we present a novel consensus filter-based noise reduction approach, which considerably 
improves the accuracy of the noise-filtered current traces and the signal-to-noise ratios (SNRs). The new approach is compared to 
the conventional Bessel filters and validated by analyzing simulated representative translocation data as well as alpha-Hemolysin 
(α-HL) nanopore experimental data. It is demonstrated that the high frequency noise generated by the voltage noise of the amplifier 
and Analog-to-Digital converter circuits (ADC) can be significantly reduced and some hidden short-lived translocation events can be 
recovered with satisfying accuracy beyond the conventional limitations of the Bessel filters. 
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INTRODUCTION

In recent years, nanopore techniques has evolved into 
an extremely powerful and versatile method for studying 
electrophysiological properties of single molecules, which has been 
widely used for analyzing various biomolecules analytes, including 
oligonucleotides,1-5 small molecules,6,7 peptides,6,8,9 proteins,10,11 and 
protein-DNA complexes.12,13 In these nanopores, Proteinaceous α-HL 
nanopores have been used extensively for detecting and analyzing 
reaction mechanisms at single molecule level.14,15 More recently, the 
solid-state nanopores have attracted considerable attentions from 
researchers owing to their advantages on device integration and 
flexibility in nanopore size and solution conditions.16,17 In nanopore 
experiments, a voltage is applied on the membrane and the ionic 
current is affected by the single molecules when passing through a 
nanopore. As is known to all, one of the most fundamental problems 
for nanopore experiments is to identify the transient change from 
the flowing of the ionic current elicited by individual molecules as 
they traverse a single nanometer-scale aperture. Fast translocation 
event detection with low noise level might eventually allow for 
identification of different structures along nucleic acids, such as triple 
strand structures, individual hairpins, and single bound proteins, 
etc.18 However, there are a large variety of low-frequency noise and 
high-frequency noise when measuring ionic currents, which limit 
the sensitivity and reliability of nanopore detection. In practice, the 
ionic currents measurements have been constrained to bandwidths 
below 100 kHz due to the comparatively high background noise.19 
The level of ionic current noise has a significant influence on the 
temporal resolution for single molecule translocation experiment. 
It often becomes extremely difficult to distinguish specific current 
signals from the high background noise in a nanopore system, 
which limits their application as single molecule detectors. Study 
of the dominant ionic current noise sources is therefore essential for 
identification of translocation events and evaluating the performance 
of the experimental approach. Previous studies showed that there 

are different dominant noises in different frequency region. The 
low frequency noise is dominated by flicker noise arising from 
fluctuations in the ionic conductance of the nanopores, which is 
found to obey Hodge’s phenomenological relation.20 By curing 
polydimethylsiloxane on the nanopore support chip, the dielectric 
noise in solid-state nanopores can be reduced dramatically.21 In 
the moderate frequency regime, the dominant noise comes from 
thermal noise and white noise in the nanopore, measurement circuit 
electronics, and non-ideal dielectric materials. The high frequency 
noise is associated with the electrical noise from the voltage amplifier 
and Analog-to-Digital conversion circuits.19 In a nanopore experiment, 
translocation events converge in the low frequency regime, while 
electrical noises appear in the high frequency regime. The electrical 
noise is generally observed to be substantially greater than the signal 
fidelity, which highly affects the single molecule detection. In this 
case, electronic filters have to be employed to suppress these high 
frequency noises. Owing to the outstanding advantages on whole-band 
frequency hysteresis, the Bessel filters are utilized in time domain 
analysis.22 However, electronic filters distort the ionic current signals 
by dilating short pulse signals and reducing pulse height, and limit 
the bandwidth of the sampled ionic current, which will have a great 
influence on analyzing the characteristic of single molecules. In 
practice, the intrinsic electrical noises are incorporated in the current 
traces even though we utilize electronic filters to suppress high 
frequency noises. To improve the signal-to-noise ratio of the single 
molecule ionic current, the noises reduction approaches have attracted 
considerable attention from researchers. Jacob et al.19 proposed an 
integrated nanopore sensing platform to achieve high SNR and low 
noises. The existing methods including hidden Markov modeling,23-25 
support vector machine were also developed to detect and extract 
translocation events in nanopore experiments.26,27

As the measurement instruments have approached physical limits 
with respect to noises suppression and sampling time resolution, 
the improvement of signal-to-noise ratio will be a challenging task. 
On reducing high frequency noise, only a few noise studies were 
investigated so far. The poor SNR and comparatively high background 
noise in nanopore experiments compelled us to find novel generalized 
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ways to reduce high frequency noise and to extract more relevant 
information from measured current traces. 

In the last decades, cooperative control problems have become one 
of the most attractive control topics and have received considerable 
attention. Tremendous research effort has been devoted to the 
control and cooperation methodologies for distributed systems.28 
Cooperative control systems utilize appropriate protocols and 
algorithms for exchanging information between multiple dynamic 
agents that actuate to accomplish consensus or a common objective 
in the presence of dynamically changing interaction topology and 
unreliable information exchange. Therefore, consensus problems are 
one of the most fundamental collaborative information processing 
problems in cooperative control. In paper29 the authors proposed 
a distributed filter that makes the nodes of a sensor network reach 
consensus on shared information, referred to as consensus filter. The 
analysis of the convergence, noise propagation reduction, and ability 
to track fast signals are provided for consensus filters. The basic idea 
for consensus filter is to control each node of a network to converge 
within a ball with specified radius, and thus achieves the goal of 
improving the SNR. 

In this paper, we propose a novel consensus filter based on noise 
reduction approach for improving the sensitivity of α-HL nanopore 
sensors. Much of the existing research for nanopore experiments focus 
on single channel currents recording method, while we utilize multiple 
channel currents measurements to improve the signal-to-noise ratio 
of single molecules translocation through α-HL nanopores and to 
dig hidden meaningful information behind the ionic current traces. 
First, we give a brief analysis of dominant noise sources, showing a 
mathematical description of the measured ionic current. Secondly, 
we construct the consensus filter using the model of the measured 
ionic current. Subsequently, we compare the consensus filter to the 
conventional Bessel filters by analyzing simulated representative 
translocation data as well as α-HL nanopore experimental data. 
We demonstrated that the employment of the consensus filter can 
significantly reduce the high frequency noise generated by the voltage 
noise in the amplifier and Analog-to-Digital converter circuits. 
Surprisingly, we find that some hidden short-lived translocation events 
can be recovered with satisfying accuracy beyond the conventional 
limitations of the Bessel filters, which shed light on its application 
in DNA sequencing.

EXPERIMENTAL

Materials

α-HL (lyophilized powder, from Staphylococcus aureus), 
decane (anhydrous, ≥99%) and diethyl pyrocarbonate (DEPC, 
99%) were purchased from Sigma-Aldrich (St. Louis, MO, USA). 
1,2-Diphytanoyl-sn-glycero-3-phosphocholine (chloroform, ≥99%) 
was purchased from Avanti Polar Lipids Inc. (Alabaster, AL, USA). 
All of the oligonucleotides used in this study were synthesized by 
Invitrogen Life Technologies (Shanghai, China). Ultrapure water 
(reach a resistivity of 18.2 MΩ cm at 25 °C) was obtained by the 
Milli-Q System (EMD Millipore, Billerica, MA, U. S. A.). Buffer 
solution (1 mol L-1 KCl, 10 mmol L-1 Tris-HCl, 1 mmol L-1 EDTA, 
pH 8.0) was prepared before used. Unless otherwise noted, all other 
chemicals were of analytical grade.

Nanopore experiment and data recording

Detailed protocol for the nanopore experiments has been 
described in previous studies.30,31 The current flowing across the 
nanopore was amplified by Axopatch 200B (Axon Instruments, Forest 

City, CA, USA) under voltage clamp mode. The amplified currents 
were subsequently filtered by a 4-pole Bessel low-pass filter. Then the 
filtered signal was feed to all of the 16 channels of DigiData 1440A 
hardware (Axon Instruments, Forest City, CA, USA) and converted 
into digital signals. The signals of 16 channels were recorded by 
PClamp software (Axon Instruments, Forest City, CA, USA). A 
home-made consensus filter software was used to load the recorded 
data into Matlab for further analysis.

RESULTS AND DISCUSSION

The construction of the system

Figure 1a shows the schematic of the ionic currents measurements 
system. The measurement system is composed of the following 
parts: (1) α-HL nanopore. The α-HL nanopore acts as a biosensor. 
We can observe multiple distinct translocation events when a short 
DNA strand passes through the α-HL nanopore. (2) patch-clamp 
amplifier. A bias voltage is applied across the α-HL nanopore using 
two electrodes and connects the electrodes to patch-clamp amplifier 
to measure changes in ionic current with picoamp sensitivity. 
(3) ADC. The ADC can sample the ionic current at sampling rate of 
100 kHz and transmit the measured currents data to computer via 
USB connection port. (4) Consensus filter. We utilize 16 sampling 
channels to measure ionic current simultaneously, and then input the 
sampled data to the consensus filter. Actually, the consensus filter 
acts as a data fusion center and can be realized by using matlab code. 
(5) computer-aided data analysis system. The computer-aided data 
analysis system utilizes data processing techniques to analyze the 
ionic current traces, such as histogram, spectral power density, etc.

Analysis of measurement model

Figure 1b shows the analysis of dominant electrical noise during 
ionic current measurement when single molecule passes through 
α-HL nanopore. From Figure 1b, we can model the ionic current in 
time domain as follows:

	 I(t) = I0(t) + Ie(t) + vf(t) + vt(t) + ve(t)	 (1)

where I(t) is the measured current trace. I0(t) is the base current 
which is proportional to the voltage applied on the pore electrodes. 
The reason is that α-HL nanopore behaves like a resistor component. 
Ie(t)  is the translocation events with different piecewise constant 
values, it happens when single molecule passes through α-HL 
nanopore. vf(t) is the flicker noise with 1/f characteristics. vt(t) is the 
thermal noise and dielectric noise. ve(t) is the electrical noise generated 
by amplifier and AD converter circuits. 

Ideally, we can classify and analyze hundreds of translocation 
events by using time distribution of ionic current I0(t) + Ie(t). The 
base current I0(t) reflects the applied voltage due to the resistor 
like characteristic of the α-HL nanopores. The conductance of the 
nanopore depends not only on the conductance of the solution, but 
also on the dimensions of the nanopore.32 Changes of the ambient 
temperature or the concentration of solution, external radiations will 
be the major reasons for the slowly drifting of the base current I0(t). 
When single molecule passes through α-HL nanopore, the blockage 
of aperture will result in temporal changes of the ionic current, 
which corresponds to the item Ie(t), standing for the translocation 
events. Each translocation event is characterized by the dwell time, 
amplitude.33 The accurate identification of translocation events has a 
broad range of applications, including DNA and protein sequencing, 
force spectroscopy, etc. However, it is inevitable that the higher 
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background noise is introduced to the measured current by voltage 
noise in current measurement instruments, which has a great influence 
on analyzing the characteristics of single molecule, such as vf(t), vt(t) 
and ve(t) just mentioned above. Figure 2a shows measured current 
trace with translocation events. It is noticeable that the deviation range 
of the measured base current is from 95 pA to 125 pA approximately, 
which displays high background noise. Figure 2b shows histograms 
of current traces with translocation events. From Figure 2b we can 
clearly see that it displays a Gaussian distribution with its center at 113 
pA approximately. This is in good agreement with the time domain 
current deviation. To evaluate the composition of dominant noise 
in the frequency domain, we take the power spectral density (PSD) 
of the current traces with translocation events. The PSD has been 
computed using Welch’s averaged modified periodogram. Figure 2c 
depicts the noise PSD at +100 mV for α-HL nanopore. It is evident 
that the high frequency noise converges around 10 kHz while low 
frequency noise also named flicker noise with 1/f characteristic is 
below 10 kHz. The high frequency noise above 10 kHz is dominated 
by electrical noise, which is substantially greater than their organic 
counterparts.34 As a result, the measured ionic current with picoamp 
sensitivity exhibits a higher background noise. The poor SNR of the 
measured ionic current will limit their utility as biosensor for single 
molecule detection. 

Construction of consensus filter

In the previous section, the modeling of the ionic current has been 
investigated in detail. In this section, we present a novel consensus-
filter based method to achieve high SNR and high accuracy by using 
the ionic current model. 

Assume there are n sensors measuring a signal r(t) which is 
corrupted by zero-mean white Gaussian noises. First, we consider 
this set of sensors as a connected network with nodes n. Then we can 
construct the mathematical model of the senor network: pi(t) = r(t) 
+ vi(t), (i = 1, 2, …, n). Where the item pi(t) denotes the measured 
value of signal r(t) by one sensor. The following dynamic consensus 
algorithm:

	 (2)

can make xi(t) converge to a ball with radius e and noises can be 

reduced to . Where A = [aij] is a nonnegative adjacency 

matrix that specify the interconnection topology of the sensors 
network. xi(t) denotes the current state of node I in the network, and 
Ni = {i ∈ V : aij ≠ 0}, Ji = N ∪ {i}. V denotes the scale of the network. 

Figure 1. (a) Schematic of the experimental setup (b) The dominant source of noise

Figure 2. Representative current trace in an α-HL nanopore experiment 
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Different from the existing filters, the consensus filter can filter 
high frequency noise, which corresponding to the electrical noise, 
moreover, it can make the electrical noise reduced by 1/n without 
distorting the original signal. 

The most outstanding difference from the existing current 
measurement approaches is that we utilize multiple channel 
ionic current measurements to record ionic current traces. In this 
experiment, we utilize 16 analog input channels to measure ionic 
current traces simultaneously. Let I(t) = [Ii(t)], (i = 1, 2, …, 15) denote 
the measured current signals. Next, we construct a sensor network of 
15 nodes with topology G, and each node is considered as a channel 
for measuring ionic currents. Assume G is a graph with matrix A = 
[bij], (i = 1, 2, …, 16) that specifies the interconnection topology of 
the network. The interconnection topology of the 16 dynamic nodes 
is shown in Figure 3a. The interconnection of the 15 nodes in Figure 
3a is connected randomly on the initial of the network. Let q = [qi], 
(i = 1, 2, …, 16) denote the states of each node in graph G with size 
16. Then, the consensus filter can be described as follows: 

	 (3)

where Ni = {i : bij ≠ 0} is a set of neighbors of node i, Ji = N ∪ {i} 
is a set of inclusive neighbors of node i. From previously discussion 
above, we can describe the measured currents as: Ii(t) = I0(t) + Ie(t) 
+ vf(t) + ve(t) + vt(t)for each analog channel. Our objective is to filter 
the current signal Ii(t)

 

by using consensus filter that takes Ii(t), (i = 1, 
2, …, 16) as the input and Is(t) as the output with the property that 
asymptotically all nodes reach an e – consensus regarding the value 
of current Ii(t) in all time t. The term “e – consensus” means that all 
nodes converge within a ball with radius e. Figure 3b shows that 
the 16 nodes converge into a ball with radius e, and the calculation 
procedures can be found in paper.35

To demonstrate the noise reduction ability of consensus filter, 
we compare the filtered current traces with those by Bessel filter. 
Figure 4 shows two groups ionic current traces with two representative 
translocation events, the short-lived translocation event and the 
long-lasting translocation event respectively. From Figure 4a we can 
clearly see that there is a representative short-lived translocation event 
occurring at t=2.8 s (the black curve). To validate the effectiveness 
of consensus filter, we add the 0.5 dbW Gaussian white noise to 
the original current trace, as indicated in the grey curve. Obviously, 
what can be seen in the grey curve is, the short-lived translocation 
event is hidden as if it is due to noises. Even if we utilize a low-pass 
four-pole Bessel filter to filter the ionic current trace, the short-
lived translocation event is still buried in the background current 

noise, and its behavior is acting like noise (the orange curve). As a 
consequence, we cannot identify the buried short-lived translocation 
event effectively. The green curve denotes the filtered ionic current 
trace by consensus filter. From the green curve, it is noticeable that 
a short-lived translocation event can be identified at time t=2.8 s. 
Similarly, Figure 4b studies the filtered current trace for long-lasting 
translocation event. These results in Figure 4b demonstrate that the 
consensus filter can filter high frequency noise. As is shown in Figure 
4, the SNR and the accuracy of current traces can be significantly 
improved for translocation event detection.

Analysis of experimental results

In Figure 5, we will perform the analysis of consensus filter both 
in time domain and in frequency domain. At measurement bandwidth 
set at 100 kHz, the noise of the filtered ionic current by consensus filter 
(the red curve) was substantially lower than that of the unfiltered ionic 
current (the blue curve) in the condition of no translocation event, 
owing to the utilization of 16 channels measurements, as indicated 
in Figure 5a. As seen in Figure 5a, the noise level of ionic current 
decreases from 6.1 pARMS to 1.4 pARMS, and the SNR increases from 
19 to 27, before and after the ionic current is filtered by consensus 
filter. Similarly, Figure 5b investigates the ionic current before and 
after it is filtered by consensus filter in the presence of translocation 
events. From Figure 5b, we can clearly see that the noise level of 
ionic current decreases from 22 pARMS to 6 pARMS, and the SNR 
increases from 20 to 27. It is noticeable from Figure 5a and Figure 
5b that there is a considerable improvement on ionic current accuracy 
and SNR. Figure 5c and 5d shows the PSD of noise measurement 
corresponding to the data in Figure 5a and in Figure 5b respectively. 
Both PSDs have been computed using Welch’s averaged modified 
periodogram. The red curve and blue curve denote the PSD of noise 
measurement before and after it is filtered by consensus filter in the 
frequency domain. In the low frequency regime (<1 kHz), the red 
curve displays hardly any reduction of the noise compared with the 
blue one. However, in the high frequency regime (<10 kHz), we 
observe that the noise spectrum of the red curve drops off greatly 
by comparison with the blue one. We have mentioned above that the 
noise spectrum in the high frequency regime is dominated by the white 
noise in the nanopore and amplifier. At frequencies below 100 Hz, it 
is noticeable that both traces display 1/f type of noise, which has been 
investigated previously in nanopores.31 The main difference between 
the red line and the blue line is clearly at the high frequencies around 
10 kHz. In the high frequencies regime, the dominant noise is the 
influence of electrical noise, such as interaction of the amplifier’s 
voltage noise. From a comparison of the red line and blue line, it is 

Figure 3. (a) The initial state of each node in a network (b) The node in a network converge into a ball with radius ε eventually
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evident that the high frequency noise has been reduced dramatically 
by using consensus filter, which is in good agreement with Figure 5a. 
Therefore, we conclude that the electrical noise is filtered significantly 
by using consensus filter.

In nanopore experiments, finer temporal resolution allows us to 
detect short-lived events, which enable us to study comparably small 
molecules, such as proteins,10,11 short RNA or DNA fragments.36 As 
the current noise increases with the enhancement of the ionic current 
measurement bandwidth, we often utilize electronic filters to suppress 
high frequencies noise. However, the electronic filter distorts the 
ionic current signals by dilating short pulse.22 One of the outstanding 
features of the consensus filter is that it can filter the electrical noise 
without distorting the original signals. We usually utilize the deviation 
of a data point from the current baseline to identify a pulse. Duo to 
the presence of measurement noise some short-lived events are hidden 
as if they are due to noises and therefore can be missed or ignored in 
computer-aid analysis. During the investigation of consensus filter, 

we surprisingly found that the consensus filter has a marked effect on 
the recovery of the buried translocation events from ionic currents. 
Figure 6 shows the comparison of filtering results of events with 
different duration by Bessel filter (the grey curve) and consensus 
filter (the green curve) respectively. As indicated in the green curve 
after comparison to the grey curve, aside from the lower noise in 
time domain, the buried translocation events can be easily identified 
from the filtered current trace. Figure 6d and 6e shows a scatter plot 
of translocation events by using Bessel filter and consensus filter 
respectively. It is noticeable that the dots in Figure 6e moves to the 
right compared with the dots in Figure 6d. Clearly, events shorter than 
10 pA were clearly visible on filtered current traces. In contrast, the 
Bessel filter has little effect on observing these weak current signals 
which behave like background noise. Accordingly, translocation 
events shorter than 10 pA were clearly observed in the filtered current 
traces. Comparing the two current traces in Figure 6a, 6b, 6c, we 
can draw the conclusion that the current noise is suppressed within 

Figure 4. Comparison study between consensus filter and Bessel filter

Figure 5. Measurement of current trace before and after the original current trace was filtered with consensus filter
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Figure 6. The recovered translocation events by using consensus filter

5 pA by using the consensus filter based approach, and the range 
and resolution of singe-molecule characterization with nanopores 
can be improved dramatically as well. In Figure 7, a detailed design 
procedure of the consensus filter is given. As indicated in the flow 
chart, the ionic currents are sampled by using 16 AD converters 
simultaneously. Each AD can be considered as a node in the consensus 
filter, then the values of 16 AD converters are sent to formula (1). 
From formula (1), we can clearly see that the output of the consensus 
filter can make the electrical noise reduced by 1/n without distorting 
the original signal, which is one of the most outstanding feature of 
the consensus filter compared with Bessel filters. 

CONCLUSIONS

We have investigated the model of the ionic current in nanopore 

experiments. In this article, we proposed a novel noise reduction 
approach to improve the signal-to-noise ratio of the ionic current 
in nanopore experiment. The consensus filter was constructed by 
using measured ionic currents of 16 analog channels. Different 
from the existing approach for noise reduction, we utilized the 
consensus algorithm to control the current value of each channel 
such that all measured current values converged within a ball with 
radius ε. Our results demonstrate that consensus filter-based noise 
reduction approach can improve the signal-to-noise ratio considerably 
compared with the traditional computing approach. Subsequently, by 
exploiting different number of analog channels, the research results 
reveal that the accuracy of signal-to-noise ratio of the ionic current 
have significant relationship with the sampling channels. The present 
study provides a general tool to reduce noise in nanopore experiment 
without changing the hardware and software conditions. Ultimately, 
we suggest the consensus filter software package can be integrated 
into the computing software to get the high accuracy of signal-to-
noise ratio of the ionic current.

SUPPLEMENTARY MATERIAL

Supplementary figures are available on http://quimicanova.sbq.
org.br in the form of a PDF file, with free access.
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