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ABSTRACT

The goal of this work is to present an overviewhaf use and development of health information
systems (HIS) reporting the experience of the imfzstion management department of a public
hospital. Recently, the implementation of HIS haseived great prominence. The patient’s
improvement process can be enriched with the iotctidn of the patient’s history by electronic
means, among other technologies. A descriptiveystuth interviews conducted between the
years 2004 and 2007 provided the experience olatainethe Center for Information and
Analysis of HC-FMRP-USP. It can be concluded thatsuccess of the HIS implementation can
lead to cost reduction and improve the work quatifyhealth care professionals as well as
patient care services.
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1. INTRODUCTION

The application of information systems in the healare field has received much
attention over the last few years. The advanceseniadnedicine in the process of
patient treatment may be enriched by the introduactif detailed history of the patient
by electronic means, of support systems for detisimaking in diagnostics and the
prescription of drugs, of a data base of relatesegaamong others, coming from the
introduction of information systems (IS) and ofdmhation technology (IT).

The ISs and the ITs are information-generatingrimsénts. According to Rubies-
Feijooa, Salas-Fernandeza, Moya-Olverab and GuangaBalveta (2010), the use of
such instruments could improve the quality of theatment given to the patient and
facilitate the standardizing of medical proceduasde from co-relating several areas
of a health care organization, like scheduling pbantments, purchase of drugs and
material, the financial sector, among others. Cguertly, the control and cost
reduction would also be significant (Goodman, 20G%mmelstein, Wright, &
Woolhandler, 2010).

In Brazil, the seeking of information is being oduced gradually in different
instances in the health care sector, be it in th#@ip or private health care system. The
Department of Information and eHealth (DATASUS)tloé Ministry of Health [MH]
(2007a) concentrates great effort to integrateraakle available this health information
in Brazil.

Currently, health information systems (HIS) prizet patient assistance needs as
can be seen by the computer-based patient recdBPRE initiative that is being
implemented in less than one percent of hospitaBrazil (Sabattini, 2007). The CBPR
is a special and complex health IS that integratisthe data of a health care
organization. Making an analogy with other areabusfiness we can say that the CBPR
is equivalent to the ERP (Enterprise Resource Righnwhich deals with the
management of business relations.

The root of problem that gave the incentive to deselopment of this article is:
how do public organizations that give assistanciénhealth care field are developing
their ISs? In order to answer the question of tlepased problem, the objective was to
present a panorama of the use and developmentatihhieformation systems reporting
the experience of the Center for Information an@ljsis (CIA), the organizational unit
responsible for the technological services offai@dhe Hospital das Clinicas of the
University of Sdo Paulo’s Faculty of Medicine obRirdo Preto (HC-FMRP-USP).

The justification of the proposal of this articegiven by the fundamental need of
the HC-FMRP-USP to generate the information andktitaeviedge originated by a great
quantity and diversity of data resulted from treatinof nearly 2,500 patients a day.
This quantity refers to the number of physician stdtations done and the diversity
refers to different types of data like text and ging, for example, medical
prescriptions, x-ray exams, and ultrasounds, anotingr types of data.

Next, a panorama of the use and development ofrhiedfbrmation systems (HIS) is
presented by means of Topics one and two, namequbctegely health information
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technology and health information in Brazil. Topicee deals with the methodology
used in this work, the fourth presents the resatis discussions, the fifth shows the
final considerations and lastly, the sixth is akibetconclusion.

2.HEALTH INFORMATION TECHNOLOGY

Information Technologies (IT) are made of equipmenbmmunication
technologies and manipulation of data bases thae ses technological tools for Slis to
be developed and to function. The information & tbsult of existing data treated in a
significant and useful format (Cruz, 2007; Laudoth.&don, 2007).

Information Technologies are available through coteps that are more and
more powerful; by the availability of Intranet, Extet and Internet; better network
security; wireless technologies; portable equipmimtexample, cell phones, palmtops
and handhelds; reusable software, open sourceaeft@mong others (Turban, Rainer,
& Porter, 2005).In general, it may be said thahtedogy is not the problem in order to
integrate health systems, but a great tool fosdisition. Computer processing power
has doubled each year and its cost has been redueé&thg it accessible to institutions
and the population. The internet has allowedttie integration among institutions
that are geographically distant, as well as theispaof clinical data and even the
consultation and monitoring of patients in theirroresidences (Machado et al., 2010;
Massad, Marin, & Azevedo, 2003; O’Neill & Klepa@Q7).

The Computer-based Patient Record (CBPR) is a apemid complex
information system that assists in human healtltlwintegrates all the data of a health
organization. CBPR makes it available, in just saeen, data and information about a
patient like exams, diagnostics, health historyspeal data, drugs, invoicing and other
information and is implemented in less than onegm@rof hospitals in Brazil (Sabattini,
2007).

Making an analogy with other areas of businesscare say that the CBPR is
equivalent to the ERP (Enterprise Resource Plapnvhich deals with the management
of business relations. Perez and Zwicker (2010¥icken the patient record as an IS for
working groups as well as an organizational IS.

The CBPR is a process (Massad et al., 2003). A, soaevelop the CBPR it is
imperative to follow an adequate information systdevelopment model (Pressman,
2006). Therefore, since it is a process, for theelbigpment and implementation of the
CBPR in a health organization, there is a neea faian for the execution and control of
activities (Slack, Chambers, & Johnston, 2009). Tdanges derived from the
introduction of an information system into a heaitiganization should be treated in an
oriented and organized manner when executing thagemnent of this change (Laudon
& Laudon, 2007). The introduction or the modificati of an information system
generates a technical, behavioral and organizdtiompact affecting the entire
organization (Perez & Zwicker, 2010). The mannewhich people work and interact
are transformed when conducting the new distrilout authority and power, for the
way information is defined is altered, accessed wsetl (Furie et al., 2007; Laudon &
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Laudon, 2007).

Many IT resources have assisted in providing the ftam the CBPR as graphic
interfaces. The storing and distributing of imagdsnominated PACS (Picture
Archiving and Communication Systems) are one exangbl the application of this
technology (Kahn, Channin, & Rubin, 2006; Massadalet 2003). All this patient
information could be discussed via web among o#iparcialists for the exchange of
opinions and to assist with decision making (Machatal., 2010). Telemedicine may
be assisted by world standards of digital commuiuna for medical imaging like the
DICOM standard (Digital Imaging and Communicatiam®/edicine) which also works
as text information (Noumeir, 2006). DICOM'’s purpds to standardize the formatting
of diagnostic images like tomography, magnetic masges, x-rays, ultrasounds, etc.

The creation of low cost equipment for the useelerhedicine can be of great
value to developing countries. According to datatem in 1998 in Szot et al. (2004),
there were 279 physicians for every 100,000 inlaals while in South Africa this
number fell to 56.3, 93.2 in Peru and 13 in Haoti the same number of inhabitants. It
was also observed that in most health establistanémtre were no radiology
specialists, hindering patient diagnosis. To assit this situation, a low cost digital
camera was created, in which the image would bergéed directly into JPEG2000
format, through a TIFF image, using Java JJ200vsoé.

Besides technology, to achieve success when impliemge the CBPR,
according to Ammenwerth, Graber, Herrmann, Burkhel &onig (2003) you need
cooperation, the availability of treatment prografpsotocols, conduct guidelines,
warnings and notices), team instructions and tie@mentation of technological norms
and standards and of the data itself. It is imparta emphasize that success will
depend on the people themselves (Lewicka, 2010).

According to Lederman and Parkes (2005) hospitadspatients struggled with
the high costs resulting from errors made in pibsay drugs. These errors could have
been minimized with the help of software that igyodat assistance in the prescription
of these drugs. According to Bates (2005), manyidrarimpeding the implementation
of the CBPR were not technical. The absence ofmt@olgical knowledge serves as a
limitation to the success when implementing HIStaBkshing training strategies,
technical follow-ups, and raising the awarenesshef medical corps would avoid
problems such as resistance to using HIS (Joia &dkeies, 2009; Nunes, Cotta, &
Lima, 2006).

Virtual reality and distance learning could be iempkented into programs that
would qualify health care professionals (Camach009). The dissemination of
information, mainly prophylactics, among the gehpopulation, should receive special
attention, and be provided by a public health sgstem (Paulon & Carneiro, 2009).

As for the uses of IT and IS in the area of adnmai®n of health care
institutions, we can emphasize savings with theaighe CBPR, since it speeds up the
treatment of the patient, the request of insuranaeslectronic means, which reduces
costs with bureaucracy, fraud in medical treatmeantd lastly, the reduction in costs in
several areas of support like stocking of supplesms, and pertinent drugs, among
other uses (Menachemi & Brooks, 2006). This optation allows patients to be
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released one day earlier than if IS was not used.

But the challenge of maintaining HIS updated sé#linains (Perez & Zwicker,
2010). The medical treatment processes modify teems due to internal causes (new
diagnostics and therapeutic procedures or chamgéspartmental structure) or external
causes (like economic pressure at hospitals aedriatied networks of medical services
making it necessary to make quick adaptations @ tdimeet new conditions. In order
to speed up these adaptations, a methodology éocdhtinuous evolution of data and
procedures with the use of a holistic IS in Lend Kahn (2004) was presented.

In the area of medical images, a few researchpapér themes were developed,
like the study that compared three different meshoasing the characteristics of
usability, stability, and the quality of the resylto measure the time it took to display
images. In this case method three showed to berisuge the other two (Pietsch,
Schlaefke, Vogl, & Bergh, 2006). Kahn et al. (2p@6scribed an ontology to integrate
PACS (Picture Archiving and Communication Systemih ISs in clinics to support
the process of radiological interpretations. Noun2006) reports the benefits of the
use of the diagnostic imaging report obtained tgho®ICOM (Digital Imaging and
Communications in Medicine). The main componentthad system proposed in the
works of Hur, Lee and Kim (2006) was the constauttiof a module for the
management of reports in the web using XML techgpldeXtensible Markup
Language) that allows for more flexibility and cemence to imaging technicians and
radiologists.

ITs and HIS allow the patient to electronicallycess their own health
information wherever they may be. In several cdasfrthe concerns with protecting
the privacy of information are a reality ascertdir®y the adoption of legislation and
policies in each country. Win, Susilo and Mu (20@8)i a study on privacy of
information.

In the USA, the forecast was that the use of theprder-based patient record
(CBPR) in doctors’ offices will become a reality 924, if the current market situation
remains the same (Ford, Menachemi, & Phillips, 2006Australia, the challenges are
in the different spheres of government, the managemf underestimated changes and
the maintenance of continuous political supporgl&nd forecast an investment of $32
billion to computerize medical and administratiegistries of 52 million patients over
the next 10 years (Chantler, Clarke, & Granger,620l 2009, Canada’s forecast was
to reach nearly 50% of the population with the roperable CBPR, that is, the
exchange of information among several health casétutions (Health Management
Technology, 2006).

n this Topic, the studies presented showed thattivances in medicine as it
relates to the cure of the patient is enrichedhleyimtroduction of IT and IS.

3. HEALTH INFORMATION IN BRAZIL
In the previous Topic, the examples mentioned skiothe importance of the

use of IT and IS which serve to aid the selectibdata, dealing with them in an agile
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and organized manner, and transform them into nm&ion. 1Ss supply information for
decision makers and also for people in the orgéioiza

Although there is enormous fragmentation of thelthemarket in Brazil, the
Sistema Unico de Salde - SUS (Unique Health Sysstith)is the largest payer of
services, with nearly 75% of the public consultasiadhat result in nearly 125 million
Brazilians as opposed to 42 million seen by thegbe market (Ammenwerth et al.,
2003) which represent 25% of the population whocawered by private health
insurance (Ministry of Health, 2007Db).

The data presented by Ammenwerth et al. (2008)tathe Brazilian situation is
summarized as: nearly 7,800 hospitals, of which 8@8e less than 100 beds; nearly
2,700 private health insurance carriers, of whigtoover less than 50,000 lives and 6
to 8 million lives seen by private health insurétrat tend to be the largest of the private
health insurance companies in Brazil.

The Agéncia Nacional de Saude Suplement&NS, (National Agency of
Supplemental Health) (2010) regulates the healtb-sactor operators which are the
companies and entities that work in the supplenhdm@alth sector offering consumers
health assistance plans. In 2005, with the advethteorequirements manual, phase | for
the certification of the ANS and its standardizatiof the Supplemental Health
Information Exchange (SHIE) began.

According to the manager of the National Health Age (HealthCare Brazil,
2007), the SHIE standard is like the EDI projede@&onic Data Interchange) called e-
business which is a win-win project for it was fduthat the entire productive sector
where the project was implemented, the entire e chain was also benefitted.

Several countries are on their way to integratdtih@aformation via the internet
and to the adoption of the universal Electronic IteReqgistry (EHR), classified as one
computerized level above the CBPR. In the USA, HH®AA (Health Insurance
Portability and Accountability Act) of 1996 dealsithv this issue, in Canada the
INFOWAY agency (Health Infoway) deals with develogithe health sector by
adopting standards, in Australia there is the Cotng for Health, and lastly, in
Europe, there is an international project callelaeaith Europe.

The Ministry of Health (MH) has created several haasms to integrate and
make available health information by means of heatbgrams and projects that use IT
and IS as the Basic Attention Information SystemAI®, the National Health Card
(NHC), REFORSUS - Strengthening of the Reorgaromatf the Unique Health
System, the National Health Information Network (Nfiand the National Policy for
Health Information and Computerization (NPHIC). Faltow-ups, implementation and
systemization of these projects, the MH relies AIrBSUS which is Unique Health
System’s Computer Department which is of a natis@pe (Ministry of Health,
2007c).

Efforts to create the HIS on a state and municggape are exemplified. In the
state of Par4, 18 Health Care Institutions were mdsrized, a DATASUS initiative.
The project began in 1993 with the computerizatbthe national pilot, at the mixed
unit in the municipality of Santarém. In 2006, tmeplementation in Tucurui and
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Conceicdo do Araguaia was concluded (Ledo, 2006).

The introduction of the CBPR in patient care wopidvide an improved result
with the integration of decision-support systemS#). Joia and Magalhaes (2009) and
Tange et al. (2003) commented on the importanctisfpartnership, since it would
give physicians the decisive push so that they ielieve in the use of IT in the
treatment of patients. The way in which these neehiologies were introduced was
evaluated in view of the pre-established routines igs difficulties in substituting them
without the physician’s thorough awareness.

Another manner for the use of the CBPR was predebyeUeckert, Goerz,
Ataian, Tessmann and Prokosch (2003) to increasenp@ower in the process, since it
allows for their direct communication with healttofessionals. This instrument has the
capacity to integrate the hospital’s clinical 1Swihe patient, and even allowing for the
forwarding of reminders to patients about healthgpams. Critical points in this system
are security and access management.

Menachemi and Brooks (2006) did a revision of theoaiated technologies to
the security of patient information in relation ¢osts and benefits. Shen et al. (2006)
discussed the barriers faced with the regulatiooms fthe Health Insurance Portability
and Accountability Act (HIPAA) for the implementati of this research in health
services. Yang, Lin, Chang and Jian (2006) presemtgtudy to serve as a reference on
how to manage health information in a confidensiatl secure manner especially in
electronic transactions. Xiao, Hu, Croitoru, Lewisd Dasmahapatra (2010) proposed a
security model for the health information systems.

Nevertheless, the implementation of the CBPR wdwidg some obstacles like
cultural diversity of people involved in the prosepolitical and economic aspects and
the lack of incentives on the part of the orgamimai&nd the diversity of information
systems (Evangelisti, 2006). In summary, some itapbrdates in the health policies
are in Figure 1.

Year | Country | Event

1988 | Brazil Creation of the Unique Health Systetd$$

American Law that established an electronic stahdfmr the
1996 | USA exchange of health information: Health Insurancetdddity and
Accountability Act (HIPAA)

National strategy aligned with the objectives of tBovernment to

1998 | England “offer English citizens the best health servicéhie world”

Canada | Canada Health Infoway: paths to a betteltiHea
1999

Brazil National Health Card System (NHCS)
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Year | Country | Event
Australia | Health Information Network for Australia
Strategy for the area of Health Information callédnada Health
2000 | Canada | Infoway which aims to improve the quality, accesd ¢&he continuity
of services for all Canadians
Brazil Creation of the National Health Agency (ANS)
Strategy for the area of Information and Compuggian of Health.
2001 | Australia The project is called Health Online: A Health Infation Action Plan
for Australia (Online Health: an action plan fordfté Information in
Australia)
Australia | HealthConnect begins its operations
2002
Brazil Resolution 1639/2002 of the Federal Coun$®ledicine
USA HIPAA Privacy Rules 04/14/2003
2003 Brazil National Policy on Computerized Health (NPCH)
razi
the National Policy for Health Information and Caumgrization
2004 | Brazil National Health Card (NHC) in 44 municipalitiesI@p) promises free
software
USA HIPAA Security Rules 04/20/2005
2005 Requirements Manual. Phase | Public Consultationification # 21
Brazil of the ANS (National Health Agency) Supplemental akie
Information Exchange (SHIE)
2006 | Braazil All products must come with bar codgsApril 2006
2009 | Canada 50% of the population are in the ipemable CBPR
2010 | Australia | CBPR availability for entire popurat
2014 | USA Electronic Registry of all American citize

Figure 1. Chronology of the health policies

Source: Authors

R. Gest. Tecn. Sist. InfJIISTEM Journal of Information Systems and Technology Management, Brazil



Use and devel opment of health information system: The experience of an organizational unit 163
responsible for the technological services at a public hospital

4. METHODOLOGY

This current study was defined as qualitative netealone by means of a
descriptive study with an empirical investigatidie collection of data used the survey
method and the techniques chosen were personaviews, bibliographical data
research and secondary data (Cooper & Schindl&B)20

Personal interviews were held with the directocamputer services of the HC-
FMRP-USP. These interviews were held on the 29thuoie 2004 lasting around two
hours and on the 1st, 12th and 21st of March 2@@ch lasting around 90 minutes.
Secondary data were also collected as an inteepakt about the strategic planning for
the year 2007 (Goées & Dallora, 2007). The analgbikis data showed a comparison to
CIA in the years 2004 and 2007.

Figure 2 shows the sequence of questions usee attdrviews.

Questions Organizational Context at CIA-FMRP-USP

Organization History of the sector, mission, visand hierarchical structure

People Job title and number of employees
IT Hardware, software, network technologies ana dase resources
IS Number of health information systems (HIS)

Figure 2. Sequence used during interviews abouCtAeexperience
Source: Authors

5. RESULTSAND DISCUSSION

The results of the interviews given by the direc@bromputer services and the
experience of the Center for Information and Anigly€1A) from HC-FMRP-USP will
be presented in this topic.

In 2006, HC-FMRP-USP turned 50 since its foundat®inthat time it had 851
beds in the infirmary and 119 in the observatioeaar333 doctors’ offices and 34
surgical rooms. Currently, it has 4,795 employéas torrespond to 4.9 employees per
bed. HC-FMRP-USP is a public hospital, and it had% grofessors from FMRP-USP in
the clinical areas, 507 resident physicians angt8&icians upgrading themselves. It is
a third level teaching hospital geared towards theahere teaching and research are
both done.

The CIA is an organizational unit of HC-FMRP-USPspensible for the
technological services that are offered to the halspgself and is under the Technical
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Counsel. In Brazil, it was one of the pioneershia timplementation of the electronic
prescription.

1. The CIA’s history. In 1995, a computer servicesnmission was created,
with the aim to diagnose and formulate a compugerigolicy for the hospital. It was
concluded that the information system was impleexdriy a directorship from the
computer field that did not identify itself with HEMRP-USP and it was detected that
there was an urgent need to re-evaluate this quediy creating an institutional space
for this purpose.

Once this policy was adopted and understandingctbraputerized services was
a viable alternative for management, for produttiand transparency of activities, it
was decided then to invest in a Computer Services, Wsing the CIA’s structure,
something already part of the hospital’'s regulatioifhe CIA would assume the
attributions of managing the computer services @t eteate and maintain an updated
technology base and develop custom made systetowviiog an integrated hospital IS
system. Professionals were employed by the Fowrd#ébir the Support in Learning,
Research and Assistance (FSLRA) according to teds)esince HC-FMRP-USP being
a public hospital it did not have any computer pssfonals in their personnel roster.

A preliminary work was done aiming to define thedglines and to standardize
the technological tools, and the hardware and swé&wo be used. In this stage,
outsourced specialized consulting was used. Theelzkte chosen was a related Oracle;
the programming language was Delphi as well asGASE ErWin tool, these being
technologies standardized by the CIA to this date.

In 1995, the hospital had around 500 PCs used&atiministrative automation
and for departmental applications that worked iedelently. In partnership with the
Faculty of Medicine and with support from FAPESP.C Hinvested in the
implementation and expansion of a network of PCghwiback then was one of the
CIA’s priorities.

2. The CIA’s mission. In 2004, the CIA’s mission sveb act in a proactive
manner in all the organizational units of HC-FMRBRJ pushing for adequate and
sufficient technological means and resources sgeéktellence in services, teaching
and research as it pertained to the capture, tezdfratorage, security, and agility in the
transmission and availability of information at te&rategic, tactical and operational
levels all in alignment with the hospital's missidtesearching and publishing solutions
of applications in the field of health care andimyv support to the administrative
management seeking the state of the art in IT ds Wwe2007, the CIA had the same
mission.

3. The CIA’s vision. In 2004, the CIA’s vision wds maintain an engaged
team, capable and up-to-date by using a techna@bpgark of the latest (hardware and
software) capable of maintaining HC-FMRP-USP as emt& of reference and an
opinion maker in the use and development of ISvik®n remains the same according
to the Strategic Planning for the year 2007.

4. The CIA’s previous situation, in 2004. In 20@He policy adopted was to
strengthen its own computer team which broughihgooirtant conquests, although there
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was still a great need to advance in the direatiosystems integration as well as in the
use of computerized system to improve productigitgl quality in the work processes
of the HC. The unification of the data bases betwd€-FMRP-USP and the Data
Processing Company of the State of Sao Paulo (DP®8Pame a fundamental
question in face of the problems like a fragmendgdtem, and double passwords,
among others, presented in Figure 3.

At that time, there was a need for a policy to dedh the security of the
information due to the evolution of computerizatiah the hospital sector with the
installation of an extensive computer network tresed important questions about:
secrecy, privacy, security and the quality of tifeimation.

Another important question to be mentioned was itfterporation of the
CENTAURO system from the State Secretariat of Tpkmds, since on one hand, local
computerization emphasized and encouraged thisceepvovided by the CIA, on the
other hand, the hospital assumed new responsBilaccording to the magnitude that
the management of transplants demanded.

Therefore, planning was crucial. As such, StrateBianning was made
beginning in 2004 that defined the objectives aimdtegies to achieve this plan. This
plan proposed the means to make available ISshendecessary information, aiming to
improve work processes, guaranteeing gains in ieffdy and quality that were
measurable and favorable to the humanization sfttbspital’s services.

5. The CIA’s current situation. In August 2004, D&RCstopped all development
of new systems alleging a financial lag in theirim@nance contract keeping only the
necessary minimum staff in Ribeirao Preto to mainthe systems that were already
implemented. The CIA, through its Strategic Plagniassumed the responsibility for
the development of the systems, up to that poinbtaiaed by DPCSP, and gradually
assumed the computerization of the hospital.

In May 2006, HC-FMRP-USP finalized the contract wiDPCSP as an
outsource to provide computerized services forHbepital Information System (HIS)
when at that time the CIA implemented systems [aheduling of Appointments,
Medical Filing Service, Hospital Infection Contrd®atient Waiting Room, Registry,
Bed Control, High Cost Procedures Authorizationspltal Releases, Emergency Care,
Lab Information System and Admittance Requests.

Therefore, beginning in May 2006, HC-FMRP-USP firedl its planning to
implement a hospital integrated system, that agmta the integration itself, a crucial
factor for the improvement in the quality of thaaland processes, it also brought some
immediate benefits by fixing old problems as ddsemtiin Figure 3.

In 2007, the CIA’s strategic plan is also followebhis plan contemplates
changes in the physical structure, hiring of pensbnprioritizing and the allocation of
personnel for the development of new HIS, changatsiorganizational structure, and
personnel training, among other things, that diréoe path to be followed by CIA.
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Old Problems from 2004

Current Benefits in 2007

Labs waited for automation fq
more than ten years

rAll labs that are viable for automation, already
have interfaces

There were
information

two systems

D : : . :
tI'here is now a single system of information

Users had two passwords th
used to be created and renewe
different locations

ﬁg?ers now have only one password to access the
systems

Users did not know in whic
system their needs were

hAll systems are now on a single interface, that is,
on the same access menu

Users did not know whom to as
for help

sk here is now a single place for users to ask for
help

There was rivalry between tean
for there was competition and n

cooperation between the CIA an

ERivaIry has ended, since today there is only the
IA’s team of analysts, data base administrators,
and networks etc.

DPCSP
The lack of cooperation from , . :

. - | DPCSP no longer hinders the speed in which the
Erij?e?tz hindered on-goINt a's projects are conducted

There was duplication of the Da
Base Management
(DBMS)

System

t{;ll'here is now a single DBMS resulting in savings
in public funds, since there is now only one
contract which is paid to Oracle do Brasil

Sistemas Ltda.

There was a need for duplica
data base servers

Lté Storage Area Network, a high performance
eéquipment which is tolerant of system flaws, was

bought by FSLRA

The CIA was not able to migra
its DBMS to a newer versior
Oracle 10g, as it had to &
compatible with DPCSP’
technology

(e

1,In August 2006, DBMS was migrated to version
é.0g in cluster, this allowed the possibility to add
snew servers to increase processing capabilities

There were duplicate table
patients, specializations,
and beds etc

Figure 3. A Parallel between pro
CIA in 2007

Legend: DPCSP: Data Processi
FSLRA: Foundation for Support,
Authors

rooms

SThe duplication of tables were no longer needed,

Since now there is a single DBMS being used

=]

blems that occume®004 and the benefits from the

ng Company of the $faBao Paulo DPCSSP and
Learning, Reseancth Assistance FSLRA. Source:
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6. One of the CIA’s projects in 2004. The re-engngy of the printing used the
principle that favored the sharing of computers pedpheral equipment in order to
reduce costs with supplies (toners, tapes, cadsidgbbons etc) which in 2003 totaled
R$ 230.018,79. Another factor that was worked ors wee great number sectors
equipped with ink jet printers which have a 14%hig cost as opposed to laser
technology.

7. One of the CIA’s projects in 2007. There wereestments and efforts made
to acquire a medical digital imaging communicatard storage system. Priority was
given to the implementation and use of this mediggital imaging system.

8. ISs’ implementation situation in 2004. In 200% tCIA had available 45
subsystems developed internally that formed itsgrdted Hospital Information System
(Figure 4). Among the Sis, 28 were the CIA’s, eigigre DPCSP’s and six were
outsourced with plans for 12 to be developed by @A. In 2004, DPCSP was
responsible for the clinical labs system, the elygdopayroll, the specialized elective
scheduling of appointments system, the High ConiyleRrocedures Authorization
(HCPA) and the Hospital Management Information &ys{HMIS).

Clinical M anagement Care Support
Patient M anagement

Financial
M anagement

M anagement
Information

Support Services

Revenues M anagement

Teaching and Resear ch

Figure 4. HC-FMRP-USP’s health information syst€mikS) in 2004
Source: Authors.
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In 2005, CIA implemented the lab exams system réiperts issuing and blood
pressure monitoring system, and the supplies pnogiag system. The systems
developed in 2005 and implemented in 2006 wereidkatification system, patient
registering and bed controls, patient records obrénd distribution system and the
hospital’s patient release system.

9. ISs’ implementation situation in 2007. There dfe HIS under the CIA’s
responsibility (Figure 5) plus a medical digitalaging system due to be implemented
also in 2007. Furthermore, 20 new systems and erance are also due to be
developed that are currently in use.

Area Health Information Systems

1. Patient registry; 2. Scheduling of Appointmedit&lectronic Reference
Guide; 4. Admittance and bed control; 5. Emergerarg; 6. Medical files
service; 7. In-Patient/Out-Patient System

Patient
Management

8. Hospital releases; 9. High complexity procedaahorization (HCPA);
10. Medical reports; 11. Electronic Prescription$2. Electronic
Prescription II; 13. Surgery appointments.

Clinic
Management

Diagnostics | 14. Lab exams; 15. Radio-diagnostics; 16. Patholdhg. Digestive
and Therapy| endoscopy; 18. Gynecology and obstetrics; 19. Riaeliapy

20. Stockroom; 21. Purchasing; 22. Ordering of 3app23. Pharmacy;

I\?upplles 24. Surgical Block's Pharmacy; 25. Current Ass&l6; Supplies on
anagement :
Consignment
E/:nanmal 27. Accounts payable and receivable; 28. Bankimgrots
anagement
R 29. Health plans & Private Payees; 30. Physiciaasf81. Sterilization of
evenues .
materials
Subport 32. Hospital Infection Controls; 33. Assets Mairaeoe; 34. Milk Bank;
S PP 35. Eyes Bank; 36. Vaccine Controls; 37. Distribnti 38. Respiratory
ervices .
Unit.
Other 39. Protocols; 40. Library; 41. Convention Centech&luling 42.
Systems Accreditation Management; 43. Operational Procesjuté. Recruiting and

Personnel; 45. Systems’ Access Control

Figure 5. Health information systems implementedda7

Source: adapted from Gées, W. M., & Dallora, MLEV. (2007). Strategic Computer
Planning 2007: proposal (Internal Document), RéeiPreto, SP, Hospital das Clinicas
Faculty of Medicine of Ribeirdo Preto - USP.
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10. The CIA’'s Organization. In 2004, having oneedior, a software
development area with 10 employees, one employdbeirData Base Administration
area, one employee in the Network Administraticgaathree employees for the area of
Support and Training of the End-User, and severnth& area of Maintenance of
Equipment. A total of 23 employees.

In 2007, the CIA had the same number of areas 2804, with changes only in
the number of people. In the Software Developmesd shere was an increase from 10
to 14 systems analysts, from one to three peoptbarNetwork Administration area,
from three to six people in the Support and Tragnof the End-User area, and a
reduction from seven to five in the Equipment Mair@nce area. Also, the CIA has a
secretary and a technical projects assistant, totahof 34 employees.

There is a high turnover in personnel as well &gcdities in replacing the ones
who left the CIA’s personnel roster. The compegitiess of the IT market, wage
policies and the hospital’s absence of a careaer, @ contribute to the difficulty in
replacing personnel (Table 1).

Table 1:
The CIA’s organization of its areas

Number of Employees

The CIA’s Areas

2004 2007
The CIA’s Directorship 01 01
Software Development 10 14
Data Base Administration 01 03
Network Administration 01 06
Support and Training of the Endo3 03
User
Maintenance of Equipment 07 05
Secretary 00 01
Technical Assistant 00 01

23 34

Note. Source: Authors.
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It should be stressed that in spite of the incréamsa 23 to 34 employees and a
high turnover, there was an increase in the numifeHIS implemented, the
incorporation of DPCSP’s systems and the developn&hn systems and the
maintenance of existing ones that are in use. 0V 2the CIA became responsible for
all HIS that were implemented.

According to the strategic planning, there is titemtion to create two new areas
in the CIA, one being Intelligence in Business #m&l other being the Medical Imaging
Storage and Communication. It also intends to n@langes to the areas of Support
and Training for the end-user in order to creatiehp Desk and to outsource the area of
Maintenance of Equipment.

11. Hardware resources? Hardware resources foyeghes 2004 and 2007 are
shown in Table 2. The total of personal computsrgiven, except the ones from
FMRP.

Table 2:
Existing hardware resources

Description Application  Quantity in 2004 Quantity2007
Servers 6 11
Switch 62 79
Personal PC’s () FMRP 1.400 1.624
Terminals Thin Client 67 158
Printers 628 811
Bar code Readers 67 79

Note. Source: adapted from Goes, W. M., & Dalldvh,E. L. V. (2007). Strategic
Computer Planning 2007: proposal (Internal DocumeRibeirdo Preto, SP, Hospital
das Clinicas Faculty of Medicine of Ribeirdo PretdSP.

12. Hardware Resources? Software data for the y2@d@g and 2007 are
presented in Table 3. In 2007, the CIA performestualy to adopt a methodology for
the development of an object-oriented software. Th has the System Architect tool
that assists in the formatting of the object-ogentoftware, but the program still
follows the structured format for systems developtse
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Table 3:
Existing software resources

Tools In 2004 In 2007
Description QuantityDescription Quantity
Data Base Oracle 8i production 2 Oracle 8i Prddact 60

Oracle 8i development 20

Oracle 10g Production 4

Programming Language Delphi 5.0 10 Delphi 2006 17
Data Formatting System Architect 5 System Architect 5
\If\zlailz:juage ProgrammingDream Weaver 2 Dream Weaver 2
Project Mgmt Microsoft Project 98 1 Microsoft Prcij®8 1
Graphic Design Corel Draw 1 Corel Draw 1
Graphic Design Photoshop 1 Photoshop 1
Web Development GxPortal 1

Note. Source: adapted from Goes, W. M., & Dalldvh,E. L. V. (2007). Strategic
Computer Planning 2007: proposal (Internal DocumeRibeirdo Preto, SP, Hospital
das Clinicas Faculty of Medicine of Ribeirao PretdSP.

3. How does the CIA achieve its objectives? The @tAieved its objectives by
following the strategic planning and accordinghe investment forecast for it, counting
on the support from the higher administration amel Foundation for the Support in
Learning, Research and Assistance (FSLRA) of HC-PMJSP, the CIA builds a
unique environment for the technical-professionavaedlopment by using the latest
technology, that is, hardware and software, netwarki data base technologies,
providing for an academic development environmempable of professional
qualifications of personnel assisted by fully eregh@nd qualified computer personnel,
and offering research fields for post-secondargisty especially the ones installed at
USP in Ribeirao Preto.
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6. FINAL CONSIDERATIONS

In its history, the CIA has faced problems. Duritigg development of its
activities conflicts occurred with the activitiesofn DPCSP generating uncertainties,
doubts and attrition between its clients who aeeubkers of HIS from HC-FMRP-USP.
Competition became fierce between the internal thedoutsourced teams of systems
analysts which affected the developmental actwited the use of HIS itself. This
contributed to an unhealthy organizational atmosmhEhis atmosphere was neutralized
by the efforts made in development and the sucaels®eved with the implementation
of the electronic prescription system that assistethproving the CIA’s image in view
of other organizational units.

It is worthy of note that the CIA meets a large dechfor the developments of
HIS through the production of its software from 20 this day. Still, the CIA needs
time and investments before it may reach matuotyhtain its own computer-based
patient record (CBPR), as some steps have not geh liaken to achieve these
objectives like the adoption of methodology of a@bjeriented software and the
modification of its internal organizational struatuo be able to provide a personalized
service to its clients. The change in the Suppadt Braining for the End-User focusing
on the client aims for the creation of a help des&larify questions users may have in a
quick manner in order to relieve the flow of usegquests and work interruptions that
delay the schedule of the systems analysts who varkthe maintenance and
development of HIS. It suggests the adoption ahitng models that encourage users
and employees in sharing information and knowledgeuired by creating an
innovative organization that emphasizes learning.

The making of the strategic planning has been #ipedactor that guides the
CIA activities and allows for the path in which tG&A may attain its objectives in line
with the objectives of the Hospital das Clinicas.

It is worth noting that the CIA’s IT and HIS aspebave evolved from 2004 to
2007, according to the data and information obthifrem the interviews held that
showed the acquisition of new implementations adaptations to meet the needs in the
hospital area that brought cultural as well as netigical changes that will improve
health care processes and of health services yjoéidred to patients. Currently, new
changes will occur in order to implement the CBRRs suggested to the decision-
maker that the management of changes be adopted.
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7. CONCLUSION

This work intended to present the experiences @iGénter for Information and
Analysis (CIA) of the Hospital das Clinicas of thaculty of Medicine of Ribeirao
Preto of the University of Sdo Paulo (HC-FMRP-USR).may be seen as an
organizational unit in the evolution of technolagicrganizational and human aspects.

According to the findings in this article, it wascbvered that there are studies
that aim to define the development and implememtadf HIS models, nevertheless
there is no consensus as to the ideal model foBtheilian case. HC-FMRP-USP
develops its own HIS internally through the ClAeamied by the Strategic Planning.
One advantage is that the system becomes bettpteddand adherent to the hospital’s
context itself.

It is important to emphasize that the Brazilian Ilpubmodel of health
management (SUS), representing 75% of the popuolaticare, must have a
considerable role in the management of health mé&bion. The private sector needs to
be involved in a greater integration and possiblehange of patient data. Ideally, the
patient should administer and own their own hed#ta and they themselves allow for
the access to their information by health careitutgins, be it the public or private
system, but in Brazil, there is still a long waydgo as far as the integration of HIS, a
hindering factor to this is the digital exclusiahe Brazilian territory’s immense length,
the need to create integration and exchange ofmtatgrams, and investments, among
other things.

This article showed that there are still problentsuoring in the electronic
exchange of data between health care organizatfemsexample, if in the internal
organizational environment, HC-FMRP-USP does notehall its data integrated
because the exams that result in images like gatbemography, the ultrasounds of the
patients are not in electronic format, only on pajeords. So then, among the health
organizations, it is noted that the integrationpatient data becomes more complex.
Currently, with the expectation of obtaining thedieal digital imaging management
system by the CIA the hospital will implement itsvro (CBPR), and will have
conquered yet another phase in the computerizafibealth.

The introduction of IT and of decision-making sugpsystems, both clinical
and administrative, has fueled the improvementha quality of the care of health
services and the work routines of health care geiémals considering the ethical and
environmental aspects. The reduction in costs mayecto be one of the main results of
these improvements as could be seen by the implatian of the re-engineering of the
CIA of the printing project in 2004.

In the implementation of HIS, the CIA encounteredffiailties like
competitiveness between the CIA’'s and DPCSP’s mystanalysts’ teams and
resistance to the use of HIS by some users. Thi& sloowed that the difficulties in
implementing IS do not always depend on the aviitialf IT, but on the resistance in
new ways of working and the need for synergy frdva &reas involved. There is a
strong interrelationship between the organizatiari@hate, the group interaction and
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the desire to contribute. If the organizationainelte is favorable, the integration of the
different areas becomes easier; otherwise, thdrdeva need to manage the conflict, in
order to reach the objectives. As a suggestiomeoQlA, a set of techniques could be
applied from the area of HR aiming at training andtivating the development of a
better working environment with an organizationdilmate that is suitable to an

integrated work and the sharing of information &mdwledge in order to create an
innovative organization that emphasizes learning.

One limiting factor of this work is that the coltem of the data was based
mainly on the CIA’s decision-maker and on secondiata. One recommendation for
future studies is that the perception from othepleyees also be collected, such as, for
example, from the systems analysts, users and ldEfision-makers.

Currently in Brazil, many hospitals vie for the é&pment of the computer-
based patient record (CBPR) like the one at HC-FMF# and the HC from Porto
Alegre in order to implement the medical digitabigmg system, others are in the initial
phase in experimenting with the implementation lué imaging system like InCor
(Heart Institute) at the HC in Sao Paulo and the Gamilo Santana Maternity Hospital,
located in Sao Paulo, which invested US$3.5 millamthe first phase of the new
Center of Support for Diagnostic Imaging.

This article presented information that may coniigbto the process for the
development of computer-based patient record aFNIRP-USP and the development
of HIS at other hospitals. Data have shown tha@®5 almost 50% of American
hospitals have computerized their clinical systeand incorporated the clinical data
into the clinical files allowing for access by plgyans, and for the revision and the
retrieval of the data. Few hospitals have impleménnore complex digital systems,
only 8% of them, and in 2007, in Brazil, less tH&¥, which is an indication of the
relevance of this theme dealt with by this article.

As for future papers, new research is suggestethéotheme of HIS and of the
CBPR development through the reports of other heafganizations’ experiences
which provide health care, or through the analgsisfforts to integrate systems inside
health organizations, as well as, the study oniathfes to exchange data and
information on the condition of the patient amormglth organizations.

REFERENCES

Agéncia Nacional de Saude Suplementar. (2010). p&gado em 17 agosto, 2010, de
http://www.ans.gov.br/

Ammenwerth, E., Graber, S., Herrmann, G., Burkle &Konig, J. (2003). Evaluation
of health in information systems — problems andllehges. International Journal of
Medical Informatics, 71(2-3), 125-135.

Bates, D. E. (2005). Physicians and ambulatorytmeic health records. Health
Affairs, 24(5), 1180-1189.

R. Gest. Tecn. Sist. InfJIISTEM Journal of Information Systems and Technology Management, Brazil



Use and devel opment of health information system: The experience of an organizational unit 175
responsible for the technological services at a public hospital

Camacho, A. C. L. F. (2009). Andlise das publicac@acionais sobre educacédo a
distancia na enfermagem, Revista Brasileira de rEd#gem. 62(4), 588-593.
Recuperado em 20 de agosto, 2010, de
http://www.scielo.br/scielo.php?script=sci_artteptd=S0034-71672009

000400016&Ing=en&nrm=iso

Chantler, C., Clarke, T., & Granger, R. (2006).ommfiation technology in the English
national health service. Journal of the Americardiced Association, 296(18), 2255-
2258.

Cooper, D., & Schindler, P. (2003). Métodos de pesajem administracdo (7a ed.).
Porto Alegre: Bookman.

Cruz, T. (2007). Sistemas de informacdes gerendeiaologia da informacéo e a
empresa do século XXI (3a ed.). Sdo Paulo: Atlas.

Evangelisti, L. R. (2006, outubro). Implantacadosiktemas de informacédo em saude:
transformando métodos e técnicas em resultadosis Atta Congresso Brasileiro de
Informatica em Saude, Florianépolis, SC, Brasil, 10

Ferreira, A., Antunes, L., Chadwick, D., & CorreR, (2010). Grounding information
security in healthcare. International Journal ofdMal Informatics, 79(4), 268-283.

Ford, E. W., Menachemi, N., & Phillips, M. T. (200&°redicting the adoption of
electronic health records by physicians: when waalth care be paperless? Journal of
the American Medical Informatics Association, 130)6-12.

Furuie, S. S., Rebelo, M. S., Moreno, R. A., Santbs Bertozzo, N., Motta, G. H. M.
B., Pires, F. A., & Gutierrez, M. A. (2007). Managi medical images and clinical
information: InCor’s experience. IEEE - Transactioon Information Technology in
Biomedicine, 11(1), 17-24.

Goes, W. M., & Dallora, M. E. L. V. (2007). Planejanto estratégico de informatica
2007: proposta (Documento Interno), Ribeirdo Pr&B, Hospital das Clinicas da
Faculdade de Medicina de Ribeirdo Preto da Unigada de S&o Paulo.

Goodman, C. (2005). Savings in electronic medieaord systems? Do it for the
quality. Health Affairs, 24(5), 1124-1126.

Health Management Technology (2006). Benefitingnfr&uropean HIT initiatives.
Retrieved Agosto 17, 2010, de
http://www.healthmgttech.com/index.php/featuresitjit-leaders/benefiting-from-
european-hit-initiatives.html

HealthCare Brazil. (2007, maio). TISS deve apeofignecanismos de concorréncia.
(2), 66-67. Recuperado em 10 julho, 2007, de hitpw.healthcarebrazil.com.br

Himmelstein, D. U., Wright, A., & Woolhandler, 2q10). Hospital computing and the
costs and quality of care: a national study. TheeAoan Journal of Medicine, 123(1),
40-46.

Hur, W., Lee J., & Kim, C. Y. (2006). Web-based giastic imaging service using
XML Forms. Journal of Digital Imaging, 19(4), 3238

Vol.8, No.1, 2011, p. 155-178



176 Oliveira, S. V. W. B. de, Arroyo, C. S, Oliveira, M. M. B. de, Ferreira, A. H.

Joia, A. L., & Magalhaes, C. (2009). Evidéncias @mas da resisténcia a implantacao
de prescricdo eletrbnica: uma andlise explano-exidino. RAC-Eletronica, 3(1), 81-
104. Recuperado em 20 agosto, 2010, de
http://www.anpad.org.br/periodicos/arq_pdf/a_816.pd

Kahn, C. E, Jr.,, Channin, D. S., & Rubin, D. L. @8). An ontology for PACS
integration. Journal of Digital Imaging, 19(4), 3287.

Laudon, K. C., & Laudon, J. P. (2007). Sistemamflarmacao gerenciais (7a ed.). Sao
Paulo: Pearson Prentice-Hall.

Lederman, R. M., & Parkes, C. (2005). Systems failim hospitals—using reason’s
model

to predict problems in a prescribing informatiorsteyn. Journal of Medical Systems,
29(1), 33-43.

Ledo, C. N. S. (2006, outubro). A experiéncia amazb em modernizacdo gerencial
hospitalar - HOSPUB. Anais do Congresso Brasilel® Informatica em Saude,
Floriandpolis, SC, Brasil, 10.

Lenz, R, & Kuhn, K.A. (2004). Towards a continuoergolution and adaptation of
information systems in healthcare. Internationairdal of Medical Informatics, 73, 75-
89.

Lewicka, D. (2010). The impact of HRM on creatimpipnovative work environment.
International Journal of Innovation and Learnin@l)7430-449.

Machado, F. S. N., Carvalho, M. A. P. de, MatarA@si,Mendonca, E. T., Cardoso, L.

M., Yogi, M. S., Rigato, H. M., & Salazar, M. (201W@tilizagdo da telemedicina como

estratégia de promocao de saude em comunidadé@ihibe da Amazonia: experiéncia
de trabalho interdisciplinar, integrando as diretsido SUS. Ciéncia & Saude Coletiva.
15(1), 247-254.

Massad, E., Marin, H. F., & Azevedo, R. S., Ne0(Q3). O Prontuério eletrénico do
paciente na assisténcia, informacao e conhecinmétiico. S&o Paulo: H. de F. Marin.

Menachemi, N., & Brooks, R. G. (2006). Reviewing thenefits and costs of eletronic
health records and associated patient safety Témfies. Journal of Medical Systems,
30(3), 159-168.

Ministério da Saude . (2007a). A construcao datipalde informacédo e informatica em

saude do SUS - Versdo 2.0. Recuperado em 29 ald07, de
http://w3.datasus.gov.br/APRESENTACAO/PoliticalmfcaoSaude29 03 2004.pdf
Ministério da Saude . (2007b). Recuperado em 30il, ab2007, de
http://portal.saude.gov.br/painel_indicadores_doS $df.

Ministério da Saude . (2007c). Recuperado em 30il, ab2007, de

http://w3.datasus.gov.br/datasus/datasus.php

Noumeir, R. (2006). Benefits of the DICOM struculireeport. Journal of Digital
Imaging, 19 (4), 295-306.

Nunes, D. C., Cotta, J. A., Janior, & Lima, M. Q.(3006). O Prontuario eletrénico do

R. Gest. Tecn. Sist. InfJIISTEM Journal of Information Systems and Technology Management, Brazil



Use and devel opment of health information system: The experience of an organizational unit 177
responsible for the technological services at a public hospital

paciente no hospital Marcio Cunha — 6 anos de sacésiais do Congresso Brasileiro
de Informatica em Saude, Floriandpolis, SC, Brasil,

O'Neill, L., & Klepack, W. (2007). Electronic medit records for a rural family
practise: a case study in systems developmentndbof Medical Systems, (31), 25-33,
2007.

Paulon, S. M., & Carneiro, M. L. F. (2009). A edgé&a a distancia como dispositivo de
fomento as redes de cuidado em saude, Interfacad&a). 13(supl.), 749-757.

Perez, G., & Zwicker, R. (2010). Fatores determiesida adocdo de sistemas de
informacé&o na area de saude: um estudo sobre tugrmnmeédico eletrbnico. Revista

de Administracdo Mackenzie. 11(1), 174-200. Reraghe® em 20 agosto, 2010, de
http://mww3.mackenzie.br/editora/index.php/RAM/eleiview/535

Pietsch, M., Schlaefke, A., Vogl, T. J., & Bergh, BR006). Development and
evaluation of different methods to assess downlaad display time of image web
systems. Journal of Digital Imaging, 19(4), 336-345

Pressman, R. S. (2006). Engenharia de softwared§aRio de Janeiro: McGraw-Hill.

Rubies-Feijooa, C., Salas-Fernandeza, T., Moya+@tyd-., & Guanyabens-Calveta, J.
(2010). Sistemas y tecnologias de la informaciosaud. Medicina Clinica. 134 (1),
56-62.

Sabattini, R. (2007). e-saude. In: P. T. Knight,GC.C., Fernandes, & M. A. Cunha
(Org.). E-desenvolvimento no Brasil e no mundo:sétibs e programa e-Brasil (Cap.
34, pp. 742-761). Sédo Caetano do Sul: Yendis Eaitor

Shen, J. J., Samson, L. F., Washington, E.L., 3ohrB., Edwards, C.; & Malone, A.
(2006). Barriers of HIPAA regulation to implemembat of health services research.
Journal of Medical Systems, 30(1), 65-69.

Slack, N., Chambers, S., & Johnston, R. (2009). idtstracdo da producao (3a ed.).
Séo Paulo: Atlas.

Szot, A., Jacobson, F. L., Munn, S., JazayeriNardell, E., Harrison, D., Drosten, R.,
Ohno-Machado, L., Smeaton, L. M., & Fraser, H. S(2004). Diagnostic accuracy of
chest X-rays acquired using a digital camera for-¢ost teleradiology. International
Journal of Medical Informatics, 73, 65-73.

Tange, H., Linden, H. V. D., Sas, P., Beusmans,T@mon, J., Oosterhout, E. V., &
Hasman, A. (2003). Towards a PropeR combinatiopadient records and protocols.
International Journal of Medical Informatics, 7GBR-141-148.

Turban, E., Rainer, R. K., Jr., & Porter, R. E.(q3D Administracdo de tecnologia de
informacdo: teoria e pratica (3a ed.). Rio de Jané&ilsevier.

Ueckert, F., Goerz, M., Ataian, M., Tessmann, S., Pgokosch, H.-U. (2003).
Empowerment of patients and communication with thezdre professionals through an
electronic health Record. International Journa¥lefdical Informatics, 70 (2-3), 99-108.

Win, K. T., Susilo, W., & Mu, Y. (2006). Personakblth Record Systems and Their
Security Protection. Journal of Medical Systemg$433B09-315.

Vol.8, No.1, 2011, p. 155-178



178 Oliveira, S. V. W. B. de, Arroyo, C. S, Oliveira, M. M. B. de, Ferreira, A. H.

Xiao, L., Hu, B., Croitoru, M., Lewis, P., & Dasmagtatra, S. (2010). A knowledgeable
security model for distributed health informatigrstems. Computers & Security, 29(3),
331-349.

Yang, C. M., Lin, H. C., Chang, P., & Jian, W. 2006). Taiwan's perspective on
electronic medical records' security and privacytgetion: lessons learned from
HIPAA. Computer Methods and Programs in BiomedicB8& 277-82.

R. Gest. Tecn. Sist. InfJIISTEM Journal of Information Systems and Technology Management, Brazil



