The right and duty of secrecy, as a patient protection
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Abstract

The text reflects on the duty of professional secrecy about the information received from patients during
medical assistance in order to respect the right and protection of the patient. In spite of being one of the most
traditional moral concepts in health care, secrecy is still one of the less respected principles. This is particu-
larly worrying considering our times of intense exposition of privacy. The guarantee of confidentiality, besides
stimulating the link between patient and health professional, could favour the assent to a treatment and more
independent decision making as the guarantee ensures the patient that aspects of his or her personal life that
could cause judgement will not be exposed. The secrecy, in this context, works as a mechanism of protection
for the patient in regard to the patient’s values and personal experiences, supporting the necessary confi-
dence in the doctor - patient relationship.

Keywords: Confidentiality. Privacy. Physician-patient relations.
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Resumo
O direito-dever de sigilo na protecao ao paciente

O texto reflete sobre o dever de sigilo profissional em sauide quanto as informacGes recebidas do paciente
durante a assisténcia médica como cumprimento de um direito desse paciente, bem como de sua protecdo.
Embora tido como um dos mais tradicionais preceitos morais da assisténcia em saude, o sigilo ainda é um
dos principios menos respeitados, fato particularmente preocupante em épocas de intensa exposi¢do da in-
timidade como os tempos atuais. De outro lado, a garantia da confidencialidade, além de estimular o vinculo
profissional-paciente, pode favorecer a adesdo ao tratamento e a tomada de decisdes mais autbnomas, ao
assegurar ao paciente a ndo exposi¢do de circunstancias de sua vida pessoal que possam ensejar julgamentos
que ele deseja evitar, mesmo aos entes mais préximos. O sigilo, nesse contexto, funciona como mecanismo
de protec¢do ao paciente no tocante a seus valores e vivéncias pessoais, lastreando a necessaria confianca na
relagdo médico-paciente.

Palavras-chave: Confidencialidade. Privacidade. RelagGes médico-paciente.

Resumen
El derecho-deber de sigilo en la proteccion al paciente

El texto reflexiona acerca del deber de confidencialidad profesional en salud en relacién a las informaciones
recibidas de parte del paciente durante la asistencia médica, como cumplimiento de un derecho de este pa-
ciente, asi como para su proteccion. Aunque se trate de uno de los mas tradicionales preceptos morales de
la asistencia en salud, la confidencialidad sigue siendo uno de los principios menos respetados, hecho parti-
cularmente preocupante en épocas de intensa exposicidn de la intimidad como lo son los tiempos actuales.
Por otro lado, la garantia de la confidencialidad, ademas de estimular el vinculo profesional-paciente, puede
favorecer la adhesién al tratamiento y la toma de decisiones mas auténomas, al asegurar al paciente la no
exposicion de circunstancias de su vida personal que puedan dar lugar a juicios que él desea evitar, incluso
con entes muy proximos. La confidencialidad, en este contexto, funciona como un mecanismo de proteccién
al paciente en lo relacionado a sus valores y vivencias personales, posibilitando la confianza necesaria en la
relacion médico-paciente.

Palabras-clave: Confidencialidad. Privacidad. Relaciones médico-paciente.
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The right and duty of secrecy, as a patient protection

Don’t open yourself to your friend
because he has another friend
And the friend of your friend

has friends too ...

Mario Quintana*®

Confidentiality and respect for privacy are tra-
ditional moral precepts of health professions and
are indicative of the duty of secrecy of professionals,
regarding data about a third party, obtained through
the exercise of his or her work. The professional/pa-
tient relationship must be guided by the trust based
on the duty of professional secrecy.

Some refer to secrecy as the duty to keep a se-
cret, and the secret as the object of secrecy. There
will be no such distinction here inasmuch as the
distinction is irrelevant to this study. In any case, pro-
fessional secrecy has been, nowadays, associated
with the bioethical principle of autonomy consider-
ing that personal data belong to the patient, who is
the only one who can decide, a priori, to whom he
or she wants to give information. The doctor, nurse,
psychologist, as recipients of those data, by virtue of
their profession, should not disclose the information
except by permission of the patient or in exceptional
circumstances, outlined by the law and ethics, such
as cases of compulsory notification provided by
law and regulations, wherein the professional must
breach the secrecy because of epidemiological crite-
ria from the public health system.

However, even before the recognition of bio-
ethical principles and fundamental human rights,
the duty of professional confidentiality was already
required from health professionals, particularly
doctors. The Hippocratic Oath preached that “Into
whatever houses | enter... Whatever, in connection
with my professional practice or not, in connection
with it, | see or hear, in the life of men, which ought
not to be spoken of abroad, | will not divulge, as
reckoning that all such should be kept secret. (Trans-
lation from Greek by Francis Adams — 1849)” %3,

Regardless of being such an old precept in
healthcare, the duty of secrecy is, still to this day,
one of the ethical commitments most disrespected
in the day-to-day of hospitals and health facilities.
See, for example, how widespread are conversations
in corridors and elevators about illnesses of patients
or even how often medical records, with names of
patients and their diagnostics, are placed in public
areas. Even the physical disposition of stretchers
and medical beds allow unnecessary exposure of
patients. Somehow, the information technology has
reduced this risk, but it is still difficult to determine
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who should have access to the data and how to pro-
tect them from external interferences.

Maintaining secrecy is a measure that allows
individuals to protect their peculiarities, idiosyn-
crasies and the privacy of their way of life, allowing
them to choose what to reveal to the judgment of
the outside world or even the judgment of people
who are close to them. It is reasonable to claim that
the proper respect for secrecy in health care not
only would avoid many controversies, but it would
also ensure greater freedom to patients and to
the decision making concerning health care, which
would allow the effective exercise of those patients’
individuality. That’s because even privacy has con-
centric spheres, among which the privacy of medical
records is one of the most inward and significant.

A brief comment is made in this paper about
professional secrecy as a right of the patient, duty
of the professional and protection mechanism for
the patient, in his or her autonomy. We also indicate
some of the main aspects in which professional se-
crecy should be observed in daily practice, as well as
some of its ethical and legal implications.

Who owns the secret: respect for the
modesty and privacy of the patient

As we’ve seen, the secrecy is simultaneously a
right of the patient and a duty of the professional.
For Diego Gracia *, it is even more a duty than a right,
as it is based on a commitment of protection that can
outrank the applicant’s request. Secrecy is expected
from all those who have access to the patient’s per-
sonal data because of their professional activity.

So doctors, nurses, technical assistants,
psychologists, social workers - who received infor-
mation directly from the patient - as well as other
professionals such as such as archivists and auditors,
who had access to the patient’s medical records, are
required to keep secret about all that they know be-
cause of their work %357,

In this area, it is necessary to recommend
particular care with medical records, which should
not be accessible to any person, and to refrain
from indiscreet hallway conversations 2, even with
professional colleagues, which would enable the
identification of the patient, avoiding passing on in-
formation that only concerns the patient, in order to
preserve his or her privacy. Indeed, even the discus-
sion of cases among professionals, supported by
similar duty of secrecy, or in teaching, must preserve
as much as possible, the identity of the patient.
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It should be remembered that patients who
expose their secrets and privacy to a professional
don’t do so by choice but, above all, by necessity.
Having chosen or needing to resort to a professional
in particular, patients, at that moment, intend to re-
veal their data to that professional alone.

Questioning on the other hand from whom
one should keep secret, it is to be observed that se-
crecy is extensive to all those who do not have strict
necessity to have access to the mentioned data,
observing the specific benefit of the patient, who is
responsible to authorise any other case. Even com-
panions should be informed, as a rule, if and when
the patient consents, except in cases of incapacitated
patients, when the legal guardian will be responsible
to authorise or not information to others.

This care does not exempt nor allow even oth-
er health professionals to receive information, if
they do not act in the care of the patient and were
not authorised by him or her. If health professionals
actin the care of a patient, their level of information
should also be limited - besides what they were told
by the patient - to the elements which are essential
to their adequate professional performance. In both
situations and also if they happen to be aware of
other data, the professional should maintain secre-
cy about the information.

On the other hand, the patient should not
confuse the duty of secrecy with the right to the in-
formation necessary to his or her decision-making,
whilst knowing that, being private, his or her data
will only be exposed in exceptional cases. The full
and adequate exercise of autonomy requires, as
it is known, the effective clarification and the free
consent about the procedures to which the patient
will be submitted. In this context, what is possible is
called the right of not to know, if this is the patient’s
desire - although, in most cases, what happens is in
fact a desire not to be reminded of his or her dis-
ease... ° What we want to emphasise is that the duty
of secrecy exists in the face of others, and should
not be held against the patient, to whom the per-
sonal data are related.

The object of the protection of the professio-
nal secrecy is associated with privacy in its more
inward sphere. The right to privacy, according to
Costa Junior °, originated from the recognition
of the Anglo-Saxon law in the 19th century to the
right to be alone. This right consists of concentric
spheres of protection, embracing more internally
the protection of privacy and of the so-called cir-
cle of secrecy, to which only individuals selected
by the interested person can have access. Secrecy
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serves, therefore, the protection of the privacy of
the patient, his or her personal information, choic-
es or life events, test results, modesty, physical and
moral images.

Professional secrecy, research, teaching and
right to non exposure of the image

Regarding the protection of the physical im-
age, for example, a particular zeal is necessary in the
clinical examination of the patient, even if a child.
Although the conditions of care and examination,
especially in emergency units and collective wards,
are not always ideal, it is recommended to respect
and as much as possible, to protect the natural
modesty of the individual, sparing him or her from
unnecessary exposure, which would consist of one
more aggression towards someone who is already
weakened. It is advisable, therefore, to use curtains
of separation between beds during tests and pro-
cedures in order to avoid attracting the curiosity of
other patients and companions.

The prior information and clarification about
the procedure to be performed, besides being an
important element in the establishment of the pro-
fessional-patient relationship and in the obtainment
of consent, is also an indicative of respect for the
privacy of the patient - even in the case of children
and incapable patients in general (according to the
limits of their cognition) - helping to overcome nat-
ural modesty and to allow for a quieter examination
or procedure.

The same is true regarding the use of the pa-
tient’s image, even for teaching purposes. The use
of images must be preceded by informed consent.
This is valid for photographic images of external
body parts, for example, or images originated from
diagnostic methods which involve unidentifiable
images, that is, internal organs, such as radiologic
images. All those kinds of images refer to body parts
of an individual who, therefore, is responsible for al-
lowing or not their divulgation.

Indeed, secrecy should be observed in teach-
ing activities, so that usual visits of students to the
bedside should be preceded by information to the
patient and his or her consent. Moreover, we must
be careful to avoid comments on diagnosis, progno-
sis or other personal data in front of other patients
or companions.

Students should be taught from the beginning
that patients are not mere “interesting cases”, but
human beings deserving of respect, especially con-
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sidering their particular vulnerability . One should
treat others as one would like to be treated, without
forgetting that this does not make the professional
a judge of what should or should not be secret, be-
cause even information that to others may appear
personally banal and for whom its disclosure would
be irrelevant, could be considered extremely sensi-
tive to the patient, given her or his scale of values.
Therefore, the rule has to be to maintain secrecy
about all data relating to the patient, prohibiting
unnecessary comments. The secret belongs to the
patient and only the patient decides what can be re-
vealed and to whom, the professional being simply
a faithful custodian.

Also the researcher and collaborators, when
they access data from medical records or patient
information, should commit themselves to secrecy
about what was found due to the survey, as required
by the regulation on the matter present in theReso-
lution 466/2012 of the Conselho Nacional de Saude
( Health National Council) .

Still with regard to research, even because of
regulatory requirement, it is always important to
make clear, in the presentation of the project, the
researcher’s confidentiality commitment to the ob-
tained data. This requirement extends to studies
conducted with medical records, in which, no lon-
ger being possible to obtain the patient’s consent ,
must contain an explicit commitment on the part of
all who have access to documents that the research
subjects will not be identified and their personal
data will not be exposed. In addition, information
that enables identification will not be shared5 2.

Duty of confidentiality and protection of
autonomy

The duty of professional secrecy is also a pa-
tient’s right from the point of view of the effective
exercise of the patient’s autonomy through the pro-
tection of the existential privacy and its influence in
decision-making. The duty of secrecy as protection
of autonomy includes the patient’s right to decide
freely, solely according to the law and to the patient’s
own way of thinking. Therefore, this commitment is
part of the framework of respect and recognition
of the role of patients in health decisions regarding
their own health.

The decision making process in this context
takes into account not only the technical informa-
tion provided by professionals about the clinical
condition of a patient but it also considers the social,
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mental, emotional and cultural aspects involved as
well as the impact that the decision will have in
future. Human beings, as the social creatures that
they are, live in interaction. However, despite the
era of harsh exposure (consented or not) that we
now live in, the fact is that certain personal aspects
should have their social exposure modulated and
determined solely by the principal involved, who
will suffer the most direct consequences of the
spread of such information.

This concern motivated the 1988 constituent
assembly and the infra-constitutional legislation to
provide for the possibility of punitive damages and
other penalties in cases of not consented exposure,
be the exposure in relation to physical image or in
relation to information that could negatively change
the social image, in his or her environment, of the
person affected. In the case of decisions in the
health area, they will only be taken in the sphere of
effective autonomy, ensuring that they will not re-
ceive interference, as a determining factor, from the
fear of the social impact of a virtual knowledge of
data that should only be revealed by the patient to
whom he or she decides and at the moment and ex-
tension that suits the patient. Secrecy will allow, in
this case, to fully exercise the right to individuality,
diversity and the constitutional liberties through the
guarantee of secretive consent or refusal.

This situation has arisen, as a frequent exam-
ple in the case of Jehovah’s Witnesses, when the
capacitated patient is consulted on the permission
or not to receive blood. That patient’s conscious
refusal of such treatment - possibility that we ad-
vocate - should be observed by guaranteeing full
confidentiality, including with respect to data access
and possible authorisation entered on medical re-
cords, in order to ensure the most reliable possible
answer, as the patient is accountable only to his or
her conscience in regards to the decision making.
Indeed, perhaps because of the guarantee of full
confidentiality about their decision, patients would
be willing to authorise procedures that they are not
comfortable with in public when they are subjected,
before the dictates of their own conscience, to ex-
terior judgment even if only from their loved ones.

The same weighting refers to situations in-
volving abortion (even being lawful), reproductive
capacity, sexually transmitted diseases treatment
(which interest only the partners, as it will be men-
tioned ahead), drug use, and even cancer (which
remains, in many social environments, to this day, as
“the disease that should not be named”). It should
be remembered, in fact, that the patient goes to the
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doctor to be treated, not to be judged or to have her
or his privacy exposed. Therefore, the patient is the
sole responsible for ethical decisions on procedures
that he or she legally accepts to submit to and it is
the patient who should weigh up whether the social
burden of the decision does not outweigh his or her
private consciousness.

Assuring secrecy guarantees the right of in-
dividuals to their idiosyncrasies , the personal
management of their relations, the autonomy over
decisions concerning their health, respect for the di-
versity of thought and the particular circumstances
that affect it, as well as the safeguarding, as much as
possible, of the freedom of decisions about health
when facing external judgment pressures.

Confidentiality and teenager care

Admittedly, when it comes to an adult patient,
lucid and capacitated, only the patient can decide
who will have access to his or her data. Therefore,
the information should be preceded by authorisa-
tion of the patient even if requested by his or her
companions.

As for the child or legally incompetent adult,
the legal guardians are in charge of he patient’s
personal information - although it would be posi-
tive to get the participation of those patients in the
decision making, whenever possible, through infor-
mation compatible with their level of understanding,
encouraging their commitment to their own health
and stimulating their participation in treatments.

A doubt arises, however, particularly regarding
adolescents or, more precisely, the legally incompe-
tent but who, because of some degree of autonomy
and maturity, can manifest the desire against the
communication of certain information about him or
her to the legal responsible.

Notice that the breach of confidentiality in
these situations can pose a serious breach of trust,
when the teenager is driven to move away from
the professional and fails to recur to the profes-
sional in order to clear doubts. It could also cause
those teenagers to omit information relevant to
their care. In this context, there are many authors
who defend the concept of mature minor, pre-
sented by the Society for Adolescent Health and
Medicine, in the 1970s, as a proposal for a modera-
te exercise of self-management, which values the
privacy, confidentiality and the relative autonomy
of adolescents **°, The mentioned Society suppor-
ts the concept that individuals can exercise their
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rights, provided that they have the maturity to un-
derstand them 2°.

Such provision specifies that both invasive pro-
cedures involving risks as well as the circumstances
under which treatment is indispensable should also
be reported to patients who are minor, from whom
it is necessary to obtain consent, as much as possi-
ble, whilst recognising that the legal authorisation
depends on the legal responsible, since they are not
legally autonomous individuals. In case of conflict
between the autonomy of parents as surrogate de-
cision-makers and the beneficence of the minor, the
pro beneficence understanding will prevail because
this is, in fact, a situation of heteronomy.

One should, however, communicate and clar-
ify minors on the need for medical intervention,
answering their questions and promoting their par-
ticipation in the decision-making, assuring, as much
as possible, the maximum confidentiality on infor-
mation about the minors. In regard to the theory
of mature minors it is advocated that, if a refusal
with supposedly harmful effects comes from the
adolescents themselves, and not from their repre-
sentatives, the refusal should be accepted as far as
possible, as long as the maturity of the adolescent to
deal with the matter is recognised and possibilities
of false autonomy, such as the one due to external
pressures or failure to understand the consequenc-
es of the decision, are discarded.

This thesis, though not expressly adopted in
Brazil, can be seen in national and international nor-
mative precepts, such as the appreciation of what
minors have to say and their gradual autonomy, pro-
vided by the articles, related to fundamental rights,
of the Brazilian Child and Adolescent Statute (ab-
breviated as ECA in Brazil , for Estatuto da Crianca e
do Adolescente), from 1990, and the Declaration of
Ottawa on Child Health, from 1998. In this regard,
the Brazilian Code of Medical Ethics from 2010
(abbreviated as CEM in Brazil, for Codigo de Etica
Medica) also establishes in its article 74 that : [It is
prohibited to the doctor] to reveal professional se-
crecy related to minors, including parents or legal
representatives, as long as the minor has discern-
ment capacity, unless the non-disclosure may cause
harm to the patient 2%

Based on this article from the CEM, individu-
al consultations with teenagers are recognised and
even recommended. It is an occasion when more
accurate information about a teenager’s health and
lifestyle habits might be obtained. This information,
a priori, should be kept confidential even from the
legal responsible if the patient has, in the words of
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Article 103 of the Brazilian Code of Medical Ethics
from 1988, which preceded the current one , com-
petence to evaluate his or her problem and act by
his or her own means to solve it ? - That said, the dif-
ficulty of evaluating these aspects in an emergency
consultation is also considered.

But when the situation involves risks to the
patient such as, for example, pregnancy (with the
consequent risk of miscarriage), drug use, suicidal
ideas - then the communication of the professional
to the legal representatives becomes compulsory,
but not before encouraging adolescents to do it
themselves. The parents, if applicable, should be
referred to the specialised support of a psycholo-
gist, social worker etc. It is a situation where the
patient must not be lost from sight, since he or she
is at risk 32324,

Legal and deontological duty to keep a secret

The duty of secrecy is not only ethical, but
legal. Internationally, the Universal Declaration of
Human Rights, from 1948, provides in its Article XII:
No one shall be subjected to arbitrary interference
with his privacy, family, home or correspondence,
nor to attacks upon his honour and reputation. Ev-
eryone has the right to the protection of the law
against such interference or attacks 2. Still at the
international level, the International Code of Medi-
cal Ethics adopted by the World Medical Association
(WMA) in 1949, states that a physician shall respect
a patient’s right to confidentiality .

The Brazilian Constitution of 1988 provides, in
the title about the fundamental principles: Article 5
X —the privacy, private life, honour and image of per-
sons are inviolable, and the right to compensation
for property or moral damages resulting from their
violation is ensured; ¥. And the Penal Code qualifies
the violation of professional secrecy as a crime, in
the following terms: Art 154 - if someone reveals
without cause a secret which is known because of
function, ministry, trade or profession, and whose
revelation can produce damage to others. Penalty -
detention of three months to one year or a fine %. It
is understood, from a jurisprudential point of view,
that this legal disposition includes the conduct of
the doctor who attends patients with abortion his-
tory and who is not required to notify the offence °.

The Brazilian Code of Criminal Procedure, in
turn, in its article 207, prohibits the testimony of
people who, because of function, ministry, trade or
profession, are required to keep a secret unless they
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are given permission by the interested party and
want to give their testimony *. Once summoned
they should go to court but only to inform their
impossibility to testimony, considering the ethical
and legal duty of secrecy. Similar provisions are con-
tained in the Brazilian Civil Code in its Article 229:
No one may be compelled to testify about facts: |
- about which, by status or profession, should keep
secret ¥; and the Code of Civil Procedure, in its Ar-
ticle 347, says that: The party is not required to give
evidence of facts: (...) Il - about which, by status or
profession, should maintain confidentiality 3.

As a result, the medical record, where there
is sensitive data about the patient, can not be dis-
played even to the judiciary without permission
of the patient to whom the data belongs: the pa-
tient, whilst the health unit acts only as a faithful
custodian. These provisions are consistent with the
provisions of codes of ethics for health profession-
als, highlighting, in the 2010 CEM, the principle XI:
Doctors will keep secrecy about information they
hold knowledge because of the performance of
their duties, with the exception of cases provided
by law 2. The chapter IX, which is specifically about
medical confidentiality, should also be highlighted.
The medical reports may only be disclosed with
permission of the patient or the responsible, in the
case of incompetent patients.

In the same vein, the Nursing Professionals
Ethics Code expressed similar concern in its Article
29, when it establishes, among the duties of those
professionals, to maintain secrecy on confidential
fact that they have knowledge by reason of their
professional activity, except in cases provided by
law. The Article 54 also adds, among the prohibi-
tions: To publish works with elements that identify
the patient without his or her consent *.

Other ethics codes in healthcare reiterate that
concern, as can be seen in the Code of Professional
Ethics of Physiotherapy and Occupational Thera-
py (Article 7 VIIl: Keep secret about sensitive data
brought to attention because of their professional
activities and require the same behaviour from staff
under your direction *) and the Code of Ethics of the
Social Worker, where secrecy is presented simulta-
neously as right (Article 15: It is a right of the Social
Worker to maintain professional secrecy) and as a
professional duty (Article 17: The social worker is
forbidden to reveal confidential information 34).

Article 20 of the last code mentioned prohib-
its social workers to give evidence, as witnesses,
about the user on secretive situations that they have
knowledge of due to their professional practice,
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even when authorised to do so 3*. This requirement
calls attention because it is more restrictive than
the procedural and civil law of the country, which
provide the option to the professional, when the pa-
tient authorises, to reveal secrets obtained this way.
But the professional, in this case, will not be pun-
ished if he or she, even being authorised, does not
want to reveal confidential information.

Article 9 of the Universal Declaration on Bio-
ethics and Human Rights acts in the same direction
when it defines, quite accurately, the following di-
rective: The privacy of the persons concerned and
the confidentiality of their personal information
should be respected. To the greatest extent possible,
such information should not be used or disclosed for
purposes other than those for which it was collected
or consented to, consistent with international law, in
particular international human rights law *.

Breach of confidentiality causes

The imperative of secrecy, however, involves
exceptions. The discussion on the possible need for
secrecy flexibility gained ethical and legal space in
the event that became known as Case Tarasoff 36,
occurred in 1969. This is the case of a student at
the University of California, Prosenjit Poddar, who
killed the student Tatiana Tarasoff, having previously
reported to doctor Lawrence Moore, who attended
him professionally, his intention of killing the young
woman. He even informed the time when he would
attempt the murder.

The professional consulted with his supervisor
whether or not he should breach confidentiality in
this case, warning Ms. Tarasoff about the threat to
her life. They decided not to warn Tatiana Tarasoff,
considering the respect for professional confidenti-
ality. Tatiana Tarasoff, alone in her home, was first
shot and then stabbed to death by Poddar. The
parents of the victim filed a lawsuit against the uni-
versity, obtaining favourable ruling.

From then on it was, in general, determined
that situations involving risk of life for oneself or
others should be reported to the appropriate au-
thorities and legal guardians. This includes proven
or suspicious situations (only if based on reasonable
grounds) of children and adolescents maltreatment
as well as episodes of notifiable diseases. This pro-
vision is clear, exempli gratia, in the article 18 of
the Brazilian Code of Ethics of the Social Worker: A
breach of confidentiality shall be admissible only in
situations which seriousness can, whether or not in-
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volving criminal fact, bring harm to the user, third
parties and the community. Sole Paragraph - The
revelation will be made within the limits necessary,
whether on the subject revealed or the extent and
number of people that should be informed 3.

With respect to risk situations, one example
that creates doubts is the knowledge of a diagno-
sis of HIV seropositivity, a circumstance that usually
generates great anxiety among health profession-
als, who understand that this information should
be automatically communicated not only to sexual
partners but also to other colleagues, laboratory
personnel etc. in order to prevent the risk of contam-
ination of these professionals. Note , however, that
in this case the breach of confidentiality is unfound-
ed, considering that adequate health care measures
should be universal and should not depend, there-
fore, on information on HIV seropositivity to be
applied. In addition, AIDS is not the only blood-
borne serious infection, not to mention the many
patients who have AIDS but whose diagnosis is not
known during health care. In this sense, it is import-
ant to note that the fact that a notifiable disease
is a legal reason for breach of confidentiality does
not, however, imply an undiscriminated disclosure
of the information, even among team members, ex-
cept if necessary for the treatment. The staff of the
public authority which received the communication
is expected to act with discretion,in a way that the
care and necessary epidemiological conduct which
cause the inclusion of the illness among the notifi-
able diseases, do not cause unnecessary exposure
and source of discrimination and embarrassment to
the patient.

Somehow, this understanding led to the
alteration of the CFM (Conselho Federal de Me-
dicina- Federal Medical Council) Resolution 1,359 /
1992, which provided the express communication
to sexual partners and sharers of syringes 3, for
the CFM Resolution 1,665 / 2003, seen as more in
line with the Declaration of Madrid, adopted by the
WMA in 1987 37. In this regard, the resolution pro-
vides for the immediate and direct information only
to health workers for which this data is of unequiv-
ocal importance in the care and treatment of the
patient. This way, the respect for the confidentiality
of the data is also kept in this circumstance *.

According to this list of documents, the direct
interest of the patient (in the scope of the health
team) or, in the case of third parties, the right of
those to whom the information implies immediate
or prior risk requires perhaps swift intervention
in order to prevent further damage, as it is in the
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case of individuals known to be at risk of contami-
nation by unprotected sex. Even so, the ideal is to
encourage patients to take the initiative to inform
their partners, avoiding thereby the disclosure of se-
crecy. This disclosure will only be made without the
patient’s consent if it is established that with his or
her conduct and resistance, the patient is endanger-
ing another person’s integrity, which is a criminally
punishable conduct, considering the wilful intention
to contaminate other people or the gross negligence
of the act .

Other legal situations that exempt profession-
als from the duty of confidentiality concerns children
and adolescents maltreatment, an increasingly di-
agnosed condition, to which health professionals’
attention and action are essential in order to prevent
the minor’s return to the cycle of violence, which
often occurs in his or her own residence. To pre-
vent such events, the Child and Adolescent Statute
( abbreviated ECA in Brazil - Estatuto da Crianca e
Adolescente) determines, in its article 13: The cases
of suspected or confirmed abuse against children or
adolescents will obligatorily be notified to the local
Tutelary Counci , without prejudice to other legal
provisions. And further, in Article 245, the statute
characterises as administrative infractions, among
other situations: the doctor, teacher or responsible for
health care establishment, primary education school,
preschool or kindergarten, who refrain to communi-
cate to the competent authority, cases of suspected
or confirmed children or adolescent maltreatment.
Penalty - fine of three to twenty reference wages and
double that amount in case of repetition “°.

Similar measure was also included in the the
Elderly Statute, intended to curb abuse against
this group, also of particular vulnerability. In order
to identify such cases, a cautious investigation, by
thorough examination and anamnesis. Despite the
possibility of harm caused by frivolous accusations,
the legal provision supports the communication of
based suspicions, in order to avoid any crime of
slander. Once the evidence is verified then those
patients should not be lost from sight, considering
that they are at risk where they are. It may even
be necessary to maintain the patient in the health
unit for social preventive issues pending action of
the Tutelary Council or prosecutor. In places where
the tutelar council doesn’t exist, the communication
of suspected maltreatment related to the minor pa-
tient should be made to the Justiga da Infancia e da
Juventude (Justice of Childhood and Youth) or to the
State prosecutor 4, accounting for just cause for
breach of confidentiality.
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In turn, the notifiable diseases, another hy-
pothesis of legal breach of confidentiality, are
contained in the Ordinance 1,271 / 2014, of the
Ministry of Health “. It is a criminal offence to not
communicate those diseases to the competent pub-
lic institutions, in accordance with Article 269 of the
Brazilian Criminal Code: If the doctor fails to report
notifiable diseases to the public authority : Penalty
- detention of six (6) months to two (2) years and a
fine %8, The compulsory character, in this case, rep-
resents an exceptional restriction of the interest of
the individual in favour of public health and security,
since it aims at the possible need for action in the
area of public health policies.

Other hypothesis of breach of confidentiality
admitted by the jurisprudence are the judicial re-
quest of medical records and the need to defend the
professional, within the limits of what is essential to
these purposes, according to the CFM Resolution
1,605 / 2000 “°.

Post mortem secrecy

Finally, we must point out that the duty of se-
crecy does not cease with the death of the patient
- which would open space for debate on the ethical
appropriateness of the current regulatory require-
ment to record the cause of death on the death
certificate provided by notaries, despite the undeni-
able importance of such registration to public health
- or because it is public knowledge (Article 73 of the
CEM, from 2010 22).

As access to medical records after the patient’s
death, the aforementioned article 77 of the CEM
(Abbreviation of Codigo de Etica Medica in Brazil -
Code of Medical Ethics) was changed by the CFM
Resolution 1,997 / 2012, with the intention of includ-
ing in its latest redaction the following prohibition:
To provide information to insurance companies on
the circumstances of the death of the patient in your
care, besides those contained in death certificates *'.
The previous text was more flexible in terms of fam-
ily authorisation when it prohibited the provision
of information to insurance companies about the
circumstances of death of the patient in your care,
besides those contained in death certificates, except
by express consent of the patient’s legal represen-
tative 21, As seen, it is not unreasonable to consider
that the very mention of the cause of death on the
public certificate already is a disclosure of data that
maybe the patient - who owns the secrecy and is
favoured by it - did not want to see disclosed.

http://dx.doi.org/10.1590/1983-80422015233088



In this context, however, it is essential
to highlight the recent CFM Recommendation
3/2014, which, under the strength of the prelimi-
nary injunction in the minutes of public civil action
26.798-86.2012.4.01.3500, filed by federal prose-
cutors of Goias (a Brazilian federative state), with
interposition of an interlocutory appeal, complied
with the provisions below: Recommend to medical
professionals and medical, clinical, ambulatory or
hospital treatment institutions in order to: a) provide,
when requested by the surviving spouse / partner of
the dead patient, and subsequently by the next in
line legitimate successors of the patient, or relatives
up to the fourth degree, the medical records of the
deceased patient: Provided that the family bond has
documentary proof and observed the order of hered-
ity; b) inform patients about the need for an explicit
statement of objection to the disclosure of their med-
ical records *.

It must be recognised that, in most cases, pa-
tients have no reason to hide their medical records
from their friends and family, and that access to
such a documentation has legal repercussions when
there are doubts, for example, about the adequacy
of the medical care of the patient, so the absolute
secrecy would in this case be paradoxically contrary
to the interests of the patient. However, given that
medical confidentiality is a strictly personal right of
the patient *, the rule should be the post mortem
preservation, always preceded by questioning the
patient, at the time of his or her internment , on
whether or not to allow the family to have access
to medical records. Considering the way that item
b was formulated, it appears that secrecy about the
medical record of a dead patient is an exception,
which in itself would raise a doubt, with psycho-
logical repercussions, for the family of the patient
as they wouldn’t be sure if they were acting ac-
cording to the patient’s wishes or not. Perhaps the
patient had wished to avoid this uncertainty. Thus,
it is more relevant to affirm the secrecy of medical
records and their very personal character as a rule,
except for a previous consultation with the patient
about who would be allowed to authorise access to
the patient’s medical records, in case of loss of con-
sciousness or post mortem.

Final considerations

Secrecy is a patient’s right and a duty of the
professional, especially when it comes to inter-
personal relations in healthcare. The guarantee of
confidentiality allows for a more autonomous ex-
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ercise of diversity and individuality, by protecting
against external pressures which could eventually
be coercive, aiming at equalisation of the majority
or even the minority which are representative of
the social environment. Only with effective respect
to medical confidentiality will it be possible, in many
cases, to have a consent that is in fact free, after due
explanation, leaving solely to the patient the judge-
ment of his or her own circumstances without fear
of the repercussion that their personal health deci-
sions may have on their environment.

Everybody who has access to personal data
about patients should keep the information con-
fidential. This applies both to the professional
environment and to the research and teaching uni-
verse. Secrecy must be kept, inclusive of and as far
as possible - that is, safeguarding the cases of risk to
life or of serious risk to the integrity - in the case of a
patient who is a minor but who has the competence
to conduct herself or himself according to their own
initiative.

This is because secrecy, in the legal framework,
is associated with the constitutional rights of privacy,
recognised as fundamental in Brazilian law, follow-
ing the example of human rights at international
level and with influence on the infra-constitution-
al legislation, including the deontological codes.
Exceptions to the duty of secrecy are specific, con-
sisting, according to ethical and legal provisions,
of the risk of death to oneself or others as well as
legally stipulated cases, such as notifiable diseases
and suspicions of abuse against incompetent or par-
ticularly vulnerable individuals.

It should be remembered also that the med-
ical record belongs to the patient, and the health
unit works only as a custodian of the record. Thus,
the access to those records should not be fran-
chised to insurance companies or other health
professionals unrelated to the treatment, nor the
family, unless the patient, when able, authorises it.
This decision is up to their legal guardians in the
case of incompetent patients. Finally, the profes-
sional duty of secrecy does not end with the death
of the patient or because it is a public fact or re-
gards a public person, although one can discuss the
easing of access, when expressly authorised by the
patient or in the case of suspicion of poor profes-
sional practice which intervened in the cause of
death.

From all the above, it is concluded that, with
respect to the patient, the guarantee of secrecy
works not only as a factor to stimulate participation
in medical treatment, due to the patient’s trust in
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