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Abstract— The growth of urban centers has a major impact on
our lives and on our society, one of which is the increase in the
vehicle fleet, which in turns is a major offender in increasing road
congestion, pollution, accidents, theft of vehicles, among others.
With a focus on minimizing problems with theft of vehicles in
an urban environment this paper proposes a low cost Internet of
Things for smart surveillance system. The central element of the
system is attached to a vehicle that travels in an urban environment
making Automatic License Plate Recognition of the vehicles license
plates in front of it. The information collected is forwarded to a
cloud service that is responsible for monitoring restricted vehicle
license plates to view positioning, time, date and statistics related
to restricted vehicle license plates. Experimental results obtained
in test paths in an urban environment show promising results.
The low cost of implementing the system allows it to be scaled to
a fleet of vehicles, making it possible to build a mobile intelligent
surveillance network, amplifying the monitoring capacity of an
urban area.

Index Terms— Internet Of Things, Smart Surveillance, Automatic License
Plate Recognition

I. INTRODUCTION

In recent years in Brazil, there has been a drop in vehicle theft, using violence of around 30% and
a drop of 12% without using violence [1]. Several factors, such as the country’s economy and public
policies, have a strong influence on the country’s decrease in crime and, if coupled with technological
advances applied to security, such decrease maybe even more significant.

Surveillance systems are traditionally composed of Closed-Circuit Television (CCTV) cameras, which
capture images to be supervised by security officers, who must be very attentive to the events that
occur on each of the screens in the monitored locations. Currently, the technological development of
electronic devices such as wireless sensors [2] combined with advances in computer vision and digital
image processing has enabled the Internet of Things (IoT) to assume a fundamental role in the area
of surveillance, creating the new concept of Smart surveillance. No less important than patrimonial
monitoring, restricted areas monitoring, industries surveillance, the monitoring of vehicles on urban
roads stands out, providing security agencies with the ability to track restricted vehicles. According
to [3] automatic license plate recognition systems(ALPR) traditionally have some stages before the
recognition of the vehicle plate itself. They are: image acquisition, extraction of the vehicle plate,
segmentation of the vehicle plate, and recognition of the characters contained in the license plate. In
real-time systems, the hardware and software that perform such stages must be robust enough to apply

the necessary algorithms at each stage and on each frame of the captured video streaming. It must
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be taken into account that the higher the resolution of the image, the more chance one has to extract
the license plate and perform the recognition of its characters, however more computational power is
required to process the entire high resolution image matrix.

To reduce costs with high computational power hardware for vehicle license plate recognition in
real-time, this article proposes to restrict the area of application of the system to an urban environment,
which limits vehicles speed because many retention points such as traffic jams, pedestrian crossings,
traffic control lights, among others. The constant decelerations caused by these retention points cause
vehicles to travel at very low speeds or stop in a row and close to each other, which makes continuous
capture of video images unnecessary. Then the same image frame would be captured many times and
the computational capacity would be wasted by performing the stages of extraction, segmentation, and
character recognition of the license plate. Based on these characteristics, the proposed IoT system
acquires of high-resolution images spaced by a period of time necessary for the low-cost hardware
to be able to execute the routines of the license plate recognition software and send the data to the
cloud service responsible for storage location information (latitude, longitude), time and license plate.
The purpose of the system is to operate in a time close to real-time and at a low cost compared to
ALPR real-time platforms that process high-definition videos. The rest of the paper is organized as
follows: Section II describes the works related to enabling technologies for the implemented system.
The architecture of the system will be described in section III. The implementation of the system will
be described in section IV. Section V presents practical tests. Finally, the conclusions are given in

section V1.

II. ENABLING TECHNOLOGIES

Intelligent surveillance systems consist of the use of automatic video analysis technologies [4], which
are intended to fill human attention lapses. Legacy surveillance systems rely only on video capture by
camera systems spread over strategic locations in the monitored environment, subjected to human
analysis to investigate incidents that have occurred or even perceive any suspicious behavior in the
environment in real-time. The evolution of information technology coupled with advances in the areas
of robotics, electronics, computer vision, and IoT, allowed surveillance systems to evolve into much
more elaborate architectures such as the proposal in [5]. For example, the use of wearable sensors in
police forces, microphones, and cameras scattered throughout the city, sensors coupled to police vehicles
and drones, all capturing data to submit to intelligence algorithms capable of crossing information to
prevent incidents or even catastrophes. As discussed in [4], this is the break in the paradigm brought by
smart surveillance systems that have moved from incident investigation systems to incident prevention
systems. As can be seen in [6], in these types of smart systems, events are recorded and trackable and
can be revised at any time through simple queries in the database. Not only limited to environments
where heritage monitoring and access control are required, smart surveillance systems can also be
applied to more dynamic environments such as urban roads through which vehicles travel. Some cities
in Brazil already have smart monitoring systems which form a security fencing such as Vitdria in the
state of Espirito Santo, Brazil [7]. It is a system with 86 fixed, high-resolution cameras installed in 24
barriers around the city, where photos of car license plates are recorded and recognized by an ALPR
system, so if there are any restrictions related to vehicle license plates, the institution responsible for

security will be triggered. Decentralized and layered architectures, as proposed in [8], can bring a
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gain in optimization in smart surveillance systems by reducing the response time and increasing the

scalability of the system.

A. Decentralized architectures

Centralized monitoring systems depend on robust computational architectures, which need to meet
the system response time requirements for the various monitored target areas. The infrastructure must
grow proportionately as the system’s coverage area increases. Considering these challenges, layered and
decentralized architectures, as proposed in [8], can bring optimization gains to intelligent surveillance
systems, reducing response time and increasing scalability. In [9] the architectures for smart surveillance
are based on edge computing and fog computing [10], paradigms where complex computation is
performed on the edge devices of the system. This new paradigm is a proposal to overcome the
deficiencies of cloud computing [11], [12]. Challenges such as scalability, ubiquitous sensory data
access, event processing overhead, high networking traffic, and massive storage can be overcome
through Fog computing, which aims to support the critical latency of smart surveillance applications,
promoting proximity between cloud computing and the data producers. It also eliminates long round-
trip times previously introduced by the cloud infrastructure used for analytics, as well as cost savings,
energy savings, and reduced bandwidth consumption [13]. Currently, Mobile crowdsensing (MCS) [14]
architectures become feasible through decentralization and use of Mobile Edge Computing (MEC). The
high demand for computing resources as concurrent connections on the backend of services running on
the cloud, real-time processing power, as well as device management functions (where context tracking
is kept in the application) where its refresh rate is very dynamic, only a decentralized architecture
based on MEC can bring better performance and evolution for the application in question. Otherwise,
problems such as increment high loads on the mobile network and backhaul occur, generating unwanted
side effects such as bottlenecks and communication delays. The advance in mobile communications
made it inevitable that the MEC would be adopted. As quoted by [15] the communication systems from
generations 1 to 4 (1G to 4G) were intended to increase wireless speeds to support the transition from
voice-centric to multimedia-centric traffic. The fifth generation (5G) of mobile communications has a
different purpose from previous generations. This generation must support communication, computing,
control, and content delivery, where applications require unprecedented high access speed and low
latency. For these requirements, essential for the services of this new era of communications is that
architectures based on MEC are adopted. Bringing storage and computing capacity closer to users and
making the new communication trend in which traffic is consumed and produced locally is met within

specified parameters for a 5G network.

B. IoT

The IoT has revolutionized ubiquitous computing and is expanding very rapidly. Some years ago it
was projected that in 2020 we would have around 50 billion devices in the world [16], which is not
possible to know for sure today, but it is noticed that exponential growth happened. Devices such as
Radio-Frequency Identification (RFID) tags, sensors, actuators, mobile phones, etc., are increasingly
integrated into our lives, changing the way we interact with the world. In [17], the reduction in terms
of size, weight, energy consumption, and cost of radio devices is mentioned as a crucial point for the

expansion of the IoT concept, which allowed practically all objects to have integrated radios, enabling
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a simple object to have connectivity with people and any other "thing" that also had communication
capacity. With the advent of 5th generation networks (5G networks), [oT technology may have improved
connectivity capabilities in addition to security, reliability, coverage, low latency, and meet a very
wide range of new applications. According to [18], 5G networks will guarantee IoT the necessary
quality through its features such as enhanced Mobile Broadband (eMBB), massive Machine-Type
Communications (mMTC), and Critical Communications (services with ultra low latency).

As a revolutionary technology, IoT could not be left out of the fourth industrial revolution, known
as Industry 4.0. This technology is based on the Cyber-physical System (CPS) [19], a discipline that
involves computer engineering and communication systems that interface with the physical world. This
concept of CPS makes this technology closely linked to IoT which in a way also involves computer
engineering and communication systems interacting with the physical world. In [20] the author deals
with the concept of CPS more completely, leaving the vision of IoT with one of the technologies
that integrate it. With the reduction in terms of size and cost and increase in the computational power
of computers, [oT devices have been able to contribute strongly to the evolution of IoT architectures
based on Edge Computing. Tasks with more complex operations could be solved directly on these edge
devices, as long as they had no power restrictions. In [21] the Single Board Computer (SBC), can be
used as a cheaper alternative and compatible with the existing computer vision software compared to
the use of field programmable gate arrays (FPGAs) and General Purpose embedded hardware. In this
category of SBC, the Raspberry Pi [22] stands out, a device that fits in the palm of the hand, but with
a high computational capacity capable of performing computer vision tasks, thus being an alternative
to decentralized systems based on edge computing. The following can be mentioned as advantages of

using a Raspberry Pi in an architecture based on edge computing:

« A flexible device that supports several operating systems (among them, several Linux distributions
and windows)

e A storage memory expansion capacity greater than 64 GB (depending on the SD card used)

o Supports working on multi operating processor (Broadcom BCM2837 64-bit processor), operates
at 1.2 GHz

e Four USB ports, 40 GPIO pins for interface

o Support for C / C ++, Python and Java programming languages

e 5V power supply, which also makes it easy to connect to solar cells or batteries

o Can run in server mode, such as a web server, handling numerous requests.

C. Automatic License Plate Recognition

Vehicle license plate monitoring systems are being increasingly requested by public security and
traffic inspection bodies to monitor vehicles with traffic restrictions and to inspect vehicle taxes respec-
tively. The great challenge of automatic plate recognition is to extract the characters representing the
identification of the vehicle license plate from the image. Numerous obstacles increase the degree of
difficulty of the vehicle license plate recognition challenge. Among them are the lighting conditions of
the environment where the images are being captured, the quality of the captured image, the angle at
which the vehicle plate is fixed to the vehicle, dirt causing distortions in the interpretation of digits,
plates of different types, colors, and formats, among others. According to [3], an ALPR system consists
of four stages:
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o Image acquisition: Acquisition of the image itself, encompassing the entire vehicle.

« License Plate Extraction: Identification of the license plate object and its extraction from the image.

e License Plate Segmentation: From the extracted license plate, it is segmented to extract the
characters to be recognized.

o Character Recognition: Based on the segmented characters, they are recognized to obtain the final

result, which is the license plate identification.

Each step must be carried out successfully so that a result of satisfactory quality can provide accurate
information for the next step. In this work, the ALPR stage will be performed through OpenALPR [23],
which is based on the OpenCV libraries [24], responsible for all image manipulation, and Tesseract [25],
which is based on the technique Deep Learning (DL) of Long Short Term Memory neural networks [26]
(LSTM). These, in turn, mimic the human system of long and short term memory and have the advantage
of overcoming the problems of error backpropagation [26] found in the back-Propagation Through Time
networks [26], [27]. ALPR systems such as the one implemented in [26] use LSTM networks to locate
the characters on the vehicle plate, as well as extract character characteristics. Currently, widely used
networks for image recognition and consequently in ALPR are the Convolutional Neural Networks
(CNN). The authors of [28] and [29] use these networks in conjunction with the LSTMs to perform
feature extraction, locate the characters on the plate and recognize them. Advanced image recognition
techniques enrich ALPR a lot, however, using them with the tuning of the system’s parameters set as
discussed in [30] oriented to the application makes it possible to reach a state of the art.

III. SYSTEM ARCHITECTURE

The proposed system architecture offers a decentralized smart surveillance system model based on
IoT services. Using an SBC (Raspberry Pi 3 Model B) with an integrated camera and GPS, OCR will
be performed on the vehicles license plate that will have their images captured along with their GPS
coordinates and then sent to a remote database. This system will act as an Edge Computing, taking
care of all the image processing necessary for the recognition of the vehicle license plate. The purpose
of the system is that only authorized public security institutions have access to the visualization of
the plates recognized by the system, the collected data will be transmitted encrypted to the cloud for
storage and analytics. An approach focused on data security and privacy will not be the focus of this
work. Fig. 1 presents a diagram of the application context of the system.

The central element of the System is a Raspberry Pi 3 Model B, under which the Raspbian OS
operating system runs. Fig. 2 shows the implemented architecture on the central element of the system.

The elements of this architecture are as follows:

« Raspberry Pi 3 Model B: A SBC Hardware responsible for providing the necessary computational
resources for Optical Character Recognition (OCR) and transmission to the cloud. In this paper,
this is our element of edge computing.

e GPS - NEO 6M: Hardware responsible for GPS communication. It is connected to Raspberry Pi
3 through a Serial interface and the acquisition of its data is done through the Python Pynmea2
library.

o Camera: Hardware for image acquisition. It is attached to the Raspberry Pi 3 through a CSI
interface. The images obtained by the camera are managed through the Python PiCamera library.
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Fig. 1. System application context diagram.
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Fig. 2. Prototype architecture.

o Multiprocessing: A Python library with support multiprocessing, was used to optimize the recog-
nition process of the Vehicles License Plates.

e OpenCV: an Open Source library with computer vision algorithms.

o Tesseract: A library that contains an OCR engine.

e OpenALPR: An Open Source library for Automatic License Plate Recognition.

o Internet: The internet will be reached by the system through an LTE cellular network, through a
smartphone with a router function enabled.

o SFTP: SSH File Transfer Protocol. It will provide a secure channel for transmitting files containing
License Plates information to the database via the cloud.
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IV. SYSTEM IMPLEMENTATION

The system was created to capture images of license plates of vehicles in an urban environment
and transmit them to storage and analytic server in the cloud, requiring dedicated software for image
processing, character recognition, and transmission of information safely. The system has its structure

based on the architecture shown in Fig. 2, which will act in the scenario presented by Fig. 1.

A. Hardware design

As can be seen in Fig. 3, the central processing node is a Raspberry Pi 3 Model B, which has a five
megapixel fisheye camera, CCD: 1/4 "connected via CSI interface and a maximum resolution of 2592
x 1944 pixels.

12V to 5V converter
plugged on car power
Supply

P34 :20A
XIB@AND

usaIG |
DB XY

ZAWICAN-AD

Fig. 3. Connection of hardware elements.

The central element cost is shown in Table 1.

TABLE I. CENTRAL ELEMENT COST.

Item Cost
Raspberry pi 3 Model B (1GB RAM)  $ 80.00
Raspberry Pi Camera $ 19.00
Car power Supply 12V to 5v $ 12.00
GSP Module Neo-6M $ 12.00

B. Software

The main software component of the system is OpenALPR, which performs the OCR of the vehicle
license plates. This is based on the OpenCV and Tesseract libraries, running under the Raspbian OS
[31]. For OpenALPR operation, the following dependencies were installed: OpenCV in version 2.4.8
and Tesseract in version 3.0.4. Below is a diagram of the logical flow executed by the system represented
in Fig 4.

When the system is turned on, it starts a loop that captures four images in sequence, through
the camera. These images are submitted to processes in parallel running OpenALPR through the

multiprocessing library used in the python software that manages the flow of Fig. 4. The multiprocessing
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library makes it possible to process the four images obtained initially in parallel, making use of the
four cores of the 64-bit ARM Cortex-A53 1.53 GHz processor of the Raspberry Pi to run OpenALPR
processes. During the image capture loop, the camera ISO parameter, which controls the camera
sensitivity to light, is configured according to the current time, as shown in Table II. Low ISO values
imply low sensitivity, while high values are used for low lighting conditions [32]. The values adopted
in Table II were obtained empirically. Another parameter worked on in the system is the shutter speed.
The shutter speed is limited by the framerate (fps), like a shutter speed less than 1/fps is not possible.
A slow shutter speed leaves target objects in motion with a blurry appearance. To avoid blurring, it
is ideal to have a shutter speed of fewer than 0.001 seconds for free traffic applications [33]. In this
way a long shutter speed, the image is blurred, whereas, for a fast shutter speed, the image is more
frozen, bringing clarity in presence of a moving object, but the sensors capture less light. Thus, during
the period when there is no more sun, we keep a long shutter speed, so that it is possible to capture
more lighting and view the vehicle’s license plate. During the day it is left it close to the inverse of the
frame rate since there is a lot of lighting and the targets are almost always in motion. After capturing
the images, if any plate has been recognized, that is, it follows the alphanumeric pattern of License
Plates in the Brazilian standard as shown in Fig. 5 and Fig. 6, the time and GPS information obtained

and added to the License Plate information for that are then routed securely to the remote database.

TABLE II. CAMERA ISO CONFIGURATION.

06:00 AM > Hour > 19:00 PM  18:00 PM > Hour >= 19:00 PM  18:00 PM >= Hour >= 06:00 PM
ISO 400 300 60

The information is transmitted to the remote server in text file format, protected by the SFTP protocol.

This file is kept in the Raspberry Pi until the SFTP transmission occurs successfully, otherwise new
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sending attempts are made at regular intervals until they are successful according to the diagram in
Fig. 7.

Send the three Are there files
oldest files to the in the license
database plate directory ?

No wait next
send task

Yes Delete the

transmitted files

Transfer
successfull ?

Fig. 7. File transmission flowchart.

The capture and recognition hardware will be coupled to a test vehicle hatch with 1474 mm high
and 3892 mm long. This hardware has a slight inclination towards the ground, about 18 degrees, so the
distance to the vehicle in front that provides an image with adequate quality is between 2 to 5 meters,

as can be seen in Fig. 8 and Fig. 9.
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Fig. 8. View of the hardware attached to the rear view of the test vehicle.

1474 mm

I 425,11 mm
TE000 mm V2000 mm

Fig. 9. Viewing angle of the hardware for image capture.

V. PRACTICAL TESTS

To validate the implementation of the system, it will be subjected to a test route in an urban
environment. The route chosen was between the cities of Serra and Vitdria in the state of Espirito
Santo, as shown in Fig. 10.

The route corresponds to 17.3 kilometers between the cities of Serra and Vitéria. Due to the flow of
vehicles, the time spent on the route was 32 minutes and 34 seconds. During this journey, 280 images
were captured, of which 51 of these images it was possible to recognize a License Plate through
OpenALPR, that is, the software flow shown in Fig 4, reached the Regular Expression Application
step. The images have a resolution of 1280 x 720 pixels with an average size of 900KB. In the test
run, it was observed that the time taken for the flow described in Fig. 4 to complete ranges from 4
to 7 seconds, that is, the image captures have a maximum sampling time of 7 seconds. Remember
that at each execution four images are taken in sequence. Table III shows the number of license plates

recognized with the respective speeds at the time they were captured.

Brazilian Microwave and Optoelectronics Society-SBMO  received 19 Aug 2021; for review 27 Aug 2021; accepted 16 Dec 2021
Brazilian Society of Electromagnetism-SBMag © 2022 SBMO/SBMag ISSN 2179-1074



Journal of Microwaves, Optoelectronics and Electromagnetic Applications, Vol. 21, No. 1, March 2022
DOIL: http://dx.doi.org/10.1590/2179-10742022v21i1255541 151

COLINADE cpyT 1y
RES. VISTA LARANJEIRAS

DO MTE.
JOSE DE
ANCHIETA
Goitizeiro
TIMS PLANALTO DE CHACARA
CARAPINA PARREIRAL
) _' JARDIM
= /LIMOEIRO
™2 g,
s ©
/| sAo DIOGO Il
. JARDIM [(191]
Jacui CARAPINA
ing Méstre Alvaro
4DRE MATHIAS
o TUBARAO
W JARDIM
AEROPORTO CA MBURI
1) = 24 min

REPUBLICA
NONAIPALESTINA

MATA DA PRA/A.

ILHA'DAS
GAIEIRAS )
JARDIM/
A PENHA
> 1
= SANTAALUIZA
m
: § Hospital Santa Rita o
10 4 _ DA PENHA itoria”
& |INHANGUETA % [
v stauran
o &
B gAvenida Nossa
= DE LOURDES Senhora da Penha, 275...
Clinica de Acidentados ILHA DE
de Vitdria SANTAIMARIA ENSEADA

Fig. 10. Testing path (blue path).

TABLE III. SPEED RANGE AT WHICH THE LICENSE PLATES WERE RECOGNIZED.

0 to 20 km/h 20 to 40 km/h 40 to 60 km/h  Above 60 km/h

number of vehicle license plates recognized 46 4 1 0

The graph in Fig. 11 shows the data presented in table III over time.

Recognition successes are achieved at low speeds. At high speeds, the system has a level of vibration
due to irregularities in the highway and also at high speed a space greater than five meters is taken
from the vehicle in front for safety reasons. Thus, it becomes more difficult to successfully recognize
the license plate image. Further deepening the results presented in Table III and Fig. 11, we have Table
Iv.
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Fig. 11. Speeds measured during plate recognition.

TABLE IV. LICENSE PLATE RECOGNITION SUCCESS RATE.

New Brazilian License Plate model Old Brazilian License Plate model

Total license plates collected

29 (56.86%)

22 (43.14%)

Total license plates recognized correctly 27 (93.10%) 20 (90.9%)
Total characters recognized correctly 201 (99.01%) 152 (98.70%)
Total characters incorrectly recognized 2 (0.99%) 2 (1.3%)

In Table IV, it is possible to evaluate the performance of OpenALPR in activity in the system. The
table shows that the system can recognize both license plates in the old and the current standard, shown
in Fig. 5 and Fig. 6. It is also noticed a higher rate of correctness of characters in license plates in
the new standard. This is because, in the old standard, the characters "I" and 1 are represented by the
same symbol, which also occurs between the characters "O" and "0". Regular expressions were created
to deal with this issue after the recognition stage. Comparing Fig. 5 and Fig. 6 they differ in the third
character from right to left, in which on the old license plate, this character is a number, while on the
new license plate, this is a letter. In this way, any "1" or "0" that appears in the three leftmost digits
will be replaced by "I" or "O" respectively and if the digits "I" or "O" appear in the four rightmost
positions, except the third position (if the old and current license plates coincide) is replaced by "1"
or "0" respectively. Currently, the system is configured to send three image files (photo of the license
plate), along with a text file containing the text of the recognized license plate, latitude, longitude, date,
time, vehicle id which captured the license plate and probability of correctness of the same (OpenAlpr
emits this probability when recognizing a license plate) every 10 minutes. Fig. 12 shows the volume
of the data flow of the test route in the initial 30 minutes.

After transferring files to the remote server and storing information in an MYSQL database, it is

possible with authorized credentials to perform license plate searches on the remote server, as shown

in Fig. 13.
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Fig. 12. Flow of sending data from the raspberry pi to the cloud.
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Fig. 13. Result of searching for license plates on the database.

The latitude and longitude positions from which the license plate image was obtained mark a point
on the map, which contains the capture information, along with the name of the image file, if any
consultation is required. As an example, in Fig. 14, the image file shown in Fig. 13 was opened,

which demonstrates the correct recognition of the system (all characters was recognized correctly, only

omitted for privacy reasons).
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Fig. 14. Vehicle image together with license plate obtained by the system.

VI. CONCLUSION

The implementation of a low-cost IoT system applied in the context of intelligent surveillance was
presented in this paper. The results obtained in the practical tests demonstrated the potential of the
system to carry out the monitoring of vehicle license plates in an urban area. With a relatively low
cost compared to the structures with fixed cameras and computational structure for the analysis and
recognition of license plates currently existing, agencies responsible for public security can set up a
monitoring network for a value well below centralized computational structures that perform all the
work of image processing and recognition in the current scenario, also freeing it up costs of installing
high-resolution fixed cameras in strategic locations. In terms of image recognition technology, this
system is not improved as in [29], which makes use of sophisticated techniques such as convolutional
neural networks and LSTM networks, in addition to the use of state-of-the-art hardware (NVIDIA
TITAN GPU with 12GB of GPU memory) from an image processing point of view. This system
aims to be scalable, to the point of having so many mobile monitoring points collecting images and
performing their recognition that they would overcome the deficiencies of image recognition not seen
in sophisticated systems. Another relevant feature from an IoT point of view is the characteristic of
local data processing, which optimizes the use of network resources. This feature makes the system
able to operate in low data rate networks without overloading it. This system combined with legacy
fixed systems for intelligent monitoring can bring capillarity to the structure, providing the monitoring
of isolated areas not reached by fixed camera systems. Thus restricted vehicles limited to these areas

could then be reached.
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