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Abstract: The Supply Chain has undergone major transformations due to the need to implement 
new Industry 4.0 technologies, such as Internet of Things, Big Data, Cyber-Physical Systems and 
Cloud Computing. Thanks to these technologies, as well as to their subsystems and components, 
full integration of the supply chain is becoming possible. However, it is observed that the real 
impacts of Industry 4.0 technologies, rather positive or negative, are not yet totally clear and 
identified. This paper aims to identify and present an analysis of the challenges and obstacles 
that Industry 4.0 technologies may cause in the Supply Chain. For this, the most relevant papers 
on the topic were selected and analyzed through a systematic literature review. Twenty 
challenges grouped into four macrogroups were identified: (1) technical challenges, (2) financial, 
environmental and legal challenges, (3) technological challenges, and (4) sociocultural 
challenges. It should be noted that these challenges require greater attention and more in-depth 
studies on the part of the academy to support industry in order to mitigate them and thus allow 
better use of the available technological resources and optimize the performance of Supply Chain 
operations. 

Keywords: Supply chain; Supply chain 4.0; Industry 4.0; Challenges. 

Resumo: A Supply Chain vem passando por grandes transformações em função da necessidade 
de implementação de novas tecnologias da Indústria 4.0, como a Internet das Coisas, Big Data, 
Sistemas Físico-Cibernéticos e a Computação em Nuvem. Graças a essas tecnologias, bem 
como a seus subsistemas e componentes, a integração total da Supply Chain está se tornando 
possível. No entanto, observa-se que ainda não estão totalmente claros e identificados os reais 
impactos, positivos ou negativos, que as tecnologias da Indústria 4.0 causam na Supply Chain. 
Este trabalho tem como objetivo identificar e apresentar uma análise dos desafios que as 
empresas deverão enfrentar ao implantar as tecnologias da Indústria 4.0 na Supply Chain. Para 
isso, foram selecionados e analisados, por meio de uma revisão sistemática da literatura, os 
trabalhos mais relevantes sobre o tema. A revisão identificou vinte desafios agrupados em quatro 
macrogrupos: (1) desafios técnicos, (2) desafios financeiros, ambientais e legais, (3) desafios 
tecnológicos e (4) desafios socioculturais. Observa-se que estes desafios requerem grande 
atenção e estudos mais aprofundados por parte da academia para apoiar a indústria no sentido 
de mitigá-los e, assim, permitir melhor aproveitamento dos recursos tecnológicos disponíveis e 
otimizar o desempenho das operações da Supply Chain. 
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1 Introduction 
Supply Chain (SC) has been intensively studied, and great efforts have been made 

to integrate and strengthen companies’ competitiveness. Nevertheless, the SC 
function, which is responsible for coordinating both the internal activities of companies 
and the relationship between their customers and suppliers (Schrauf & Berttram, 2016), 
is becoming increasingly complex, making it difficult to improve companies’ activities’ 
performance and cost reduction (Fore et al., 2016). In this respect, integrating 
processes among SC members is essential. One way to achieve such integration lies 
in the use of innovative technologies (Butner, 2010). 

This need to integrate SC processes is not new, and studies have been carried out 
at the two levels of SC integration: (a) interorganizational, integrating customers and 
suppliers; and (b) intraorganizational, covering the company’s internal activities 
(Flynn et al., 2010). 

Today, through the emergence of the fourth industrial revolution—better known as 
Industry 4.0—as a result of the strong integration of information and communication 
technologies to connect the physical world to the virtual world (Kagermann et al., 2013; 
Davies, 2015), there are great opportunities to integrate and connect companies and 
their respective resources in order to increase performance in terms of time, money, 
and resource use (Büyüközkan & Göçer, 2017). Schrauf & Berttram (2016) noted that 
integrating SC processes and making information transparent among customers and 
suppliers enable companies to engage in collaborative actions. This leads to increased 
flexibility, productivity, and quality as well as the possibility of optimizing their business 
processes (Davies, 2015; Rüßmann et al., 2015). 

The digitalization of processes and activities of the SC, as a result of the application of 
the technologies of Industry 4.0, has gained more and more attention from industry and 
academia (Büyüközkan & Göçer, 2017). However, the real impacts of such technologies 
on SC (Tjahjono et al., 2017), whether positive or negative, are not totally clear and 
identified. Under this focus, this paper aims to identify and analyze the challenges that 
companies must face when implementing the technologies of Industry 4.0 in SC. 

This work intends to provide a better understanding of the obstacles of using 
Industry 4.0 technologies in the SC. Once the problems are identified, new studies may 
focus on the minimization and/or elimination of these problems, allowing better results 
in integrating the SC and using the potential offered by technological innovations. 

This paper is structured in five sections, including this introductory one. Section 2 
presents the bibliographic review, contemplating a brief understanding of Supply 
Chain 4.0 (SC4.0). Section 3 presents the methodological procedures. Section 4 
describes the results obtained in the study. Finally, section 5 presents the conclusions 
and future research opportunities. 

2 Literature review 
SC4.0 is defined as “[…] a series of interconnected activities concerned with 

coordination, planning and controlling of products and services between suppliers and 
consumers” (Büyüközkan & Göçer, 2017, p. 01). Its objective is to generate new ways 
of adding value for customers and suppliers and generating more revenue through the 
integration and coordination of its processes (Büyüközkan & Göçer, 2017; 
Tjahjono et al., 2017): forecasting, acquisition, manufacturing, distribution, and sales 
and marketing (Chan, 2003): 
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Six characteristics of SC4.0 that should cover all customers and suppliers that make 
up the supply chain are presented by Wu et al. (2016) in their work (Table 1). 

Table 1. Characteristics of SC4.0. 

CHARACTERISTICS DESCRIPTION 
Instrumented Systems with sensors, RFID tags, meters and other integrated 

components capable of generating data for decision making. 
Interconnected Supply chain's members fully connected, including their assets, 

IT systems, products, and other smart objects. 
Intelligent Intelligent systems capable of making decisions in order to 

optimize their global performance by collecting and analyzing 
large volumes of data. 

Automated Numerous automated activities which aim to replace less 
efficient resources (including labor). 

Integrated Integrated supply chain activities, involving collaboration among 
members, making decisions together, making use of common 
systems and sharing information. 

Inovative Ability to develop and aggregate new values through more 
efficient solutions. 

Source: Adapted by Wu et al. (2016). 

These characteristics are due to technologies enabled by Industry 4.0. Four of these 
technologies are considered the technology basis of Industry 4.0: (Teimoury et al., 
2013; Macaulay et al., 2015; Reddy et al., 2016). 

 The Internet of Things (IoT) aims to extend and connect physical objects to the 
Internet (Uckelmann et al., 2011) by integrating sensors, actuators, and other devices 
that collect, transmit, and process data (Khanna, 2016). In the SC, this technology 
brings business and Web applications (such as social media) together with machines, 
devices, products, materials, and people, making it possible to create an intelligent 
network that extends across all factory processes and customers and suppliers 
(Szozda, 2017). 

 Cyber-Physical systems comprise machines, storage systems, and production 
facilities that have been digitally developed and present end-to-end integration based 
on information and communication technologies (Kagermann et al., 2013). They are 
characterized by decentralization, adaptation, and autonomous behavior (Ivanov & 
Sokolov, 2012), and they offer SC opportunities to monitor conditions of manufacturing 
and logistics activities in real time, enabling prognosis and remote diagnosis and control 
(Lee et al., 2013). 

 Cloud computing aims to integrate technologies or architectures to provide a 
platform or solution through the Internet, allowing them to be accessed anytime and 
anywhere (Raza et al., 2015), generating unprecedented visibility, insights, and 
flexibility (Büyüközkan & Göçer, 2018). 

 Big data make up a large set of data from diverse sources, both traditional and 
digital, where analyses and continuous discoveries can be made (Arthur, 2013). 
Big data are distinguished in five dimensions—volume, variety, speed, veracity, and 
value (Yin & Kaynak, 2015)—and can be used for descriptive, predictive, and 
prescriptive analyses (Wang et al., 2016). In the SC, it presents applications that 
include material flows (such as production status, process and quality monitoring, 
inventory handling, logistics, research and development, and collective solutions in 
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procurement and distribution functions), information flows (such as demand 
management, supply chain event management, vendor negotiation, risk management, 
problem identification, automated-decision support and customer management) and 
financial flows (such as customer segmentation, demand modeling, new business 
model design, pricing and assortment, and financial aspects of human resources). 

Other technologies that impact the SC within Context 4.0 are also presented by 
Ghobakhloo (2018) and provide a source of competitive advantage for the SC: additive 
manufacturing, automation and industrial robots, augmented reality, cybernetic 
security, blockchain, Internet of data, people and services, semantic technologies, and 
simulation and modeling. 

Thanks to these technologies and their subsystems and devices, it is possible to 
integrate the entire SC (not only customers and suppliers but also their assets, 
products, and operating environment) and generate a larger volume of data with more 
quality and speed (Wu et al., 2016). In addition, the technologies enable companies to 
increase flexibility, productivity, reliability, and responsiveness in their operations. 
Moreover, by enabling the reorganization of the entire operation in real time, companies 
have the possibility of reducing the bullwhip effect and costs associated with SC 
operations (Dweekat & Park, 2016). 

3 Method 
The systematic literature review method developed by Levy & Ellis (2006) was used 

to achieve the objective proposed in this work. The method consists of three steps as 
shown in Figure 1. 

 
Figure 1. Systematic literature review process. Source: Adapted from Levy & Ellis (2006). 
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The first step, named Input, deals with search definitions, such as database choices, 
search strings, and inclusion and exclusion criteria. Four databases—SCOPUS, Web 
of Science, Science Direct, and IEEE—were used to search relevant papers about 
SC4.0 concepts. These databases were selected because they are considered the 
most important databases within the scope and area of the research. In each of the 
databases, four keyword groups were used to cover all relevant literature: 

 “Supply Chain 4.0”; 
 “Supply Chain” AND “Industry 4.0”; 
 “Digital Supply Chain” and; 
 “Supply Chain” AND (“CPS” OR “big data” OR “IoT” OR “smart objects”). 
Then the work was analyzed using three steps, as presented in Figure 2: (a) title, 

abstract and keywords; (b) duplicate papers; and (c) complete reading. In addition, it 
was considered a snowballing process to identify new papers which were not within the 
databases analyzed. 

 
Figure 2. Steps of paper’s analysis. Search: Authors. 

Moreover, five criteria were considered for the inclusion or exclusion analysis of 
papers: (a) complete papers in the English language; (b) works that provide access to 
the full text; (c) academic, professional, or formal work (disregarding, for example, 
prefaces, personal views, and informal content based on the Internet, among others); 
(d) papers that focus on the theme SC4.0 or technologies related to its context, 
concentrating on the review, research, discussion, or solution of SC problems within 
the digital context; and (e) works where keywords used for document searches are the 
focus of the work, not just expressions quoted in them. 

The second step, named Processing, is composed of six substeps, namely 
(a) knowing: identify the publications and extract their essential information; 
(b) understanding: understand the importance of the study performed and the result 
presented; (c) applying: identify the important concepts and categorize them 
accordingly; (d) analyzing: identify the relevance of the presented information; 
(e) synthesizing: integrate results to understand the concept in its entirety; and 
(f) evaluating: distinguish between opinions, theories, and instituted facts in an 
empirical way. 
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Finally, in the third step, Outputs, the results obtained through the method are 
presented. 

4 Results and discussion 
Through the use of the keywords presented in the previous section, 3,737 articles 

were identified in the databases, as presented in Table 2. The articles were analyzed 
according to the inclusion and exclusion criteria, resulting in a total of 88 selected 
papers. The quantities of articles filtered in each criterion are shown in Table 3. 

Table 2. Number of articles identified in each search. 

 “Supply 
Chain 4.0” 

“Digital 
Supply 
Chain” 

“Supply Chain” 
AND “Industry 

4.0” 

“Supply Chain” AND 
(“CPS” OR “Big 

Data” OR “IoT” OR 
“Smart objects”) 

SCOPUS 5 51 175 1046 
Web of Science 1 18 110 705 
Science Direct 2 9 44 145 
IEEE 46 796 45 539 

Source: Authors. 

Table 3. Results of the systematic literature review process’ steps. 

First filter: 
Title, abstract and 

keywords 

Second filter: 
Duplicate 

papers 

Third filter: 
Complete 
Reading 

Forth filter: 
Snowballing 

351 195 84 88 
Source: Authors. 

When analyzing the 88 papers identified, it is observed that studies related to the 
challenges within the SC4.0’s context have been growing and gaining more and more 
attention over the years. Moreover, studies done between 2016 and 2018 have 
concentrated the largest quantity of publications, as presented in Table 4. These 
numbers demonstrate the growing concern and search for solutions to minimize these 
challenges and maximize the benefits of this concept. 

Table 4. Number of papers published per year. 

Publication’s year Number of papers 

2010 1 
2011 2 
2012 1 
2013 5 
2014 2 
2015 12 
2016 18 
2017 25 
2018 22 

Source: Authors. 
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A preliminary analysis of the challenges makes it possible to classify them into four 
distinct macrogroups based on the similarities that they imply on their occurrence. 
Figure 3 shows the macrogroups and their respective challenges: (a) technological 
challenges; (b) financial, environmental, and legal challenges; (c) sociocultural 
challenges; and (d) technical challenges. Table 5 shows the percentage of articles and 
proceedings published that discuss the challenges of each macrogroup. Table 6 
summarizes the challenges that companies face and/or will face when implementing 
the technologies of Industry 4.0 in the SC. 

Table 5. Percentage of articles addressing the challenges according to classification. 

Macrogroups Amount of articles 
Technological Challenges 12.50% 
Financial, environmental and legal 
challenges 20.45% 

Sociocultural Challenges 22.73% 
Technical Challenges 86.36% 

Source: Authors. 

 
Figure 3. Supply Chain 4.0 challenges classification. Source: Authors. 
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Table 6. Challenges of Industry 4.0 Technologies in Supply Chain. 
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Table 6. Continued… 



Supply Chain 4.0… 

10/22 Gestão & Produção, 27(3), e5427, 2020 

Challenges 

H
ig

h 
de

gr
ee

 o
f c

om
pu

te
riz

at
io

n 
/ C

om
pu

tin
g 

re
qu

ire
m

en
ts

 a
nd

 s
tr

at
eg

ie
s 

C
om

pa
tib

ili
ty

 
C

om
pl

ex
ity

 
R

el
ia

bi
lit

y,
 ro

bu
st

ne
ss

 a
nd

 in
te

ro
pe

ra
bi

lit
y 

of
 s

ys
te

m
s 

C
ha

lle
ng

es
 in

 s
to

rin
g,

 d
is

co
ve

rin
g 

an
d 

sh
ar

in
g 

da
ta

 
Sc

al
ab

ili
ty

 
Se

cu
rit

y 
/ p

riv
ac

y 
En

vi
ro

nm
en

ta
l C

ha
lle

ng
es

 
Fi

na
nc

ia
l i

nv
es

tm
en

t 
St

an
da

rd
iz

at
io

n 
/ L

eg
is

la
tiv

e 
po

lic
ie

s 
D

iff
er

en
t d

yn
am

ic
s 

an
d 

tim
e 

st
ru

ct
ur

es
 o

f m
an

uf
ac

tu
rin

g 
pr

oc
es

se
s 

La
ck

 o
f i

ni
tia

tiv
e,

 s
ki

lls
 a

nd
 / 

or
 in

su
ffi

ci
en

t k
no

w
le

dg
e 

Im
m

at
ur

e 
Te

ch
no

lo
gi

es
 

A
da

pt
in

g 
to

 n
ew

 b
us

in
es

s 
m

od
el

s 
St

ra
te

gi
c 

al
ig

nm
en

t b
et

w
ee

n 
fu

nc
tio

ns
, c

om
pa

ni
es

 a
nd

 g
ov

er
na

nc
e 

SC
's

 p
ar

tic
ip

an
ts

 c
oo

pe
ra

tio
n 

La
ck

 o
f a

bi
lit

y 
to

 c
om

bi
ne

 d
at

a 
/ o

bt
ai

n 
qu

al
ity

 d
at

a 
Fe

ar
 o

f c
ha

ng
e 

M
an

-te
ch

no
lo

gy
 re

la
tio

n 
H

um
an

 R
es

ou
rc

e 
R

ep
la

ce
m

en
t /

 D
is

m
is

sa
l 

Authors 

Kumar et al. (2017) 
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Kumar et al. (2013) 
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Kynast & Marjanovic 
(2016) 
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x x 
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Lee & Kwon (2016) 
      

x 
             

Lee & Lee (2015) 
  

x 
 

x 
 

x 
         

x 
   

Sánchez López et al. 
(2012) 

     
x x 

 
x 

           

Lu et al. (2013) 
      

x 
             

Luszcz (2017) 
      

x 
             

Makhdoom et al. (2019) 
      

x 
             

Mamun et al. (2018) 
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McDonald et al. (2016) 
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Miao & Zhang (2014) 
      

x x 
            

Mikavicaa et al. (2015) 
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Mohr & Khan (2015) 
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Moniem et al. (2017) 
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Moyne et al. (2018) 
      

x 
             

Mylrea & Gourisetti (2018) 
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x 
             

Omitola & Wills (2018) 
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Ong et al. (2016) 
                

x 
   

Pearsall (2016) 
           

x 
        

Pirpilidis et al. (2016) 
      

x 
             

Pishdar et al. (2018) 
   

x x x x x x x 
   

x x x x 
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Queiroz & Telles (2018) 
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x 
        

Qian et al. (2018) x 
     

x 
             

Ray & Bhadra (2016) 
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Ray et al. (2018b) 
      

x 
             

Ray et al. (2018a) 
      

x 
             

Ray et al. (2015) 
      

x 
             

Richey et al. (2016) 
      

x 
             

Schneider et al. (2018) 
   

x 
                

Song et al. (2018) 
                

x 
   

Spanaki et al. (2018) 
      

x 
         

x 
   

Szozda (2017) 
    

x 
 

x 
             

Tjahjono et al. (2017) 
         

x 
        

x 
 

Tu (2018) 
        

x 
           

Tuptuk & Hailes (2018) 
      

x 
             

Urquhart & McAuley 
(2018) 

      
x 

  
x 

          

Xu et al. (2013) 
 

x x 
 

x 
               

Wang et al. (2016) 
                

x 
   

Wazid et al. (2018) 
      

x 
             

Weber (2010) 
      

x 
  

x 
          

Wilding & Wheatley 
(2015) 

      
x 

             

Wolfert et al. (2017) 
    

x 
 

x 
         

x 
   

Wu et al. (2016) 
           

x x 
    

x 
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Yang et al. (2015) 
      

x 
             

Yang et al. (2017) 
   

x 
  

x 
             

Yang et al. (2018) 
      

x 
             

Zhong et al. (2016) 
   

x x x x 
             

Source: Authors. 

Regarding the technological challenges, a first barrier is the need to develop 
technologies leveraged by Industry 4.0, which are still at an early stage and require 
great strides to create solidity and generate greater benefits (Kynast & Marjanovic, 
2016; Wu et al., 2016). Haddud et al. (2017) identified the different operations models 
between members of the SC, and Ivanov et al. (2016) recognized the different 
dynamics and temporal structures of manufacturing processes and equipment that can 
compromise the data’s collection, analysis, and sharing as well as the programming of 
the entire production structure. 

The various formats and structures of the data add problems to the analysis and 
use of the data. Nevertheless, questions related to the data and their sharing are still 
reasons for further studies and inquiries. As noted in Pearsall (2016), the kind of data 
needed to share and the real purpose of doing this along the entire SC are not clear. 

In addition, the technical feasibility for implementing technologies such as big data 
the knowledge to use these data well were pointed out by Jeske et al. (2013), Kynast 
& Marjanovic (2016), and Hallman et al. (2014). Arya et al. (2017) emphasized the lack 
of data specialists for the development of potential technology. Moreover, Queiroz & 
Telles (2018) also identified the lack of knowledge of the potential of this technology 
within Brazilian territory. 

Table 6. Continued… 
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Among those covering the studies that present other technologies, Bienhaus & 
Haddud (2018) highlighted the lack of specialists to leverage the digitization in 
companies. Already, Wu et al. (2016) pointed out that among barriers to developing 
intelligent applications in SC are the lack of initiative, skills, and knowledge in 
technologies as well as the immaturity of the SC4.0 concept and its initial stage of 
development. 

In the macrogroup for financial, environmental, and legal challenges, several 
authors emphasized the high investment needed to implement such solutions 
(Büyüközkan & Göçer, 2018; Haddud et al., 2017; Harrison et al., 2016; Kache & 
Seuring, 2017; Kynast & Marjanovic, 2016; Sánchez López et al., 2012; Queiroz & 
Telles, 2018; Tu, 2018). Pishdar et al. (2018) emphasized that such investments to 
obtain data and services derived from these technologies will not always present 
financial returns. 

Regarding the legislative policies, laws are needed to ensure the safety and integrity 
of people within this new environment in which humans and robots share spaces and 
work collaboratively both inside (Tjahjono et al., 2017) and outside the corporate 
environment (Büyüközkan & Göçer, 2018; Casey & Wong, 2017). In addition to that, 
international legislation is required to ensure security and privacy (Weber, 2010), to 
solve problems related to personal injury and product liability in case of failure (Mohr & 
Khan, 2015), and to share responsibility for the information (Alotaibi & Mehmood, 
2017). The balance of legal obligations between infrastructure’s providers and 
customers (Urquhart & McAuley, 2018) within the digital universe is also important to 
consider. Authors discussing big data and RFID technologies (Isasi et al., 2015) and 
IoT (Khanna & Sharma, 2017) addressed the problems of global standards aiming the 
compatibility between systems, where the lack of these standards can lead to 
difficulties in data’s collection and use. Pishdar et al. (2018) highlighted the importance 
of the laws as a way to form the basis for the technologies’ development: As noted in 
their study, the lack of legislation is a challenge that can bring on many others. 

Miao & Zhang (2014) raised the environmental challenges’ issue of Industry 4.0 
technologies, such as greater energy consumption due to the increased use of 
electronic equipment and integrated systems in SC. Pishdar et al. (2018) also added 
their concern about the number of electronic components that will become obsolete 
and require replacement over time. 

The lack of capacity to combine data and obtain quality data is one of the challenges 
in the macrogroup sociocultural challenges and should be taken into account by 
companies due to (Jeske et al., 2013; Pishdar et al., 2018): 

 The various existing communication patterns and formats (Kumar et al., 2013; Lee 
& Lee, 2015; Wang et al., 2016); 

 The different ways of collecting, storing, and combining the data (Ong et al., 2016); 
 The lack of IT professionals with knowledge of matching and using data 

appropriately (Kache & Seuring, 2017); and 
 The problems of synchronizing data and systems (Haddud et al., 2017) as well as 

their quality (Song et al., 2018; Spanaki et al., 2018). 
Arya et al. (2017) and Büyüközkan & Göçer (2018) explained that these factors 

hinder the use of the data in its totality, which brings about a low return from the use of 
technologies. 

Cooperating with the SC’s participants implies difficulties that start from mutual 
adoption and investments in the technologies of Industry 4.0 (Büyüközkan & Göçer, 
2018; Clancy, 2017; Kache & Seuring, 2017) and extend to the difficulty in sharing 
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responsibilities for errors within the digital context (Pishdar et al., 2018). Additionally, 
authors cited the diversity of operational models and the lack of integration between 
functions (Haddud et al., 2017), the lack of SC’s governance structure (Kache & 
Seuring, 2017), the lack of a strategy for the use of the technologies (Bienhaus & 
Haddud, 2018; Kynast & Marjanovic, 2016; Pishdar et al., 2018), and the lack of ability 
to adapt and integrate firms to this new digital business model (Haddud et al., 2017; 
Pishdar et al., 2018). 

Khanna & Sharma (2017) discussed the difficulties faced by companies in finding 
technology solutions that meet their specific needs. Isasi et al. (2015) emphasized that 
the nonimplementation of technologies at all stages of the supply chain implies a loss 
of integration and visibility. 

Finally, the resistance to accepting and learning to use new technologies, the ethics 
and safety issues of dividing the workspace with machines, the replacement of the 
workforce by technologies, and the fear of making use of intelligent applications in SC 
were also considered (Büyüközkan & Göçer, 2018; Haddud et al., 2017; Khanna & 
Sharma, 2017; Tjahjono et al., 2017; Wu et al., 2016). 

Regarding the technical challenges, studies that highlighted the big data technology 
discussed in greater amount the challenges related to the data generation. These 
challenges begin with the search, fragmentation, and visualization of data 
(Mikavicaa et al., 2015) and extend to the need to interpret and obtain information with 
quality and to access and make this data visible to other members in the SC (Kynast & 
Marjanovic, 2016). 

Authors such as Alotaibi & Mehmood (2017), Amudhavel et al. (2015), Isasi et al. 
(2015), and Wolfert et al. (2017) explained that challenges like storing, analyzing, and 
processing data using traditional methods are due to the volume, variety, and 
heterogeneity of the data. 

In addition, the creation of a system capable of interpreting and presenting value 
information from the data is complex (Arya et al., 2017; Kumar et al., 2013) and 
requires strategy (Choi et al., 2018), a trained team (Kumar et al., 2013; Kache & 
Seuring, 2017), and infrastructure capable of supporting all computing needs (Kache & 
Seuring, 2017). Furthermore, Kache & Seuring (2017) elucidated that IT systems with 
different levels of maturity can bring efficiency and visibility challenges to the global 
network. 

System scalability and robustness challenges related to the collection, analysis, and 
simultaneous transmission of data were cited by Arya et al. (2017) and Zhong et al. 
(2016). These authors also highlighted the stability and vulnerability in transmitting data 
to systems, especially when done via wireless network. 

As addressed with big data technology, IoT and other digital applications present 
challenges in storing, discovering, and sharing data (Szozda, 2017; Xu et al., 2013) 
and problems with scalability and interoperability (Büyüközkan & Göçer, 2017; 
Pishdar et al., 2018). Lee & Lee (2015) and Xu et al. (2013) addressed compatibility 
challenges when connecting all systems in SC. Khanna & Sharma (2017) reinforced 
this idea, noting the difficulty of predicting failures and exemplifying a simple electrical 
failure as a cause of chain reactions to all interconnected firms. 

Challenges related to the vulnerability, reliability, robustness, complexity, and 
compatibility of IoT and RFID systems were addressed in the work of Chen et al. 
(2017), Gu (2018), Haddud et al. (2017), and Yang et al. (2017). 
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Finally, CPS and other automation systems studied imply challenges such as 
integration, efficient information exchange (Chen et al., 2017), and validation of 
solutions within the SC—a theme that still needs to be explored (Harrison et al., 2016). 

Within this macrogroup, a concern arises with the challenge of security and privacy, 
addressed in approximately 72% of papers. Security and privacy in the use of 
technologies (big data, RFID, Internet of Things, cyber-physical systems, among 
others) are challenges mentioned in a great number of publications and show the extent 
of this challenge that SC members will face when implementing technologies driven by 
Industry 4.0. National Cyber Security Centre (2015) supported this idea by explaining 
that different companies have different levels of security in their systems, and the lower 
level of security allows the exposure of all other companies connected through attacks 
and intrusions. 

5 Conclusion 
Industry 4.0 introduces a range of innovations that allow companies to increase the 

performance of their internal and external activities and thus gain competitive 
advantage. In the SC, a sector that presents difficulties in obtaining efficiency due to 
the complexity in managing its internal and external operations, technologies from this 
context allow greater integration between systems and company resources to generate 
global value—that means for the whole chain. 

However, there are numerous challenges when analyzing the concept of SC4.0. 
Although coordinating internal activities, systems, and other resources of a company 
with its customers and suppliers allows obtaining benefits in performance, quality, and 
costs, it can also bring to the companies great challenges, especially with regard to 
security and privacy. For example, there are several studies that presented models, 
tools, and systems that seek to minimize the risks of improper data acquisition, leakage 
and unauthorized disclosure of information, and insertion of malicious software, among 
other challenges. However, none of these studies eliminated the risks altogether. 
In addition, while different systems and equipment are integrated within the SC, greater 
potential for failures and risks is observed. 

Moreover, the full integration of the internal activities in SC functions and the 
activities of customers and suppliers requires greater synergy among companies and 
researchers regarding investments, studies, and further technology development. 
At present, studies report partial integrations of functions and activities. While the 
theme is still at an early stage of development, obtaining practical data for analysis and 
comparison with the theory is difficult. 

Investments and efforts by the government are also needed to overcome challenges 
regarding legislation. Some challenges exist due to other causes. In this sense, the 
lack of regulations creates security problems and harms users, as well as leading to 
the development of other challenges. 

This study contributed to identifying the challenges related to SC4.0. In all, 
20 technical, sociocultural, technological and financial, environmental, and legal 
challenges require further studies to minimize them and even eliminate them when 
aiming to achieve full SC efficiency through the use of available technologies. For future 
work, companies should be consulted on how these challenges are perceived by them 
as a concern and decision factor in relation to the implementation process. 
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