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Resumo: Análise de risco de terrorismo é um dos maiores desafios enfrentados pelas autoridades que definem 
a política de alocação de recursos de uma nação. Este artigo provê uma breve revisão de duas abordagens 
tradicionalmente usadas para esse propósito: Análise de Risco Probabilística e Teoria dos Jogos. Adicionalmente, 
ele introduz no contexto brasileiro a Análise de Risco Adversário, uma metodologia inovadora que objetica analisar 
os riscos causados por oponentes inteligentes. Finalmente, uma situação hipotética da Análise de Risco Adversário é 
apresentada. Os resultados mostram que essa metodologia pode ser utilizada para apoiar decisões sobre a alocação 
de recursos de defesa no contexto de megaeventos esportivos que são de interesse de diversos países.
Palavras-chave: Análise de Risco Adversário; Alocação de recursos; Risco de terrorismo; Terrorismo em eventos 
esportivos; Copa do Mundo; Jogos Olímpicos.

Abstract: Terrorism risk assessment is one of the biggest challenges that authorities must face to define the defensive 
resource allocation policy for a country. This article provides a brief review of two approaches that have been 
traditionally used for this purpose: Probabilistic Risk Assessment and Game Theory. Additionally, it introduces the 
Adversary Risk Analysis approach to the Brazilian context; an innovative methodology that aims to assess risks 
caused by intelligent opponents. Finally, an application of Adversarial Risk Analysis in a hypothetical situation 
is presented. The results show that Adversarial Risk Analysis can be useful to support decisions about defensive 
resource allocation in contexts such as sports mega events, a reality for many countries around the world.
Keywords: Adversarial Risk Analysis; Resource allocation, Terrorism risk; Terrorism in sports events; World Soccer 
Cup; Olympic Games.
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1 Introduction
As a growing country, Brazil has been progressively 

exposing itself on the world stage. Thus, the trend is 
for Brazil to be increasingly selected to host major 
events such as the 2014 FIFA World Cup and the 
2016 Summer Olympics Games in Rio de January. 
Mega sporting events like those listed above have 
intrinsic characteristics that make them extremely 
symbolic (Jennings & Lodge, 2012). Camargo (2011) 
states that mega sporting events are events that, 
besides including a huge audience, gather diverse 
nationalities. Events of this size bring together 

authorities representing states and governments, 
businessmen and other emblematic individuals that 
can catalyze hatred, prejudice, etc. Thus, events of 
this magnitude can be very attractive to terrorist 
groups that want to perpetrate attacks with the goal 
of enhancing the visibility of their cause, projecting it 
internationally. In most cases, such groups carry out 
their attacks for fame, for recognition of their causes 
and, sometimes, for revenge (Richardson, 2007). 
In this context, although Brazil is not exactly the 
target, it can be a scenario for international terrorism 
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as it serves as the stage for mega events such as the 
aforementioned (Diniz, 2004).

It is interesting to note that history shows that major 
sporting events have been frequently chosen as theater 
of operations by terrorist groups. Some unforgettable 
examples are: the bombings at Centennial Park during 
the 1996 Atlanta Summer Olympics; The explosion of a 
car bomb in the vicinity of Santiago Bernabéu stadium 
in the 2002 UEFA Champions League semi-final; 
The suicide bombing at a marathon in Sri Lanka in 
2008, and, among others, the attack on the Togolese 
soccer team in 2010, when gunmen shot the bus on 
which the players were. More recently, events on April 
15, 2013 in the United States (terrorist attacks at the 
Boston Marathon) indicate that terrorist practices, 
taking advantage of major sporting events as their 
main stage, have been repeatedly employed with 
increased frequency.

Historically, Brazil does not have much experience 
in managing terrorist threats, not counting on many 
initiatives, plans, and policies for inhibiting terrorism 
practices, as do countries such as England, Israel 
and the United States of America. In such countries, 
the risks of terrorist attacks have led to billions of 
dollars of investment in order to improve public 
security (Kardes & Hall, 2005). Some studies 
(Buzanelli, 2004) criticize the low level of attention 
paid by the Brazilian government’s agencies to the 
subject of terrorism, specifically the allocation of 
resources for anti-terrorism protection as an important 
matter that would deserve more attention.

As pointed out by Willis (2007), efforts related 
to resource allocation to anti-terrorist activities are 
intimately connected to the need to assess risks. 
Much of the challenge presented in this paper is 
motivated by the fact that, unlike natural threats 
(eg, intense meteorological phenomena) or engineered 
systems (e.g., failures in systemic components), 
the risks to be evaluated here are provided by 
opponents (as in the case of terrorist organizations), 
and therefore the risks evaluated in this context are 
no longer governed by chance (Ayyub et al., 2007; 
Brown & Cox, 2011; Parnell et al., 2010; Zhuang & 
Bier, 2007). After all, nature may be subtle, but it is 
not malicious. Terrorists, on the other hand, are both 
subtle and malicious (Woo, 2002). In other words, 
terrorists can adapt to different measures that may be 
taken to deal with them (Cox, 2009a, b, 2012). So, the 
traditional approaches used for risk assessment are 
not always sufficient to guide the resource allocation 
for counterterrorism.

Therefore, this article focuses on the contextualization 
and application of a method called Adversarial Risk 
Analysis (ARA) (Banks, 2009, 2011; Rios & Insua, 
2011). The introduction of this tool, which aims to 
support the risk assessment of the information provided 
by intelligent opponents, is a relevant contribution 

to the Brazilian context. It is emphasized that until 
the present, as far as the authors know, the subject 
is still unpublished in Brazil.

This paper presents, initially, a brief review of the 
first two approaches available in the literature with 
respect to resource allocation for risk management 
in face of terrorist attacks: Probabilistic Risk 
Assessment and Game Theory. Following, an ARA 
proposal is presented and simulated to illustrate the 
application of this approach. The article concludes 
with considerations about the advantages that ARA 
presents when compared to the two approaches 
previously discussed. Additionally, it emphasizes 
what contributions the ARA approach can bring 
and, finally, presents the challenges that persist in 
the ARA methodology.

2 The antiterrorism defense resource 
allocation problem

2.1 Probabilistic Risk Assessment
Probabilistic Risk Assessment (PRA) has been used 

for more than 30 years to evaluate risks (probabilities 
and consequences of a system failure) and to orient 
decisions in risk management in the governmental 
and industrial arenas in several situations, such as 
in environment protection, industrial safety and 
medical procedures (Ezell et al., 2010; Paté-Cornell, 
2007). In terms of terrorist risks, models constructed 
based on the PRA approach usually aim to estimate 
the difference between the risks of each target, 
when they do not count, and, when they count, the 
various protection measures that can be adopted. 
Then, as a result, a risk ordering is obtained and 
evaluated (risk-scoring) and in this way it is feasible 
to prioritize the available resources to be allocated 
(Ayyub et al., 2007; Cox, 2009a; Paté-Cornell, 2007; 
Willis et al., 2005).

In order to operationalize the PRA application, 
most of the approaches are based on the Risk Analysis 
and Management for Critical Asset Protection Model 
(RAMCAPTM) (Cox, 2008). In this, a conceptual 
framework for risk ( ) R computation is suggested as a 
function of an existing threat ( )A , a vulnerability ( )V  
presented by a target and a consequence ( )C  for an 
attack suffered, i.e., ( )   , , R F T V C=  (Dillon et al., 2009).

Some interesting cases where PRA has been 
applied are presented by Willis  et  al. (2005), that 
compare the results obtained when considering the 
use of the function above with the results derived 
from the calculation of the risk considering simple 
indicators (for example, population of a region 
and the weighted population density of a region). 
The authors conclude that in the first case the risks 
are more concentrated in certain urban regions than 
in the second case. Winterfeldt & O’Sullivan (2006), 
Kleinmuntz & Willis (2009) go deeper into the use 
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of the ( ) , , f T V C  function as an indicator of risk and 
analyze the uncertainties that may be included in the 
parameters considered in the analysis.

Although several research efforts propose the 
application of the PRA approach, there are still some 
questions that may suggest that it would not be the 
most appropriate for dealing with defense resource 
allocation aimed at counterterrorism. For example, 
Cox (2009a) comments that if the terrorist group 
knows that an analysis like the one proposed by the 
PRA approach is being conducted, it would be able 
to infer that targets with similar characteristics would 
receive similar priorities in allocating resources for 
counter-terrorism protection. Such information could 
be valuable to attackers, as they could infer the level 
of protection that would be assigned to each target. 
Cox (2009a) also points out that methods such as PRA 
do not allow secrecy to be exploited, do not take into 
account budget constraints that may exist (not only 
for defense but also for offense) and disregard the 
fact that protecting a target changes probabilities of 
attacks on other targets. For example, as presented by 
Sandler & Siqueira (2008), the installation of metal 
detectors at airports on January 5th, 1973, resulted in 
a dramatic drop in the number of aircraft abductions. 
However, from this moment, it was possible to 
notice a great diversification in the tactics employed 
by terrorist organizations. Parnell et al. (2010) and 
Cox (2009a) critically point out that PRA ignores 
what the attacker will do after defense measures are 
allocated. Such an attitude is equivalent to ruling out 
the fact that terrorists are intelligent and can adapt 
to the defensive measures taken.

That said, it is possible to conclude that although 
the PRA approach is able to contribute significantly 
to support the allocation of resources for risk 
coping / mitigation in counterterrorism studies, 
some gaps have not yet been fully met and therefore 
further studies are needed in this field. Some papers 
sought to employ the well-known Game Theory in 
an attempt to fill in these gaps.

2.2 The strategic vision of Game Theory
Motivated by the observation that each part of the 

game acts according to its beliefs and according to the 
anticipations that can be made about the opponent, 
several researchers believe that Game Theory can be 
considered an appropriate tool to support the resource 
allocation for defense aiming at counter-terrorism. 
It is noted that Game Theory is aligned with a series 
of relevant assumptions adopted in studies within 
the context in question, such as those highlighted 
by Sandler & Arce (2003):

•	 The interactions between sides in the game 
are strategic;

•	 Actions are interdependent and therefore it is 
not possible to analyze one side as passive;

•	 Strategic interactions occur between rational 
actors, who are trying to act according to the 
way they imagine their counterparts will act 
and react.

In fact, this theory allows for joint symmetric 
normative analysis, in which players aim to maximize 
their expected utilities while expecting other players 
to do the same. The analyses through Game Theory 
are enabled once the decisions of each player can be 
anticipated by the process of the search for the Nash 
equilibria (Rios & Insua, 2011), the central concept 
in Game Theory. Nash equilibrium can be defined 
as the situation in which the strategy chosen by each 
player is the best answer for whatever the other 
players choose. Formally, a single-player strategy *

is  
is considered the best response to a given player’s 
strategy when there is no other strategy available to 
the player to produce a higher reward than *

is  when 
is−  is played, i.e., ( ) ( )* * * ,  , i i i i i is s s sπ π− −≥  for all is  and all 

𝑖, where iπ  represents the reward function of a player 
𝑖; is  is a player strategy 𝑖; And the asterisk indicates 
that the strategy is a Nash equilibrium (Fiani, 2006).

Chart 1 presents some examples of Game Theory 
applications in the problem of allocating defense 
resources against terrorist actions.

Although Game Theory has been extensively 
applied to solve this type of problem, this approach 
faces some criticisms that deserve to be discussed. 
Sebenius (1992, 2006), for example, points out that 
one of the main aspects of Game Theory that can be 
considered problematic is the adoption of premises 
that refer to complete and perfect knowledge about 
possible goals and aspirations that the players sustain, 
some about the others. Sandler & Arce (2003) argue 
that in real situations where counter-terrorism resource 
allocation is being studied, the most common scenario 
is that both defense and attack have incomplete 
information. As pointed out by Banks & Anderson 
(2006) the standard approach that considers complete 
knowledge ends up failing in practice. To circumvent 
this flaw, there are modified theories with relaxed 
assumptions, mainly in regard to considering the 
complete knowledge of the game or the consideration 
of unlimited rationality (Gigerenzer & Reinhard, 2001) 
by the players. In the same way, authors suggest the use 
of probabilities, treating the game through a Bayesian 
analysis, as does Ezell et al. (2010), who consider that 
the possibility of adopting incomplete information 
games, when there are inherent uncertainties about 
the players and their preferences, is a good solution.

In this research, it is believed that, in fact, the 
meeting of the points that define the Nash equilibrium 
may allow some interesting insight on the analyzed 
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Chart 1. Application of the theory of games in problems of allocation of antiterrorism resources.
Topic Variations Comments/Conclusion References

Distribution of resources 
for protection against 
terrorist actions

Strategic threats

The attacker’s preferences 
change according to the 
prior allocation of defense 
resources.

(Powell, 2007a)

Non-strategic threats

The opponent is not attacked 
where it is the weakest and 
where the expected gains will 
be greater. Preferences of 
attackers are unchanged.

(Banks & Anderson, 
2006; Farrow, 2007; 

Powell, 2007a; Zhuang & 
Bier, 2007)

Synergic defensive 
measures

A single defense measure 
may result in reducing the 
vulnerability of more than 
one target.

(Farrow, 2007; Powell, 
2007a)

Uncertainties inherent to 
attackers and defenders

Defender uncertainties 
about how the attacker’s 
preferences change over 
targets.

Centralization of resources 
protecting high valued targets 
performs better than those 
acting in a decentralized 
manner.

(Bier et al., 2007; Major, 
2002)

With scarce resources the 
uncertainty becomes more 
significant and it is more 
difficult to protect targets that 
are more valuable.

(Wang & Bier, 2011)

A robust type optimization 
can circumvent the 
uncertainties about the 
attacker’s parameters.

(Nikoofal & Zhuang, 
2011)

Attacker’s uncertainty 
related to the targets.

Game modeling can be 
performed as signaling 
games. Allocating too much 
resource to protect a target 
can signal high value target.

(Powell, 2007b)

Uncertainties about the 
targets’ values and about 
the attacker’s target 
preference.

Uncertainty about attackers’ 
preferences has little impact 
on how defense resources are 
allocated.

(Bier et al., 2008)

Advantages and 
disadvantages of making 
resource allocation public

It is better for the defense to 
make its strategy public than 
to make it a secret.

(Farrow, 2007; Major, 
2002; Zhuang & Bier, 

2010)
The balance between 
disclosure of defense 
strategies and maintaining the 
secrecy of this information is 
the best strategy.

(Brown et al., 2005)

Redundant protection of 
critical targets

It is more advantageous 
to protect more critical 
components than to opt for 
redundancy.

(Brown et al., 2005)

The author emphasizes the 
validity of redundancy as a 
defensive strategy.

(Bier, 2006)

Tradeoff analysis in the 
distribution of resources 
for the protection of 
several targets

Analysis of how considering 
equity and efficiency impacts 
on the distribution of 
resources for the protection of 
various targets.

(Shan & Zhuang, 2012)



Zawadzki, M. et al.454 Gest. Prod., São Carlos, v. 24, n. 3, p. 450-463, 2017

question. However, it is important to point out here 
that allocating resources to protect oneself from the 
worst scenario (the one the opponent has in mind to 
cause and the one the defense will seek to avoid) is 
not tantamount to protecting against all other less 
harmful scenarios. The typical result in searching 
for balance points is that none of the players end 
up getting the reward they would like the most, 
however, they avoid the worst results (Insua et al., 
2009). It is exactly in relation to this search that one 
makes a question here: would it be the search for the 
Nash equilibrium sufficient to mark the issue of the 
allocation of resources for antiterrorism purposes?

What we conclude here is that Game Theory, as 
well as all other approaches, has limitations that 
need to be taken into account. Finally, the question 
raised by Ellis (2009) is open: what approach to 
risk assessment would be both flexible and robust 
in a way that would serve to guide the allocation of 
defense resources to this situation, recognizing that 
the nature of terrorist threats changes in Response 
to any defense strategy that is adopted?

3 Adversarial Risk Analysis: a new 
approach
According to Insua et al. (2009), the challenges 

characterized by the existence of two or more 
intelligent opponents making decisions that culminate 
in an uncertain outcome are covered by an approach 
called Adversarial Risk Analysis (ARA). Rios & Insua 
(2011) argue that ARA is capable synergistically 
integrate classic Game Theory and Probabilistic 
Risk Assessment.

In order to support one of the participants of a game 
(called defense), ARA employs the modeling of the 
opponent’s decision structure (called attack) to obtain 
a descriptive probabilistic model of the behavior that 
the attack may take. The great contribution of ARA 
occurs when this description is used by the defense as 
useful information to solve its own decision problem. 
For this, the assembled structure takes into account 
possible decision alternatives that exist for defense 
and attack, as well as other information that may be 
available, asymmetrically, for the parties involved 
in the game. As a way to accommodate the possible 
information to be extracted in the analysis performed, 
to solve the decision problems of both parts of the 
game, ARA adopts a structure with “nested” decision 
models made possible by a procedure called mirroring 
(Banks, 2009; Insua et al., 2009). This structure makes 
it possible to make the analysis of the problem closer 
to what would be done in a real situation (Insua et al., 
2009). The basic strategy contained in the mirroring 
argument is a procedure in which the decision 
maker studies the analysis the opponent is likely to 
perform, considering the fact that the opponent will 

simultaneously conduct a symmetrical study of the 
defense’s decision analysis. Rothschild et al. (2012), 
the technique of mirroring resembles level-k games 
(Rothschild et al., 2012; McLay et al., 2012).

The ARA approach is already present in some 
works in the international literature. Among these, 
we highlight the most relevant applications within 
the current theme: Insua et al. (2009), and Rios & 
Insua (2011) explore how ARA could be applied 
to simultaneous and sequential games with private 
information by one party. Wang & Banks (2011) 
analyze the allocation of resources in missions of 
military convoys that travel by routes that can be 
attacked by enemies. Sevillano et al. (2012) present a 
behavioral model of the pirates used in the selection 
of the decision to be made in case of a pirate approach 
at sea. Finally, Banks et al. (2011) explore the ARA 
approach when it is assumed that one of the parties 
involved in the game may be bluffing.

In order to clarify the modeling philosophy of the ARA 
approach, it is considered here a hypothetical situation 
where the defense needs to opt for a strategy, these 
strategies being elements of the set { }1 2 3 , , , ..., nD d d d d=  
where nd  represents the n-th strategy available for the 
defense to choose, while the attacker must decide on 
which type of attack to carry out, the attack types 
being the elements of set { }1 2 3 , , ,..., mA a a a a= , Where 
am represents the m-th type of attack the attacker 
can adopt. The tree shown in Figure 1 represents 
the events observed by the defense and the attack. 
The node D, A (rectangle) represents the decisions of 
the defense and the attacker. The node S represents 

Figure 1. Decision tree with the events faced by the defense 
and the attacker. Source: adaptation Rios & Insua (2011).
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the chance that the attack has to fail (represented by 
the branch 0s ) or success (represented by branch 1s ). 
It is considered here that success means that the 
damages expected by the attacker have occurred. 
In cases where the expected damages do not occur, 
regardless of the reason that did not allow such 
occurrence, the attack is considered a failure. Each 
pair of utility values ​​( ), D Au u  is associated to each 
leaf of the tree, representing the values ​​assigned by 
the utility function of the defense and the attacker, 
respectively.

3.1 Game modeling by the defense’s point 
of view

When the problem analyzed is the one that the 
defense needs to solve, the attacker’s decision 
(which type of attack he will perform) becomes 
uncertain. In the new decision tree represented by 
Figure 2, this situation can be observed. A knot that 
represented an attacker’s decision is now perceived as 
a knot that represents an uncertainty for the defense, 
illustrated by a circle, rather than a square. One can see 
a dotted line around the attacker’s possible decisions. 
Such a representation indicates that these decisions 
are considered a set of information, since the attacker 
does not know in which branch of the tree it actually 
is, when it makes its decision (the game represented 
is a simultaneous game).

The defense knows its utility-function ( ), Du d s . 
One can also define that defense specialists are able 
to define the probability of success and failure 

(    | , )Dp S s d a= , when each type of attack is carried out, 
in cases where each of the defensive strategies have 
been adopted. However, the chances of the attacker 
choosing each type of attack are not available for 
the defense. The defense expresses this uncertainty 
by means of a probability ( )  D A aπ = .

Considering that the defense intends to adopt 
the decision that maximizes its expected utility, the 
main optimization problem that must be solved by 
it is represented by Equation 1.

{ }
( ) ( ) ( ) 

    0,1 
d* = arg max   ,   | ,   D D Dd D a A s

u d s p S s d a A aπ
∈ ∈ ∈

 
 = × =
  

∑ ∑  	 (1)

With that, it is possible to conclude that the factor that 
the defense really needs to evaluate is the probability 

( )  D A aπ = . In order to obtain such a parameter the 
defense starts to analyze how its opponent could be 
performing the analysis of its own decision problem: 
to choose what type of attack it should carry out.

3.2 Game modeling from the attacker’s 
point of view

The decision problem faced by the attacker is 
illustrated by the decision tree shown in Figure 3. 
In this tree, nodes D represent the uncertainty that the 

attacker maintains as to which strategy the defense 
will adopt. The defense must then put itself in the 
position of the attacker and imagine how it would 
be solving its decision problem. This procedure 
can be found in academic efforts that explore the 
behavioral modeling of agents such as terrorists 
and their organizations (examples can be seen in: 
Pat-Cornell & Guikema, 2002; Ushakov, 2006; Rios 
& Insua, 2011; Sevillano et al., 2012).

Figure 2. Decision tree representing the defense problem.

Figure 3. Decision tree representing the attacker’s problem.
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As in several works in this context, it is assumed 
that the attackers are utility maximizers (Ezell et al., 
2010; McLay et al., 2012; Sevillano et al., 2012). Thus, 
the attacker looks for the option a ∈ A that provides 
the maximum expected utility and, to this end, seeks 
the solution to Equation 2 that was constructed by 
means of a process analogous to that realized for the 
construction of Equation 1.

{ }
( ) ( ) ( ) 

    0,1 
a* = arg max   ,   | ,   A A Aa A d D s

u a s p S s d a D dπ
∈ ∈ ∈

 
 = × =
  

∑ ∑  	 (2)

During the resolution of Equation 2, the defense 
will have doubts concerning the utility values ​​ ( )Au a,s  
that the attacker will adopt when solving its problem. 
Likewise, the defense is not sure about what are 
the attacker’s beliefs about the odds of success or 
failure of its attack ( )A  p S s |  d,  a= , when each of 
the strategies that the defense can adopt is chosen. 
Another parameter that is uncertain for the defense 
refers to how the attacker may be evaluating the 
defense’s chances of opting for one of the defense 
strategies ( )  A D dπ = . Insua et al. (2009) propose the 
use of subjective probability distributions to represent 
all quantities that are unknown to the decision maker 
(defense). Although Banks (2011) points out that 
formulating the subjective probabilities that represent 
the behavior of the opponent may present challenges, 
Kunreuther et al. (2013) comment on the extensive 
literature on methods for obtaining such parameters, 
when expert knowledge can be explored.

In this way, the modeling of the information 
available for the defense by means of probability 
distributions is now used to represent the random 
variables AU , AP  e AΠ , which describe the behavior 
of ( ),Au a d , ( )  | , Ap S s d a= , and ( )  A D dπ = , respectively. 
Adding such uncertainty to Equation 2, the following 
Equation 3 is obtained:

{ }
( ) ( ) ( ) 

    0, 1
A|D ~ arg max   ,   | ,   A A Aa A d D s

U a s P S s d a D d
∈ ∈ ∈

 
 = × =
  

∑ ∑ ∏  	 (3)

The parameters for the probability distributions 
( ),AU a s  and ( )  | ,  AP S s d a=  can be proposed directly by 

the defense with the help of specialists. However, 
for the evaluation of ( )  A D dΠ =  it will be necessary 
for the defense to take the attacker’s place and think 
about how it would be thinking, when it sought the 
answers to its problem (which type of attack). That is 
exactly why Equation 3 there is conditioned to D. 
This shows that the defense at this stage needs to 
evaluate how the attacker would be thinking about its 
rewards and its chances of success when it chooses 
each type of attack. Likewise, the defense must 
propose beliefs about how the attacker would be 
assessing its likelihood (the defense) to adopt each 
pack of defensive measures. Then, the defense, to 
get the values ​​for ( )  A D dΠ = , could consider that the 

attacker would also be solving its decision problem 
in the same way. If this was confirmed, the attacker 
would be looking for the best way to solve the problem 
that the defense faces, that is, the one represented 
by Equation 1.

Therefore, the attacker would be seeking to obtain 
the parameters of the probability distribution that 
governed the behavior of the random variable 1 | D A  
(Equation 4), assuming that the defense was able to 
evaluate ( )1

D AΠ , where 1A  represents the attacker’s 
decision in the second level of the recursive defense 
thinking.

{ }
( ) ( ) ( )1 1

 
    0, 1

|  ~ max   ,   | ,   D D Dd D a A s
D A arg U d s P S s d a A a

∈ ∈ ∈

 
 = × =
  

∑ ∑ ∏  	 (4)

To evaluate the distribution of the random variable 
1 | D A , the defense would need the probability distribution 

that governs the random variable ( ), DU d s , representing 
its beliefs as to how the attacker could have estimated 
the utility function ( ), Du d s . Generally speaking, this 
process would require future recursive thoughts on 
the part of the defender. This hierarchy of nested 
models would find a limit when it reached a level 
where it lacked information necessary for the defender 
to continue to feed the equations associated with the 
computations of iA  and ( ) 1 , 2,3, ...iD i= . In this case, 
the use of a non-informative probability distribution 
(such as the maximum entropy distribution) associated 
with the uncertain parameters would be sufficient to 
represent them (Rios & Insua, 2011).

4 A simulated ARA case
The purpose of this example is mainly to detail 

how an application of the ARA approach is conducted. 
Therefore, in this simulated case, little attention will 
be paid to the way in which the assumed hypothetical 
values were chosen to define the adopted probability 
distributions. Likewise, it will not be discussed how 
the utility functions adopted were constructed. Nor will 
the simulation techniques used in this example be 
analyzed.

It is considered here a hypothetical situation where 
the defense must protect a stadium, where a sporting 
event will occur, against possible terrorist attacks. 
For this, it is assumed that the defense needs to 
choose one of the “packages of defensive measures” 
that are being offered by companies specializing 
in public safety for the protection of the stadium. 
It is considered that such packages are the elements 
of a set { }1 2 3  , , D d d d= . Each of these packages have 
their differences in purchase price and are more or 
less efficient against different types of attacks that 
can be carried out. The defense wants to adopt the 
package of defensive measures that will minimize 
the expected damage.
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On the other hand, the attacker must decide on 
what type of attack to perform. Attack types are 
defined as elements of a set { }1 2 3  , , A a a a= . Attacks that 
result in greater effects in terms of damage, return the 
greatest benefits to the terrorist organization and, at 
the same time, are costlier. Besides, when frustrated 
(unsuccessful attack), these attacks result in heavy 
losses for these organizations.

4.1 Rewards and probabilities of success 
and failure when attacks occur

In this example, the utility function ( ),Du d s  is 
influenced by the defensive package choice and 
also by the result of the attack. Defense perceives 
its rewards in such a way that gains are associated 
with the attacker’s failure to perform the attack and 
losses are associated with situations where the attack 
occurs successfully. However, defense counts on the 
costs associated with adopting defensive measures 
packages. In addition, there may be specific losses 
when adopting certain packages, such as: disorder 
for the population and discomfort of public opinion 
regarding the security scheme. The utility values 
assumed for the defense are presented in Chart 2.

On the other hand, the attacker computes his 
rewards according to the caused damages, the 
mobilization costs of the necessary resources to 
carry out the attack, and the losses it may cause to 
its own resources. This parameter can encompass 
various values ​​represented in tangible forms as 
money and the number of member recruitment to 
terrorist organizations, or intangibles such as fame 
and satisfaction (Quadrifoglio, 2008; Sri Bhashyam 
& Montibeller, 2012). The defense, however, cannot 
define, in a deterministic way, the utility ( ),Au a s  that is 
adopted by the attacker. It is possible that the defense 
has historical and intelligence information about 
the activities carried out by the threatening terrorist 
organization. This information can be included in 
the estimates that the defense must carry out as 
to how the attacker could be assessing its rewards 
for each type of attack that could be carried out 
(Ezell et al., 2010). In the same way, this information 
can guide the defense as to how the attacker would 
be assessing the odds of success when each type of 
attack was being executed. Therefore, it is believed 
that it is possible to carry out an evaluation, by defense 
specialists, on a random variable distribution ( ),AU a s  
that will represent the utility ( ),Au a s   adopted by the 
attacker. Chart 3 represents the triangular distributions 
(Tri (minimum, fashion, maximum)) used here to 
describe the behavior of the random variable ( ),AU a s .

It is assumed that, with the support of specialists, 
the defense can establish how much the target (in this 
case a stadium) is vulnerable to each type of attack 
the opponent can perform. This vulnerability depicts 

the attacker’s probability of success in attacking the 
target. The probability values assumed by the defense 
for the success and failure of the attacker when it 
chooses to use each type of attack and the defense 
adopts each of the packages of defensive measures 
are presented in Chart 4.

The defense needs to estimate how the attacker 
would be assessing the odds of success and failure 
when it chooses to use each type of attack and 
considers the defense to be adopting each of the 
defensive packages. In this example, it is assumed 
that the defense’s beliefs lead it to consider that the 
attacker has very similar target vulnerability assessment 
capabilities to that of the attacker. It is also assumed 
that there is no information about the efficiency of the 
considered defensive measures. Then, it is adopted 
that the defense is satisfied by considering that its 
uncertainty as to how the attacker would estimate 
its probabilities of success and failure (for each 
leaf of the tree) can be represented by a uniform 
probability distribution (U (minimum; Maximum)) 
with the following characteristics. First, the mean 
value of this distribution is exactly the value of 

(  | , )Dp S s d a= . Second, the upper limit value of this 
distribution is given by (  | , ) 0.2Dp S s d a= + , just as the 
lower limit value is given by (  | , ) 0.2Dp S s d a= − . Thus, 
the distributions to be taken into account to represent 

Chart 4. Probability values assumed by the defense for the 
success and failure of the attacker.

Success and failure 
probabilities s0 s1

d1

a1 30% 70%
a2 20% 80%
a3 55% 45%

d2

a1 35% 65%
a2 25% 75%
a3 35% 65%

d3

a1 35% 65%
a2 40% 60%
a3 25% 75%

Chart 2. Values of utility assumed for the defense.
Protection s0 (utility) s1 (utility)

d1 55 –45
d2 40 –60
d3 65 –35

Chart 3. Probability distributions that represent the attacker’s 
rewards.

Attack Types s1 (probability) s0 (probability)
a1 Tri(35; 55; 75) 100-[u(a1;s1)]
a2 Tri(20; 40; 60) 100-[u(a2;s1)]
a3 Tri(45; 65; 85) 100-[u(a3;s1)]
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the value of the random variable (  | , )AP S s d a= , in each 
branch of the decision tree of the attacker, are shown 
in Chart 5. It is observed, however that since success 
and failure are the only two outcomes for the attack, 
it is considered here that the value assumed by the 
random variable (  | , )AP S s d a=  for success cases of the 
attack ( )1s  is given by the complementary value of 
the probability assigned to failure cases.

Finally, the defense should precise its beliefs about 
how the attacker would be assessing its likelihood to 
adopt each package of defensive measures. In this 
example, it is considered that the defense does not 
have any information that could be significant to aid 
in the evaluation of these probabilities. Thus, it is 
defined here that the random variable represented by 

( )   A A D dΠ + =  should be governed by the maximum 
entropy probability distribution, that is, the uniform 
distribution ( )0,1 U .

4.2 The solution of the defense decision 
problem

Initially, it is perceived that an intuitive way of 
starting the solution of the proposed problem would 
be an inverse order approach. This means that the first 
response to be sought is how the random variable |A D 
would behave (Equation 3). Applying Monte Carlo 
simulation (in this example, 10,000 iterations were 
performed), it was observed that the random variable 
behaved as shown in the histogram from Figure 4.

It is concluded from the results presented that in 
approximately 8.85% of the times the attacker would 
choose to carry out the attack type a1; 4.63% of the 
time would opt for a2; and at 86.52% of the time it 
would choose a3. Such values ​​could be considered 
satisfactory enough to represent the values ​​of ( )  D A aπ =
. However, it can be admitted here that the defense, 
in its inmost, presents certain confidence on the 
obtained values. Therefore, it is assumed that the 
defense prefers to establish a probability distribution 
to represent the now random variable ( )   

D
A a=∏ . 

For the example in question, it is assumed that the 
defense chooses to adopt a Beta-type distribution 
to incorporate this confidence into its analyzes. It is 
considered  (a; b)Be , where a and b are the format 
parameters of this distribution, with mean ( )  D A aπ =  
and a given precision ( )η . By definition one has 
that a bη = + , that is,  (a;  )Be aη − . By rearranging the 
equations presented by Myriam & Pongo (1997) one 
can define that the mean (µ ) of a Beta distribution is 
given by Equation 5 and its variance ( 2σ ) is defined 
by Equation 6, both presented below:

	   a
a b

µ =
+

 	 (5)

	
( )( )

2
2 

  
1
ab

a b a b
σ =

+ + +
 	 (6)

One can then define the parameters a e b in function 
of 2  eµ σ .

It is adopted, in this particular case, that the defense 
established that a standard deviation of 10% over 
the average value would be enough to represent its 
confidence in the results obtained by the performed 
simulation. Hence, 

10
µσ = . The parameters a, b, and 

μ are presented in Chart 6. Therefore, parameters 
of ( )   

D
A a=∏  are defined, that is, the way the defense 

believes that the probabilities of the attacker to adopt 
each type of attack behave, a to ∈ A.

Now, it can be said that the defense has all the 
information it needs to solve its original problem. 
The utility values adopted by the defense are presented 
deterministically. However, the defense chooses to use 
probability distributions to contemplate uncertainties 
about its assessments of the likelihood of success 
and failure of an attack. Thus, it represents these 
values by triangular probability distributions, as 
shown in Chart 7.

The probabilities associated with the attacker’s 
choice attacker will be given by the probability 
distributions presented in Chart 6, thus being considered 
random variables ( ( )   )

D
A a=∏ ). Equation 7 illustrates 

Chart 5. Probability distributions for success and failure of 
the attacker from the defense point of view.

Probability 
distribution s0 s1

d1

a1 U(0.1, 0.5) Complementary
a2 U(0.2, 0.6) Complementary
a3 U(0.35, 0.75) Complementary

d2

a1 U(0.15, 0.55) Complementary
a2 U(0.05, 0.45) Complementary
a3 U(0.15, 0.55) Complementary

d3

a1 U(0.15, 0.55) Complementary
a2 U(0.20, 0.60) Complementary
a3 U(0.05, 0.45) Complementary

Figure 4. Occurrences of a1, a2 and a3 with the Monte Carlo 
simulation.
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how the defense solves its problem, i.e., how it 
chooses which of the three alternatives (packages 
of defensive measures) is the one that returns the 
highest expected utility value. Applying a new Monte 
Carlo simulation for the parameters of Equation 7 
it is possible to estimate the frequencies with which 
each of its options returns the highest expected utility 
value, when adopted by the defense. These results 
are presented in Figure 5.

{ }
( ) ( ) 

    0, 1
| ~ max   ,   | ,   D D Dd D a A s

D A arg u d s P S s d a
∈ ∈ ∈

 
 = ×
  

∑ ∑ ∏  	 (7)

With these results, in a prescriptive view 
(Merrick & Parnell, 2011; Rothschild et al., 2012) 
the advice given to the defense is that its resources 
should be allocated to acquire the package of measures 

1d . This option would return the highest value for the 
expected defense utility in approximately 93% of the 
simulations that were performed.

5 Discussion
Primarily, a difference and, at the same time, 

advantage to the ARA approach, when compared to 
the classic application of Game Theory and PRA, is 
that the descriptions of the attacker’s behavior are not 
input data for the problem to be solved. According to 
Merrick & Parnell (2011), works starting from the 
premise that these values ​​are given, usually adopt 
subjective probability distributions that come from 
specialists, which are, in most cases, very generic. 
That is what ARA addresses, allowing for precisely 
finding such probabilities. For this, the model requires 

as input the beliefs the defense has about how 
opponents perceive the consequences of the attacks 
(rewards) and the chances of success for these attacks, 
which in this research, as advocated by Merrick & 
Parnell (2011), is judged to be much more realistic 
and feasible. Banks (2011) comments that it would 
be perfectly reasonable to imagine that players have 
relevant probabilistic knowledge about the values ​​and 
beliefs their opponents hold. This knowledge could 
be, for instance, derived from studies conducted by 
the intelligence community. On the other hand, it is 
important to note that some factors encompassed in 
the illustrated example should be analyzed in relation 
to their variation, as in a type of sensitivity analysis. 
Another aspect that deserves attention is related to 
the degree of uncertainty that was attributed by the 

Chart 6. ( )   =∏D
A a  ( ) ~   ; Be a b  parameter values adopted by the defense.

µ A B Η ( )   =∏D
A a

a1 0.0885 91.06 937.88 1028.94 ( ) 91,06;937,88Be

a2 0.0463 95.32 1963.50 2058.83 ( ) 95,32;1963,50Be

a3 0.8652 12.61 1.9654 14.58 ( ) 12,61;1,9654Be

Chart 7. Probability distributions to represent defense beliefs about success and failure of an attack.
Probability Distribution s0 s1

d1

a1
Tri (0.10; 0.30; 0,50) Complementary

a2
Tri (0; 0.20; 0.40) Complementary

a3
Tri (0.35; 0.55; 0.75) Complementary

d2

a1
Tri (0.15; 0.35; 0.55) Complementary

a2
Tri (0.05; 0.25; 0.45) Complementary

a3
Tri (0.15; 0.35; 0.55) Complementary

d3

a1
Tri (0.15; 0.35; 0.55) Complementary

a2
Tri (0.20; 0.40; 0.60) Complementary

a3
Tri (0.05; 0.25; 0.45) Complementary

Figure 5. Occurrences of d1, d2 and d3 with the Monte Carlo 
simulation.
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defender to the attacker’s utility values when they were 
defined for the representation of this random variable 
(UA). In the same way, interesting analyzes may 
arise when studying the variations of the probability 
distributions associated to the attacker’s successes and 
failures, when evaluated by the attacker, according to 
the point of view of the defense. Interesting analyzes 
of rewards values ​​attributed to terrorist attacks are 
available in Keeney (2007), Dillon  et  al. (2009), 
Keeney & Winterfeldt (2011).

If the information obtained from defense specialists 
was more accurate, it would be natural for the 
analyzes to contemplate a lower level of uncertainty 
and therefore to be more reliable. Although the 
reduction of uncertainties inherent to the information 
can be obtained through the results collected by 
the intelligence services that support the defense, 
Banks (2011), Rios & Insua (2011) point out that the 
provision of information for the method proposed by 
ARA is still considered a great challenge. This fact 
is important to be observed and should be explored 
in future work, since decisions to allocate defense 
resources will be closely linked to the quality and 
reliability of the information.

Another interesting analysis could be performed 
in relation to the mirroring procedure proposed in the 
ARA approach. What would be the level of recursion 
that this model should achieve? In the illustrated 
example, we opted to explore only up to the second 
level of recursive defensive thinking. However, a 
survey that delves into other levels of recursion, both 
in modeling the problem faced by defense and by 
the attack, could bring interesting results in future 
research. Some works, such as Farias (2013), explore 
this subject, including verifying the convergence of 
results for games with complete information, as well 
as those with incomplete information.

Thus, it is concluded that ARA has a structure to 
evaluate risks offered by intelligent opponents with 
the advantage of embedding asymmetric information 
in the models of the players. In addition, ARA 
rules out the need for experts to provide subjective 
judgments about the likely strategies to be adopted by 
opponents, since the model itself defines a probabilistic 
description of them. At the same time, however, it 
lacks a considerable amount of information about 
opponents, which can still be seen as a fragility of 
the proposal.

6 Final considerations
This article aimed to present a new risk assessment 

approach to support the allocation of antiterrorism 
resources. The two main approaches traditionally 
used to support this type of decision were reviewed. 
Firstly, in analyzing the applications of Probabilistic 
Assessment of Risks, the authors concluded that, 
although being the theory currently used to guide 

the US government’s decisions on how to allocate 
antiterrorism resources, there are some relevant 
caveats to its applicability. The main one is not 
considering the opponent as adaptive and strategic, 
thus not regarding how it will behave after observing 
how the defense allocates its resources. Secondly, the 
analysis focused on research work based on Game 
Theory. In this case, the opponent takes into account 
the defense actions when choosing his or her strategy, 
however, it is discarded the possibility of considering 
intelligence information and other sources, which 
may be relevant for modeling the agents involved in 
the game. Moreover, it considers the availability of 
information about the opponent as a premise, what, 
in fact, is known to be very critical to obtain. As an 
alternative, the authors propose the use of Adversarial 
Risk Assessment (ARA). This recent approach can be 
seen as a contribution of potential applications and 
as relevant to academia, specially in the Brazilian 
context. Lastly, a simulated case was presented to 
illustrate the application of ARA. The presented 
application clarified how the odds of the opponents’ 
actions can be estimated before the defense calculates 
its maximum expected utility. This allows a more 
realistic and, at the same time, simpler treatment of 
the decision-making environment when it comes to 
counterterrorism, which is an advantage that ARA 
holds in face of classic applications of Game Theory.

This paper advocates that in situations where 
there is little experience in counterterrorism, it is 
important to emphasize that the planning of activities 
aimed at reducing the occurrence of an attack is 
different from mitigating the risks of natural disasters. 
Therefore, in mega sporting events, for example, the 
protection of infrastructure, world authorities and the 
public, needs to be planned taking into account the 
adaptive characteristics of the opponent that is being 
faced. The authors agree with Rios & Insua (2011) 
that the creation of a conceptual structure such as that 
presented (ARA) is only a necessary and relevant 
first step that allows for significant improvements, 
which can be applicable to real situations.

As a final conclusion, the authors advocate that the 
in-depth exploration of this new approach may bring 
new ideas to be added to the traditional approaches 
proposed by Game Theory. Therefore, the structure 
presented can be considered as a contribution to the 
area of ​​study on risk assessment, not only in the 
terrorism-related contexts, but also in any situation 
where two parties oppose themselves and react 
strategically and intelligently to each other’s actions.
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